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Overview

The Siemens TCP/IP Ethernet Driver provides a reliable way to connect Siemens TCP/IP Ethernet devices to
OPC client applications, including HMI, SCADA, Historian, MES, ERP, and countless custom applications. It is
intended for use with Siemens S7-200, 300, 400, 1200, and 1500 PLCs. There are two options for com-
munications:

« Industrial Ethernet TCP/IP interface communication processor (CP). The protocol used is S7 Mes-
saging on Industrial Ethernet (ISO 8073 Class 0) over TCP/IP as defined in RFC1006.

« Hilscher's NetLink adapter. Only an MPI port is required. The NetLink adapter does not support the
S7-200 model.

The driver requires no special libraries or hardware. A standard Ethernet card is all that is needed.

Setup

Supported Devices
S7-200 via CP243
S7-300 via CP343
S7-400 via CP443
S7-1200*

S7-1500*

S7-300 via NetLink
S7-400 via NetLink

*This device has a built-in Ethernet module.

Supported NetLink Cables and Gateways
NT 50-MPI
NL 50-MPI
NL-MPI

Note: For NetLink users, NetLink communication parameters (such as IP Address, Subnet Mask, and Baud
Rate) can be configured using the NetLink Configuration utility. This application is located in the server's Util-
ities sub-directory and can be launched using the Start menu shortcut.

Channel and Device Limits
The maximum number of channels supported by this driver is 1024. The maximum number of devices sup-
ported by this driver is 1024 per channel.
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Channel Properties — General

This server supports the use of simultaneous multiple communications drivers. Each protocol or driver used
in a server project is called a channel. A server project may consist of many channels with the same com-
munications driver or with unique communications drivers. A channel acts as the basic building block of an
OPC link. This group is used to specify general channel properties, such as the identification attributes and
operating mode.

Mame
) o Description
Write Optimizations Driver
Advanced - Di rv—
Diagnostics Capture Dizable
-1 Tag Counts
Static Tags 10

Identification

Nam e: User-defined identity of this channel. In each server project, each channel name must be unique.
Although names can be up to 256 characters, some client applications have a limited display window when
browsing the OPC server's tag space. The channel name is part of the OPC browser information. The prop-
erty isrequired for creating a channel.

# For information on reserved characters, refer to "How To... Properly Name a Channel, Device, Tag, and Tag
Group" in the server help.

Description: User-defined information about this channel.
¥ Many of these properties, including Description, have an associated system tag.

Driver: Selected protocol / driver for this channel. This property specifies the device driver that was selected
during channel creation. It is a disabled setting in the channel properties. The property is required for cre-
ating a channel.

Note: With the server's online full-time operation, these properties can be changed at any time. This
includes changing the channel name to prevent clients from registering data with the server. If a client has
already acquired an item from the server before the channel name is changed, the items are unaffected. If,
after the channel name has been changed, the client application releases the item and attemptstore-
acquire using the old channel name, the item is not accepted. With this in mind, changes to the properties
should not be made once a large client application has been developed. Utilize the User Manager to prevent
operators from changing properties and restrict access rights to server features.

Diagnostics

Diagnostics Capture: When enabled, this option makes the channel's diagnostic information available to
OPC applications. Because the server's diagnostic features require a minimal amount of overhead pro-
cessing, it isrecommended that they be utilized when needed and disabled when not. The default is dis-
abled.

Note: This property is not available if the driver does not support diagnostics.
® For more information, refer to "Communication Diagnostics’ and "Satistics Tags" in the server help.
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Channel Properties — Ethernet Communications

Ethernet Communication can be used to communicate with devices.

Property Groups = Bhemet Settings

General MNetwork Adapter Default |E|
Bhemet Communications

Write Optimizations

Advanced

Ethernet Settings

Network Adapter: Specify the network adapter to bind. When left blank or Default is selected, the oper-
ating system selects the default adapter.

Channel Properties — Write Optimizations

The server must ensure that the data written from the client application gets to the device on time. Given
this goal, the server provides optimization properties to meet specific needs or improve application respons-

iveness.
Property Groups = Write Optimizations
Optimization Method Write Only Latest Value for All Tags
General
Diuty Cycle 10

Write Optimizations

Optimization Method: Controls how write data is passed to the underlying communications driver. The
options are:

« Write All Values for All Tags: This option forces the server to attempt to write every value to the
controller. In this mode, the server continues to gather write requests and add them to the server's
internal write queue. The server processes the write queue and attempts to empty it by writing data
to the device as quickly as possible. This mode ensures that everything written from the client applic-
ations is sent to the target device. This mode should be selected if the write operation order or the
write item's content must uniquely be seen at the target device.

« Write Only Latest Value for Non-Boolean Tags: Many consecutive writes to the same value can
accumulate in the write queue due to the time required to actually send the data to the device. If the
server updates a write value that has already been placed in the write queue, far fewer writes are
needed to reach the same final output value. In this way, no extra writes accumulate in the server's
gueue. When the user stops moving the slide switch, the value in the device is at the correct value at
virtually the same time. As the mode states, any value that is not a Boolean value is updated in the
server's internal write queue and sent to the device at the next possible opportunity. This can greatly
improve the application performance.

Note: This option does not attempt to optimize writes to Boolean values. It allows users to optimize
the operation of HMI data without causing problems with Boolean operations, such as a momentary
push button.

« Write Only Latest Value for All Tags: This option takes the theory behind the second optimization
mode and applies it to all tags. It is especially useful if the application only needs to send the latest
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value to the device. This mode optimizes all writes by updating the tags currently in the write queue
before they are sent. This is the default mode.

Duty Cycle:is used to control the ratio of write to read operations. The ratio is always based on one read for
every one to ten writes. The duty cycle is set to ten by default, meaning that ten writes occur for each read
operation. Although the application is performing a large number of continuous writes, it must be ensured
that read data is still given time to process. A setting of one results in one read operation for every write
operation. If there are no write operations to perform, reads are processed continuously. This allows optim-
ization for applications with continuous writes versus a more balanced back and forth data flow.

Note: It isrecommended that the application be characterized for compatibility with the write optimization
enhancements before being used in a production environment.

Channel Properties — Advanced

This group is used to specify advanced channel properties. Not all drivers support all properties; so the
Advanced group does not appear for those devices.

Property Groups = Non-Momalized Hoat Handling
General Floating-Foirt Values Replace with Zero
Write Optimizations = Inter-Device Delay

Inter-Device Delay (ms) 0

Non-Normalized Float Handling: A non-normalized value is defined as Infinity, Not-a-Number (NaN), or as
a Denormalized Number. The default is Replace with Zero. Drivers that have native float handling may
default to Unmodified. Non-normalized float handling allows users to specify how a driver handles non-nor-
malized |EEE-754 floating point data. Descriptions of the options are as follows:

« Replace with Zero: This option allows a driver to replace non-normalized IEEE-754 floating point val-
ues with zero before being transferred to clients.

« Unmodified: This option allows a driver to transfer IEEE-754 denormalized, normalized, non-num-
ber, and infinity values to clients without any conversion or changes.

Note: This property is disabled if the driver does not support floating-point values or if it only supports the
option that is displayed. According to the channel's float normalization setting, only real-time driver tags
(such as values and arrays) are subject to float normalization. For example, EFM data is not affected by this
setting.

#® For more information on the floating-point values, refer to "How To ... Work with Non-Normalized Hoating-
Point Values" in the server help.

Inter-Device Delay: Specify the amount of time the communications channel waits to send new requests to
the next device after data is received from the current device on the same channel. Zero (0) disables the
delay.

Note: This property is not available for all drivers, models, and dependent settings.
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Device Properties — General

Property Groups =l Identification
Scan Mode Description
Timi Driver Siemens TCP/IP Ethemet
e Model NetLink: S7-400
Auto-Demotion Do Nk 2/
Channel Assignment Siemens TCPIP

Tag Generation

e D 25525525255
Communication Parameters -
Addressing Options B Operating Mode
Data Collection Enable
Redundancy
Simulated Mo

Identification

Name: User-defined identity of this device.

Description: User-defined information about this device.

Channel Assignment: User-defined name of the channel to which this device currently belongs.

Driver: Selected protocol driver for this device.

Model: Select the specific version of the device.

ID: the unique identity of the device for communication with the driver. The device ID is formatted as
YYY.YYY.YYY.YYY, where YYY designates the device's IP address. Each YYY byte should be in the range of 0 to

255. If the device supports host name resolution, the device ID may also be specified as a standard
UNC/DNS name.

® See Also: Operating Mode

Operating Mode

Property Groups Identification
= Operting Mode

Data Collection Enable
Scan Mode

Simulated Mo

Data Collection: This property controls the device's active state. Although device communications are
enabled by default, this property can be used to disable a physical device. Communications are not attemp-
ted when a device is disabled. From a client standpoint, the data is marked as invalid and write operations
are not accepted. This property can be changed at any time through this property or the device system tags.

Simulated: Place the device into or out of Simulation Mode. In this mode, the driver does not attempt to
communicate with the physical device, but the server continues to return valid OPC data. Simulated stops
physical communications with the device, but allows OPC data to be returned to the OPC client as valid data.
While in Simulation Mode, the server treats all device data as reflective: whatever is written to the simulated
device isread back and each OPC item is treated individually. The item's memory map is based on the group
Update Rate. The data is not saved if the server removes the item (such as when the server is reinitialized).
The default is No.
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Notes:

1. This System tag (_Simulated) is read only and cannot be written to for runtime protection. The System
tag allows this property to be monitored from the client.

2. In Simulation mode, the item's memory map is based on client update rate(s) (Group Update Rate for
OPC clients or Scan Rate for native and DDE interfaces). This means that two clients that reference
the same item with different update rates return different data.

& Simulation Mode is for test and simulation purposes only. It should never be used in a production envir-
onment.

Device Properties — Scan Mode

The Scan Mode specifies the subscribed-client requested scan rate for tags that require device com-
munications. Synchronous and asynchronous device reads and writes are processed as soon as possible;
unaffected by the Scan Mode properties.

Property Groups = Scan Mode
Scan Mode Respect Client-Specified Scan Rate |E|
Initial Updates from Cache | Disable

General

Scan Mode: Specify how tags in the device are scanned for updates sent to subscribing clients. Descriptions
of the options are:

« Respect Client-Specified Scan Rate: This mode uses the scan rate requested by the client.
« Request Data No Faster than Scan Rate: This mode specifies the value set as the maximum scan
rate. The valid range is 10 to 99999990 milliseconds. The default is 1000 milliseconds.
Note: When the server has an active client and items for the device and the scan rate value is
increased, the changes take effect immediately. When the scan rate value is decreased, the changes
do not take effect until all client applications have been disconnected.

- Request All Data at Scan Rate: This mode forces tags to be scanned at the specified rate for sub-
scribed clients. The valid range is 10 to 99999990 milliseconds. The default is 1000 milliseconds.

- Do Not Scan, Demand Poll Only: This mode does not periodically poll tags that belong to the
device nor perform aread to get an item's initial value once it becomes active. It is the OPC client's
responsibility to poll for updates, either by writing to the _DemandPoll tag or by issuing explicit device
reads for individual items. For more information, refer to "Device Demand Poll" in server help.

« Respect Tag-Specified Scan Rate: This mode forces static tags to be scanned at the rate specified
in their static configuration tag properties. Dynamic tags are scanned at the client-specified scan
rate.

Initial Updates from Cache: When enabled, this option allows the server to provide the first updates for
newly activated tag references from stored (cached) data. Cache updates can only be provided when the
new item reference shares the same address, scan rate, data type, client access, and scaling properties. A
device read is used for the initial update for the first client reference only. The default is disabled; any time a
client activates a tag reference the server attempts to read the initial value from the device.

Device Properties — Timing

The device Timing properties allow the driver's response to error conditions to be tailored to fit the applic-
ation's needs. In many cases, the environment requires changes to these properties for optimum per-
formance. Factors such as electrically generated noise, modem delays, and poor physical connections can
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influence how many errors or timeouts a communications driver encounters. Timing properties are specific
to each configured device.

Property Groups = Communication Timeouts

Connect Timeout () 3
General :
Scan Mode Request Timeout (ms) 1000

Attempts Before Timeout 3

Communications Timeouts

Connect Timeout: This property (which is used primarily by Ethernet based drivers) controls the amount of
time required to establish a socket connection to a remote device. The device's connection time often takes
longer than normal communications requests to that same device. The valid range is 1 to 30 seconds. The
default is typically 3 seconds, but can vary depending on the driver's specific nature. If this setting is not sup-
ported by the driver, it is disabled.

Note: Due to the nature of UDP connections, the connection timeout setting is not applicable when com-
municating via UDP.

Request Timeout: Specify an interval used by all drivers to determine how long the driver waits for a
response from the target device to complete. The valid range is 50 to 9999 milliseconds (167 minutes). The
default is usually 1000 milliseconds, but can vary depending on the driver. The default timeout for most
serial drivers is based on a baud rate of 9600 baud or better. When using a driver at lower baud rates,
increase the timeout to compensate for the increased time required to acquire data.

Attempts Before Timeout: Specify how many times the driver issues a communications request before con-
sidering the request to have failed and the device to be in error. The valid range is 1 to 10. The default is typ-
ically 3, but can vary depending on the driver's specific nature. The number of attempts configured for an
application depends largely on the communications environment. This property applies to both connection
attempts and request attempts.

Timing

Inter-Request Delay: Specify how long the driver waits before sending the next request to the target
device. It overrides the normal polling frequency of tags associated with the device, as well as one-time
reads and writes. This delay can be useful when dealing with devices with slow turnaround times and in
cases where network load is a concern. Configuring a delay for a device affects communications with all
other devices on the channel. It is recommended that users separate any device that requires an inter-
request delay to a separate channel if possible. Other communications properties (such as communication
serialization) can extend this delay. The valid range is 0 to 300,000 milliseconds; however, some drivers may
limit the maximum value due to a function of their particular design. The default is 0, which indicates no
delay between requests with the target device.

Note: Not all drivers support Inter-Request Delay. This setting does not appear if it is not available.

Property Groups =l Timing
Inter-Request Delay (ms) 0

General
Scan Mode
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Device Properties — Auto-Demotion

The Auto-Demotion properties can temporarily place a device off-scan in the event that a device is not
responding. By placing a non-responsive device offline for a specific time period, the driver can continue to
optimize its communications with other devices on the same channel. After the time period has been
reached, the driver re-attempts to communicate with the non-responsive device. If the device is responsive,
the device is placed on-scan; otherwise, it restarts its off-scan time period.

Property Groups = Auto-Demotion
General Demote on Failure Enable |E|
Timeouts to Demate 3
Scan Maode -
Tii Demotion Period {ms) 10000
iming
Discard Regquests when Demoted | Disable

Demote on Failure: When enabled, the device is automatically taken off-scan until it is responding again.
@ Tip: Determine when a device is off-scan by monitoring its demoted state using the _AutoDemoted sys-
tem tag.

Timeouts to Demote: Specify how many successive cycles of request timeouts and retries occur before the
device is placed off-scan. The valid range is 1 to 30 successive failures. The default is 3.

Demotion Period: Indicate how long the device should be placed off-scan when the timeouts value is
reached. During this period, no read requests are sent to the device and all data associated with the read
requests are set to bad quality. When this period expires, the driver places the device on-scan and allows for
another attempt at communications. The valid range is 100 to 3600000 milliseconds. The default is 10000
milliseconds.

Discard Requests when Demoted: Select whether or not write requests should be attempted during the
off-scan period. Disable to always send write requests regardless of the demotion period. Enable to discard
writes; the server automatically fails any write request received from a client and does not post a message
to the Event Log.

Device Properties — Tag Generation

The automatic tag database generation features make setting up an application a plug-and-play operation.
Select communications drivers can be configured to automatically build a list of tags that correspond to
device-specific data. These automatically generated tags (which depend on the nature of the supporting
driver) can be browsed from the clients.

# Not all devices and drivers support full automatic tag database generation and not all support the same data
types. Consult the data types descriptions or the supported data type lists for each driver for specifics.

If the target device supports its own local tag database, the driver reads the device's tag information and
uses the data to generate tags within the server. If the device does not natively support named tags, the
driver creates a list of tags based on driver-specific information. An example of these two conditions is as fol-
lows:

1. If a data acquisition system supports its own local tag database, the communications driver uses the
tag names found in the device to build the server's tags.
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2. If an Ethernet I/O system supports detection of its own available /O module types, the com-
munications driver automatically generates tags in the server that are based on the types of /O mod-
ules plugged into the Ethernet I/O rack.

Note: Automatic tag database generation's mode of operation is completely configurable. For more inform-
ation, refer to the property descriptions below.

Property Groups -1 Tag Generation

General On Device Startup Do Mot Generate on Startup
Scan Mode On Duplicate Tag Delete on Create
Timi Parent Group
ot Allow Automatically Generated Sub Enabl
Auto-Demotion ow Adtomatically laenerated oUbgroups able

Cedte =rdle o

Communications
Redundancy

On Property Change: If the device supports automatic tag generation when certain properties change, the
On Property Change option is shown. It is set to Yes by default, but it can be set to No to control over when
tag generation is performed. In this case, the Create tags action must be manually invoked to perform tag
generation.

On Device Startup: Specify when OPC tags are automatically generated. Descriptions of the options are as
follows:

« Do Not Generate on Startup: This option prevents the driver from adding any OPC tags to the tag
space of the server. This is the default setting.

« Always Generate on Startup: This option causes the driver to evaluate the device for tag inform-
ation. It also adds tags to the tag space of the server every time the server is launched.

« Generate on First Startup: This option causes the driver to evaluate the target device for tag
information the first time the project is run. It also adds any OPC tags to the server tag space as
needed.

Note: When the option to automatically generate OPC tags is selected, any tags that are added to the
server's tag space must be saved with the project. Users can configure the project to automatically save
from the Tools | Options menu.

On Duplicate Tag: When automatic tag database generation is enabled, the server needs to know what to
do with the tags that it may have previously added or with tags that have been added or modified after the
communications driver since their original creation. This setting controls how the server handles OPC tags
that were automatically generated and currently exist in the project. It also prevents automatically gen-
erated tags from accumulating in the server.

For example, if a user changes the I/O modules in the rack with the server configured to Always Generate
on Startup, new tags would be added to the server every time the communications driver detected a new
I/O module. If the old tags were not removed, many unused tags could accumulate in the server's tag space.
The options are:

« Delete on Create: This option deletes any tags that were previously added to the tag space before
any new tags are added. This is the default setting.

« Overwrite as Necessary: This option instructs the server to only remove the tags that the com-
munications driver is replacing with new tags. Any tags that are not being overwritten remain in the
server's tag space.
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- Do not Overwrite: This option prevents the server from removing any tags that were previously gen-
erated or already existed in the server. The communications driver can only add tags that are com-
pletely new.

- Do not Overwrite, Log Error: This option has the same effect as the prior option, and also posts an
error message to the server's Event Log when a tag overwrite would have occurred.

Note: Removing OPC tags affects tags that have been automatically generated by the com-
munications driver as well as any tags that have been added using names that match generated tags.
Users should avoid adding tags to the server using names that may match tags that are automatically
generated by the driver.

Parent Group: This property keeps automatically generated tags from mixing with tags that have been
entered manually by specifying a group to be used for automatically generated tags. The name of the group
can be up to 256 characters. This parent group provides a root branch to which all automatically generated
tags are added.

Allow Automatically Generated Subgroups: This property controls whether the server automatically cre-
ates subgroups for the automatically generated tags. This is the default setting. If disabled, the server gen-
erates the device's tags in a flat list without any grouping. In the server project, the resulting tags are named
with the address value. For example, the tag names are not retained during the generation process.

Note: If, as the server is generating tags, a tag is assigned the same name as an existing tag, the system
automatically increments to the next highest number so that the tag name is not duplicated. For example, if
the generation process creates a tag named "Al22" that already exists, it creates the tag as "Al23" instead.

Create: Initiates the creation of automatically generated OPC tags. If the device's configuration has been
modified, Create tags forces the driver to reevaluate the device for possible tag changes. Its ability to be
accessed from the System tags allows a client application to initiate tag database creation.

Note: Create tags is disabled if the Configuration edits a project offline.

Device Properties — Communications Parameters

Property Groups = Communication Parameters
Port Mumber 102
MPI 1D (

Genaral

Scan Mode
Timing
Auto-Demotion
Tag Generation

Port Number: This parameter specifies the port number that the remote CPis configured to use. The
default setting for TCP/IP is 102 (TSAP). The default setting for NetLink is 1099.

Note: It isrecommended that the default port be used for most applications, where the server and the PLC
exist on the same network. For an application using the Internet through firewalls and advanced routers, the
port number can be changed to allow these operations to occur. In most cases, however, the PLC only
accepts a connection on port 102/1099 and may require router forwarding.

MPI ID: This parameter is for NetLink only, and is configured for the port in which the NetLink adapter is con-
nected. It does not apply to models utilizing the TCP/IP CPs (such as S7-300 and S7-400). A maximum of two
connections or devices via TCP are possible when using the NetLink adapter.
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Device Properties — S7 Communication Parameters

The S7 family includes specific parameters, which are broken out into the following groups: S7 Com -
munication Parameters, S7-200, and S7-300/400/1200/1500.

Property Groups = 57 Communication Parameters

P Maximum PDU Size S50

Scan Mode = 5?_2["1. ~

Timing Local T :..—.F'. ;[:E;-

Auto-Demotion Remate TSAP ADGT
= S57-300/400/1200,1500

Tag Generation

Communication Parameters e e FC
570 — CPU Rack 1]
Addressing Options CPU Slot 1
Tag Impaort

Redundancy

S7 Communication Parameters

Maximum PDU Size: This parameter establishes the maximum Protocol Data Unit (PDU) size that will be
requested from the device. The actual PDU used for communication depends on what the device supports.
Typically, the driver and device negotiate the highest supported PDU size. However, this parameter can
force a lower PDU size than would normally be negotiated.

Note: To observe the PDU value negotiated with the device, use the _CurrentPDUSize internal tag (See
Internal Tags).

S7-200

S7-200 enables communication with S7-200 devices on an Ethernet network. There are two options:

« PG connection (such as, a connection utilized by Micro/WIN). One connection is available.

« Configured connection (such as, a connection configured in Micro/WIN via the Ethernet wizard). Eight
connections are available.

Note: Configured connections are recommended because they free the PG port for Micro/WIN and also
provide flexibility to make multiple concurrent connections.

Local TSAP
Link Type TSAP Value (hex)
PG 4B57 (‘KW'
Seriaras A re_mote (client) TSAP configured in Micro/WIN's Ethernet wizard.
If Micro/WIN remote TSAP=xx.yy*, set local TSAP to xxyy.
Remote TSAP
Link Type TSAP Value (hex)
PG 4B57 (KW'
Sera e A Io_cal (server) TSAP configured in Micro/WIN's Ethernet wizard.
If Micro/WIN remote TSAP=xx.yy*, set local TSAP to xxyy.
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*TSAP as displayed in Micro/WIN's Ethernet wizard. When accessed from V memory, the value may be in
decimal form. For example, if TSAPis 10.00, the Vmemory value is 1000 hex or 4096 decimal. The values
entered for Local TSAP must be in hexadecimal notation; in this example, the value 1000 would be entered.

& Tip: Local TSAP==Micro/WIN remote TSAP, Remote TSAP==Micro/WIN local TSAP.

#® For information on using the CP243-1 module, refer to How to Configure S7-200 Connections in
Micro/WIN.

S7-300/400/1200/1500

Link Type: Defines the communication connection between the driver and the CP. The type of link chosen
determines the number of simultaneous requests allowed. The greater the number of simultaneous
requests, the greater the data throughput. Each device connection is allowed one outstanding request. To
achieve multiple simultaneous requests, multiple connections must be configured. This is achieved by defin-
ing the device multiple times in the server (identical device properties). The devices can be defined within
the same channel or under separate channels.

# For more information, refer to Optimizing Communication.

Channel.Device=1 CP connection

There are three types of links: PC (applications), OP (operator panel), and PG (programming device).
OP and PG are usually reserved, but can be used if all PC connections are taken.

Type |S7-300 CPU 314, 315 |S7-400 CPU 412, 413 |S7-400 CPU 414 (S7-400 CPU 416
PC 2 14 30 62
oP 1 1 1 1
PG 1 1 1 1
Example

Given an S7-400 CPU 412 device, 14 simultaneous requests can be achieved by defining 14 identical
devices in the server with all configured for Link Type PC. In addition to the PC connections, two more
devices can be configured for Link Type OP and PG. This provides 16 connections overall.

& Connection resources are shared amongst applications communicating with the CP. If another
application such as STEP 7 is configured to use Industrial Ethernet over TCP/IP, at least one PG/PC con-
nection must be left open for that application.

® For information on increasing the number of PG, OP, and PCtype connections, refer to How to Con-
figure S7-300/400 Connections in STEP 7.

CPU Rack: The number of the rack in which the CPU of interest resides.
CPU Slot: The number of the slot in the rack in which the CPU of interest resides.

# For information on how to read or write the rack number or slot number using an internal tag, refer to
Internal Tags.

www. ptc.com



Siemens TCP/IP Ethernet Driver

Device Properties — Addressing Options

Property Groups = Addressing Options

Gt Byte Order Big Endian

Scan Mode

Timing

Auto-Demotion

Tag Generation
Communication Parameters
57 Communication Parameters
Tag Impart
Redundancy

Byte Order : establishes the order for 16-bit and 32-bit values. Options include Big Endian (S7 Default) or
Little Endian, explained below.

Big Endian
DWord 1
V-1 -1 -1 -1 -1 -] - - 2| a-f a-fa-)a-) -] -l 2-] 2-| 2-| 2-| 2- | 1-| 2-]|2-] 3-]3-| 2-| 2-| 2-| 2-| 2-| 2-
716|5(413]2|1|0|5|41|3|2]|12]10(9]|8|3|2(1]|]0|9|8|7]|6|1(0]|]9|8]|7|6]|5 |4
Word 1 Word 3

-1 -1 - -t - - - a2 a- a2 a- - -l 7 6] 5|43 2f1]0]2-f1-]1-]2-[1-]2-] 9f 8
716|15(413]|2|1|0|5|4|3|2|12]0(9]8 5141312110

Byte 1 Byte 2 Byte 3 Byte 4
-1 -1-1-1-1-|-1-|7]6|5|4|3|2|-|-17|6|5|4]3[2|1|0|7]6|5]4|13|]2|1|0
716|5|413]2|1]0 1]0
Bits

« The bit range for DWord 1 is 31-0.
The bit range for Word 1 and Word 3 is 15-0.
The bit range for Byte 1, Byte 2, Byte 3, and Byte 4 is 7-0.

Note: Big Endian uses bytes ordered from highest to lowest. The bit order is never changed.

Little Endian

DWord 1

3-3-|2-|2-| 2-| 2-| 2-| 2-| 2-| 2-| 2- | 2- [ 1- | 2- [ 2- | 2-| 2-| 2 2- | 2] 2| 2| - -] <L <L - - -] -] -
1lolo|8|7|e|5|a|3]|2|1|ofo|s|7|6]|5|a|3|2]|1]0]|9|8|7]|6[5|4]|3[2]1

Bits
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« The bit range for DWord 1 is 31-0.
« The bit range for Word 3 and Word 1 is 15-0.
« The bit range for Byte 4, Byte 3, Byte 2, and Byte 1 is 7-0.

Note: Little Endian uses bytes ordered from lowest to highest. The bit order is never changed.

Device Properties — Tag Import

The Tag Import parameters allow automatic tag database generation from projects defined in Siemens
STEP 7 orin Siemens TIA Portal that were exported via the TIA Portal Exporter.

Supported Models via Semens STEP 7
S7-300
S7-400

Supported Models via Semens TIA Portal
S7-300

S7-400

S7-1200

S7-1500

STEP 7 Tag Import

Property Groups = Tag Import
General ;ag lTI:;Dﬁ_ T‘.-'DE - Step 7 Project File =
Sean Mode tep 7 Project (*.57F)

Program Fath

Tag Import Type: Select "Step 7 Project Hle" from the drop-down menu.

STEP 7 Project (*.S7P): Locate and select the desired STEP 7 project file (* .S7P) from which to import tags.
Note: The desired STEP 7 project file (*.S7P) must be located in the Step 7 project directory to import
tags.

Program Path: Specify the PLC program within the project for which tags should be generated. The pro-
gram path format is "Station Name\CPU Name\Program Name" and the program path selection drop-down
list can be populated with stations that have single or multiple CPUs. When a station with multiple CPUs is
found, each CPU associated with the station has a CPU ID designator formatted as " @ ID x" appended to the
CPU name portion of program path.

For example: A SIMATIC 400 controller with two 400 CPUs would have two entries:

« "=K51 S7-400\K34 CPU @ ID 3\K34"
« "=K51 S7-400\CPU 416-3 DP @ ID 2\K51"

Note: Tag import for the Siemens S7-300 and S7-400 devices have been qualified for use with projects cre-
ated from Siemens Simatic STEP 7 versions 5.3, 5.4, and 5.5.

¥ Important: Tag import for the Siemens TCP/IP Ethernet Driver supports tag names and comments in the

native character set as specified by the Windows code page in the Siemens STEP 7 project's language file. A
missing, altered, corrupt, or incorrect Siemens STEP 7 language file may cause tag names and comments to
import incorrectly. Utilizing the STEP 7 language-neutral option (which allows text to be entered in a different
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character set than what is used in the STEP 7 language file) may also cause tag names and comments to
import incorrectly. The STEP 7 language file can be located in the Global sub-directory of the STEP 7 project
root. Automatic tag generation may result in the display of incorrect characters if the necessary language
packs are not installed on the system.

#® See Also: Appendix: Configuring Semens Connections

TIA Portal Tag Import

The TIA Portal Exporter can export tags from a Siemens TIA Portal project into the server. This utility opens a
project, and allows the selection of program blocks, tag tables, or individual tags for export. Tags are expor-
ted into a format which can be consumed by the Siemens TCP/IP Ethernet Driver Automatic Tag Generation
process.

When Siemens TCP/IP Ethernet Driver is installed, the application installer for TIA Portal Exporter is saved in
the Server's "Utilities" folder. Copy the installer to a computer that has Siemens TIA Portal and the Openness
APl installed. Run the installer and refer to the instructions in the Help documentation to create a * .TPE

export file.
Property Groups = Tag Import
Generl Tag Import Type . TIA Portal Exporter file
Scan Made TIA Portal Exporter file " TPE)

Tag Import Type: Select "TIA Portal Exporter file" from the drop-down menu.

TIA Portal Exporter file (*.TPE): Locate and select the desired TIA Portal Exporter file (* .TPE) from which to
import tags.

Device Properties — Redundancy

Property Groups = Redundancy
Secondary Path Channel Device1

General : : .
Sean Mode Operating Mode Switch On Failure

; Monitor tem
g Monitor Interval (s) 300
Auto-Demotion H':'” ar :r“'a .S;.'.,S;.'.,P 3
Tag Generation etum to Primary es
Tag Import Settings
Redundancy

Redundancy is available with the Media-Level Redundancy Plug-In.
#® Consult the website, a sales representative, or the user manual for more information.
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Configuration APl — Siemens TCP/IP Ethernet Example

For a list of channel and device definitions and enumerations, access the following endpoints with the REST
client or refer to the appendices.

Channel Definitions

Endpoint (GET):

https://<hostname_or_ip>:<-
port>/config/vl/doc/drivers/Siemens%20TCP%2FIP%20Ethernet/channels

Device Definitions

Endpoint (GET):

https://<hostname_or_ip>:<-
port>/config/vl/doc/drivers/Siemens%20TCP%2FIP%20Ethernet/devices

Create Semens TCP/IP Ethernet Channel

Endpoint (POST):

https://<hostname_or_ip>:<port>/config/vl/project/channels

Body:

{

"common.ALLTYPES_NAME": "MyChannel",
"servermain.MULTIPLE_TYPES_DEVICE_DRIVER": "Siemens TCP/IP Ethernet"
¥

® See Also: Appendix for a list of channel properties.
Create Semens TCP/IP Ethernet Device

Endpoint (POST):
https://<hostname_or_ip>:<port>/config/vl/project/channels/MyChannel/devices
Body:

{

"common.ALLTYPES_NAME": "MyDevice",

"servermain.DEVICE_ID_STRING": "<IP Address>",
"servermain.MULTIPLE_TYPES_DEVICE_DRIVER": "Siemens TCP/IP Ethernet",
"servermain.DEVICE_MODEL": <model enumeration>

}

where <IP Address> isthe device's address.

@ Tip: The above minimum required properties are adequate to define a NetLink device as well.
#® Sce Also: Device Properties and Device Model Enumerations.

Create Semens TCP/IP Ethernet Tags

Endpoint (POST):
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https://<hostname_or_ip>:<-
port>/config/vl/project/channels/MyChannel/devices/MyDevice/tags

Body:

[

{

"common.ALLTYPES_NAME": "MyTagl",
"servermain.TAG_ADDRESS": "DB1,INT00"
}

{

"common.ALLTYPES_NAME": "MyTag2",
"servermain.TAG_ADDRESS": "DB1,INT01"
}

]

# See Also: Appendix for a list of tag properties.

# Sce server and driver-spedific help for more information on configuring projects over the Configuration API.

Enumerations

Some properties, such as Device Model, have values that are mapped to an enumeration. A valid list of enu-
merations and their values can be found by querying the device endpoint with ‘content=property_definitions
'or the documentation definitions endpoints.

For example, to view the property definitions for a device named “MyDevice” under a channel named
“MyChannel”, the GET request would be sent to:

https://<hostname_or_ip>:<-
port>/config/vl/project/channels/MyChannel/devices/MyDevice/?content=property defin-
itions

Property definitions are also available for other objects such as channels or tags.

Alternatively, if enabled in the settings for the Configuration API, the channel and device property definitions
for the driver can be viewed at:

https://<hostname_or_ip>:<port>/config/vl/doc/drivers/<drivername>/Channels
https://<hostname_or_ip>:<port>/config/vl/doc/drivers/<drivername>/Devices

Example Data Type Enumerations
Querying the documentation endpoint for tag data types provides the following enumerations:

{

"Default": -1,
"String": o,
"Boolean": 1,
"Char": 2,
"Byte": 3,
"Short": 4,
"Word": 5,
"Long": 6,
"DWord": 7,
"Float": 8,
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"Double": 9,
"BCD": 10,
"LBCD": 11,
"Date": 12,
"LLong": 13,
"QWord": 14,

"String Array":
"Boolean Array"

20,
21,

"Char Array": 22,
"Byte Array": 23,

"Short Array":

24,

"Word Array": 25,
"Long Array": 26,

"DWord Array":
"Float Array":
"Double Array":

27,
28,
29,

"BCD Array": 30,
"LBCD Array": 31,
"Date Array": 32,

"LLong Array":
" QWord Array":

33,
34

Note: Supported data types vary by protocol and driver.

Device Model Enumerations
The Device Model property has values mapped to the following enumerations. The below table is for ref-
erence only; the information at the device endpoint is the complete and current source of information:

https://<hostname_or_ip>:<-
port>/config/vl/doc/drivers/Siemens%20TCP%2FIP%20Ethernet/Channels

https://<hostname_or_ip>:<-
port>/config/vl/doc/drivers/Siemens%20TCP%2FIP%20Ethernet/Devices

Enumeration

Device Model

S7-200

S7-300

S7-400

S7-1200

S7-1500

NetLink: S7-300

Ol | WIN]| P

NetLink: S7-400
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Optimizing Communications

The Siemens TCP/IP Ethernet Driver was designed to provide the best performance with the least amount of
impact on the system's overall performance. While the Siemens TCP/IP Ethernet Driver is fast, there are a
couple of guidelines that can be used to optimize the application and gain maximum performance.

This server refers to communications protocols like Siemens TCP/IP Ethernet as a channel. Each channel
defined in the application represents a separate path of execution in the server. Once a channel has been
defined, a series of devices can then be defined under that channel. Each of these devices represents a
single Siemens TCP/IP Ethernet controller from which data will be collected. Although this approach to defin-
ing the application provides a high level of performance, it does not take full advantage of the Siemens
TCP/IP Ethernet Driver or the network. An example of how the application may appear when configured
using a single channel is shown below.

E-£af Each device is defined under a single channel. In this configuration, the driver must
-l 57300_0F  move from one device to the next as quickly as possible to gather information at an
I]ID 57300_PCL effective rate. As more devices are added or more information is requested from a

[m] 37300_PC2 single device, the overall update rate begins to suffer.
----- “fM s7300_pa

If the Siemens TCP/IP Ethernet Driver could only define one channel, the example above would be the only
option available; however, the driver can define up to 1024 channels. Using multiple channels distributes the
data collection workload by simultaneously issuing multiple requests to the network. An example of how the
same application may appear when configured using multiple channels is shown below.

Elf? Each device can be defined under its own channel. In this configuration, a single path

i 4? S7300_PC1 of execution is dedicated to the task of gathering data from each device.
Channelz

The performance will improve even if the application has more than 1024 devices.
----- ~fM s7a00_pcz

Iél {? Channel While 1024 or fewer devices may be ideal, the application will still benefit from addi-
P nm S7300_PG tional channels. Although spreading the device load across all channels will cause the
B} ,&.’7 hannel4 server to move from device to device again, it can now do so with far less devices to

..... I]m 57300 _0p  process on a single channel.

% Although the maximum number of channels is 1024, the device ultimately determines the number of
allowed connections. This constraint comes from the fact that some devices cannot support so many con-
nections. For these devices, the maximum number of channels defined should equal the maximum number
of connections allowed. For devices that support more connections, the maximum of 1024 channels should
be defined, with devices spread evenly over these channels.

#® For more information on device connections, refer to Device Properties.
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Data Types Description

Data Type |Description
Boolean Single bit
Byte Unsigned 8-bit value
Char Signed 8-bit value
Unsigned 16-bit value
Word
bit 0 is the low bit
bit 15 is the high bit
Signed 16-bit value
Short bit 0 is the low bit
bit 14 is the high bit
bit 15 is the sign bit
Two byte packed BCD
BCD
Value range is 0-9999. Behavior is undefined for values beyond this range
Unsigned 32-bit value
DWord Lo .
bit 0 is the low bit
bit 31 is the high bit
Signed 32-bit value
Long bit 0 is the low bit
bit 30 is the high bit
bit 31 is the sign bit
Four byte packed BCD
LBCD
Value range is 0-99999999. Behavior is undefined for values beyond this range
32-bit floating point value
Hoat , , . . . . .
The driver interprets two consecutive registers as a floating-point value by making the
second register the high word and the first register the low word.
Date 64-bit floating-point value
String Null-terminated ASCII string*

*The Data Block subtype, String, is a NULL padded ASCII string.
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Address Descriptions

Address specifications vary depending on the model in use. Select a link from the following list to obtain
information for the model of interest.

S7-200 Address Descriptions

S7-300 Address Descriptions

S7-400 Address Descriptions

S7-1200 Address Descriptions
S7-1500 Address Descriptions
NetLink: S7-300 Address Descriptions
NetLink: S7-400 Address Descriptions
Internal Tags

S7-200 Address Descriptions

The default data types for dynamically defined tags are shown in bold.

Address Type Range Type Access
10.b-165535.b Boolean .
. Read/Write
.b is Bit Number
0-7
Discrete Inputs (IEC) Byte, Char, String** .
Read/Write
IB0-IB65535 Word, Short, BCD .
Read/Write
IWO0-IW65534 DWord, Long, LBCD, .
Read/Write
ID0-ID65532 Hoat
EO0.b-E65535.b Boolean .
. Read/Write
.b is Bit Number
0-7
Discrete Inputs (SIMATIC) Byte, Char, String* * .
Read/Write
EB0-EB65535* * Word, Short, BCD .
Read/Write
EWO0-EW65534 DWord, Long, LBCD, .
Read/Write
EDO0-ED65532 Hoat
Note: | and E access the same memory area.
0.b-Q65535.b Boolean
Q . Q Read/Write
.b is Bit Number
0-7
Discrete Outputs (IEC Byte, Char, String** .
puts (IEC) y g Read/Write
QB0-QB65535 Word, Short, BCD .
Read/Write
QWO0-QW65534 DWord, Long, LBCD, .
Read/Write
QD0-QD65532 Hoat
A0.b-A65535.b Boolean .
L Read/Write
.b is Bit Number
0-7
Discrete Outputs (SIMATIC Byte, Char, String** .
puts ( ) v g Read/Write
AB0-AB65535 Word, Short, BCD .
Read/Write
AWO0-AW65534 DWord, Long, LBCD, .
Read/Write
ADO0-AD65532 Hoat
Note: Q and A access the same memory area.
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Address Type Range Type Access
Al0-Al65534* * *
Analog Inputs (IEC) Word, Short Read Only
AIWO0-AIW65534
AEOQ-AE65534* * *
Analog Inputs (SIMATIC) Word, Short Read Only
AEW0-AEW65534
Note: Al and AE access the same memory
area.
AQO-
AQ65534* * * i
Analog Outputs (IEC) Word, Short Read/Write
AQWO-
AQW65534
AAO-AAB5534* * * i
Analog Outputs (SIMATIC) Word, Short Read/Write
AAWO0-AAW65534
Note: AQ and AA access the same memory area.
MO0.b-M65535.b Boolean .
N Read/Write
.b is Bit Number
0-7
Internal Memory Byte, Char, String* * i
Read/Write
MB0O-MB65535 Word, Short, BCD i
Read/Write
MWO0-MW65534 DWord, Long, LBCD, .
Read/Write
MDO0-MD65532 Hoat
SMO0.b-
SM65535.b Boolean )
. Read/Write
.b is Bit Number
; 0-7
Special Memory .
Byte, Char, String* * i
(Bytes 0-29 are Read Only) Read/Write
SMBO0-SMB65535 | Word, Short, BCD )
Read/Write
SMWO0- DWord, Long, LBCD, .
Read/Write
SMW65534 Hoat
SMDO0-SMD65532
S0.b-S65535.b Boolean )
N Read/Write
.b is Bit Number
0-7
Sequence Control Relay (SCR) Byte, Char, String* * i
Read/Write
SB0-SB65535 Word, Short, BCD )
Read/Write
SWO0-SW65534 DWord, Long, LBCD, i
Read/Write
SD0-SD65532 Hoat
V0.b-V65535.b Boolean )
. Read/Write
.b is Bit Number
0-7
Variable Memor Byte, Char, String* * )
J y < Read/Write
VB0-VB65535 Word, Short, BCD )
Read/Write
VWO0-VW65535 DWord, Long, LBCD, )
Read/Write
VDO0-VD65535 Hoat
Timer Current Values TO-T65535* DWord, Long Read/Write
Timer Status Bit TO-T65535* Boolean Read Only
Counter Current Values (IEC) C0-C65535* Word, Short Read/Write
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Address Type Range Type Access
Counter Status Bit (IEC) C0-C65535* Boolean Read Only
Counter Current Values (SIMATIC) Z0-Z65535* Word, Short Read/Write
Counter Status Bit (SIMATIC) Z0-765535* Boolean Read Only

Note: Cand Z access the same memory area.

High-Speed Counter HCO0-HC65535* DWord, Long Read Only

*These memory types/subtypes do not support arrays.

**Byte memory types (MB) support strings. The syntax for strings is <address>.<length> where 0 < length <=
932 (see notes below).

*** For Analog Inputs and Outputs, the address must be even (AlO, Al2, Al4, and so forth).

Notes:

1. All offsets for memory types |, Q, M, S, and SM represent a byte starting location within the specified

memory type.

Use caution when modifying Word, Short, DWord, and Long types. For |, Q, and F, each address starts
at a byte offset within the device. Therefore, Words MWO and MW1 overlap at byte 1. Writing to MWO
will also modify the value held in MWL1. Similarly, DWord, and Long types can also overlap. It is recom-
mended that these memory types be used so that overlapping does not occur. For example, DWord
MDO, MD4, MD8, and so on can be used to prevent overlapping bytes.

The total number of bytes being requested cannot exceed the data portion of the negotiated PDU
size. For example, for a 960-byte PDU size, the largest single array that may be read or written is 932
bytes. If arrays exceed the negotiated PDU size, they may fail to be read or written.

Arrays

All memory types/subtypes with the exception of those marked with an asterisk support arrays. The valid syn-
tax for declaring an array is as follows:

<address>[rows][cols]
<address>.rows.cols
<address>,rows,cols
<address> rows cols

Notes:

1. If norows are specified, a row count of 1 is assumed.

2. For Word, Short, and BCD arrays, the base address + (rows* cols* 2) cannot exceed 65536. Keep in
mind that the elements of the array are words, located on a word boundary. For example, IW0[4]
would return IWO, IW2, IW4, and IW6.

3. For Hoat, DWord, Long, and Long BCD arrays, the base address + (rows* cols* 4) cannot exceed
65536. Keep in mind that the elements of the array are DWord, located on a DWord boundary. For
example, IDO[4] will return IDO, ID4, ID8, and ID12.

4. For all arrays, the total number of bytes requested cannot exceed the data portion of the negotiated

PDU size. For example, for a 960-byte PDU size, the largest single array that may be read or written
is 932 bytes. If arrays exceed the negotiated PDU size, they may fail to be read or written.
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Note: The offset for an atomic type tag in a data block is denoted by the column "Address" in Step 7, as
shown above. This offset is denoted by the column "Offset" in the Siemens TIA Portal programming envir-
onment.

S7-300 Address Descriptions

Standard Support
S7-300/400/1200/1500 Iltem Syntax

Internal Tags

Third-Party Support
For users familiar with third-party applications, limited addressing support is available.

Legacy Support
Legacy S7-300/400 Item Syntax

All brand and product names are trademarks, registered trademarks, or service marks of their respective hold-
ers.

S7-400 Address Descriptions

Standard Support
S7-300/400/1200/1500 Item Syntax

Internal Tags

Third-Party Support
For users familiar with third-party applications, limited addressing support is available.

Legacy Support
Legacy S7-300/400 Item Syntax

All brand and product names are trademarks, registered trademarks, or service marks of their respective hold-
ers.

S7-1200 Address Descriptions

Standard Support
S7-300/400/1200/1500 Item Syntax

Internal Tags

Third-Party Support
For users familiar with third-party applications, limited addressing support is available.

Legacy Support
Legacy S7-300/400 Item Syntax

All brand and product names are trademarks, registered trademarks, or service marks of their respective hold-
ers.

S7-1500 Address Descriptions
Standard Support
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S7-300/400/1200/1500 Item Syntax
Internal Tags

Third-Party Support
For users familiar with third-party applications, limited addressing support is available.

Legacy Support
Legacy S7-300/400 ltem Syntax

All brand and product names are trademarks, registered trademarks, or service marks of their respective hold-
ers.

ep - NetLink: S7-300 Address Descriptions

Standard Support
S7-300/400/1200/1500 Item Syntax

Third-Party Support
For users familiar with third-party applications, limited addressing support is available.

Legacy Support
Legacy S7-300/400 Item Syntax

All brand and product names are trademarks, registered trademarks, or service marks of their respective holders

NetLink: S7-400 Address Descriptions

Standard Support
S7-300/400/1200/1500 Iltem Syntax

Third-Party Support
For users familiar with third-party applications, limited addressing support is available.

Legacy Support
Legacy S7-300/400 Iltem Syntax

All brand and product names are trademarks, registered trademarks, or service marks of their respective holders

Internal Tags

Although the following internal tags are not visible in the server configuration, they can be browsed by the
OPC client. They can be found under the <Channel Name>.<Device Name>._InternalTags group. If the OPC cli-
ent does not support browsing, or if a non-OPC client is being used, the tags can be created dynamically and
statically by using the addresses given below.

Note: The tags listed in the following table are valid for the S7-300, S7-400, S7-1200, and S7-1500 device
models. The default data types are shown in bold.
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Device . Data
Description Range Access
Address Type

Number of the rack in which the CPU of interest resides.

Byte, .
_RACK On changing this device property, the connection with the | 0-7 Sk):ort Read/Write
CPU is re-established.
_SLOT Number of the slot in which the CPU of interest resides. |2-31 Byte, | Read/Write
On changing this device property, the connection with the Short
CPU is re-established.
_Cur- Subsequent to connection, this tag shows the size of the | 240, Word | Read
rentPDUSize Protocol Data Unit which has been negotiated with the 480,
device. Prior to connection it shows the maximum con- 960

figured PDU value.

Standard S7-300/400/1200/1500 Item Syntax

Address Syntax

Input, Output, Peripheral, Flag Memory Types
<memory type><S7 data type><address>

<memory type><S7 data type><address><.bit>

<memory type><S7 data type><address><.string length>*
<memory type><S7 data type><address><[row][col]>

Timer and Counter Memory Types
<memory type><address>

DB Memory Type

DB<num>,<S7 data type><address>

DB<num>,<S7 data type><address><.bit>
DB<num><S7 data type><address><.string length>*
DB<num>,<S7 data type><address><[row][col]>

where <num> ranges from 1 to 65535.

* Applies to S7 data types that support string. String length can vary from 0<n<= 932, with the exception of
S7 data type string (which can vary from 0<n<= 254 for a PDU size of 480 and above, 0<n<=210 for a PDU
size below 480).

® See Also: Examples, String Support

Memory Types

Memory Type Description Address Range Data Type Access

I

E Inputs Read/Write

Q :

A Outputs Read/Write
Dependent on S7 Data Type

Pl

PE Peripheral Inputs Read Only

PQ . .

PA Peripheral Outputs Read/Write
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Memory Type Description Address Range Data Type Access

M .

F Hag Memory Read/Write

DB Data Blocks Read/Write

T Timers TO-T65535 DWord, Long Read/Write

C C0-C65535 .
Counters Word, Short Read/Write

z Z0-7Z65535

® See Also: Examples

S7 Data Types
The S7 data type is used to coerce the data type for a tag. It does not apply to Timers and Counters. The

default data types are shown in bold.

S7
o Data
Data |Description Address Range — e
Type /P
B0-B65535
BYTEO-BYTE65535
Byte,
B0.b-B65535.b J
Char
BYTEO.b-
BYTE65535.b
B i .b is Bit Number 0-
Unsigned Byte Boolean
Byte 7
B0.n-B65535.n
BYTEOQ.n- .
String*
BYTE65535.n
.nis string length.
0<n<=932.
C0-C65535
CHARO-
CHAR65535
Byte,
C0.b-C65535.b Char
CHARQO.b-
c CHAR65535.b
Signed Byte .b is Bit Number 0- [ Boolean
Char
7
C0.n-C65535.n
CHARO.n- String*
CHAR65535.n
.nis string length.
0<n<=932.
DWord,
D Unsigned D0-D65532 Long
DWORDO- '
DWORD | Double Word LBCD,
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S/
o Data
Data |[Description Address Range S
Type P
DWORD65532
Hoat
D0.b-D65532.b
DWORDO.b-
DWORD65532.b
. Boolean
.b is Bit Number 0-
31
S7 Date
Stored as WORD in steps of 1 day since J&nuary 1, 1990.
DATEO- )
DATE ) ) ) String
Displayed as string format "yyyy-mm-dd" with range "1990-01- | DATE65534
01"to "2168-12-31".
Read/Write
DI0-D165532
DWord,
DINTO-DINT65532
Long,
. LBCD,
DI Signed DI0.b-DI65532.b Aoat
DINT Double Word DINTO.b-
DINT65532.b
.b is Bit Number 0-
Boolean
31
S7 Date_And_Time
Complex data type stored with 8 bytes as follows:
0 year, 1 month, 2 days, 3 hours, 4 minutes, 5 seconds, 6 two
most significant digits of MSEC, 7 (4M SB) two least significant
digits of MSEC, 7 (4LSB) day of week (1=Sunday).
. . . String,
DT Displayed as string format "m/d/y h:mm:ss <AM/PM>" with DTO-DT65528 Date
range "1/1/1990 0:00:00 AM" to "12/31/2089 23:59:59 PM".
Displayed as date format
"yyyy-mm-ddThh:mm:ss.hhh" with range "1990-01-
01T00:00:00.000" to
"2089-12-31T723:59:59.998".
Read Only.
10-165534 Word,
INTO-INT65534 Short,
| . BCD
Signed Word
INT 10.b-165534.b
INTO.b-INT65534.b
.b is Bit Number 0- [ Boolean
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S7
o Data
Data |Description Address Range — e
Type P
15
REAL IEEE Hoat REALO-REAL65532 | Float
STRINGO.n-
STRING65532.n
.nis string length
0<n< 254 (PDU
size of 480 and
String S7 String above) String
0<n< 210 (PDU
size below 480)
0<n< 245 (Netlink
S7300 and Netlink
S7400 Models)
S7 TIME.
Stored as DWORD in steps of milliseconds.
T . . TO-T65532 .
Displayed as string format "+/-ddD_hhH_mmM_ssS hhhMS" String
TIME . TIMEO-TIME65532
with range "-24D_20H_31M_23S 648MS" to "24D_20H_31M _
23S 647MS.
Read/Write.
S7 Time_Of_Day.
Stored as DWORD, representing milliseconds since midnight.
TOD Displayed as string format "h:m:s.mmm" with range "0:0:0.0" to | TODO-TOD65532 | String
"23:59:59.999".
Read/Write.
WO0-W65534
WORDO-
Word,
WORDG65534
Short,
w BCD
Unsigned Word WO0.b-W65534.b
Word
WORDO.b-
WORD65534.b
N Boolean
.b is Bit Number 0-
15
X0.b-X65534.b
X Bit .b is Bit Number 0- | Boolean
15

*These are raw strings that differ in structure and usage from the STEP 7 string data type.

Use caution when modifying Word, Short, DWord, and Long type as each address starts at a byte offset
within the device. Therefore, Words MWO and MW1 overlap at byte 1. Writing to MWO will also modify the
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value held in MW1. Similarly, DWord, and Long types can also overlap. It is recommended that these
memory types be used so that overlapping does not occur. For example, DWord MDO, MD4, MD8, and so on
can be used to prevent overlapping bytes.

# See Also: Examples

String Support
Raw Strings
For an address DBx,By.n @ string, string values read and written are stored at byte offset y.

\ y+1 y+2 y+n-1

Raw strings are null-terminated. If the maximum string length is 10 and 3 characters are written, the fourth
character is set to NULL, while characters 5-10 are left untouched.

Note: For raw strings, the total number of bytes requested cannot exceed the data portion of the nego-
tiated PDU size. If raw strings exceed the negotiated PDU size, they may fail to be read or written.

String Support

The string subtype follows the STEP 7 string data type definition. The syntax for the string S7 data type is
STRINGy.n where y is the Byte offset, and n is the maximum string length. If n is not specified, the maximum
string length will be 254 characters when PDU size is >= 480, otherwise it will be 210. String values read and
written are stored at byte offset y+2 in data block x. The actual string length gets updated with every write
based on the string length of the string being written.

y y+1 y+2 y+3 y+4 w. |y+2+n-1

maximum string length (n) actual string length

Notes:

1. String strings are NULL padded. If the maximum string length is 10 and 3 characters are written, char-
acters 4-10 are set to NULL.

2. IfaPDU of 240 is negotiated, STEP 7 strings with a length greater than 222 may fail to be read and
strings with a length greater than 212 may fail to be written.

Hex Strings

The HEXSTRING subtype is specific to the Siemens TCP/IP Ethernet Driver. The syntax for the HEXSTRING
subtype is HEXSTRINGy.n, where y is the byte offset and n is the length. The n value must be specified in the
range of 1 through 932. String is the only valid data type for a HEXSTRING tag.

The value assigned to a HEXSTRING must be an even number of characters. There is no padding, so the
entire string must be specified. For example, tag HexStr defined as DB1,STRING0.10 uses 10 bytes of stor-
age and has a display length of 20. To assign a value, the string must be 20 characters long and contain only
valid hexadecimal characters. An example valid hex string for this tag is “56657273696f6 E353137".

Array Support
The [rows][cols] notation is appended to an address to specify an array (such as MWO[2][5]). If no rows are
specified, row count of 1 is assumed. Boolean arrays and string arrays are not supported.
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For Word, Short, and BCD arrays, the base address + (rows * cols * 2) cannot exceed 65536. Keep in mind
that the elements of the array are words, located on a word boundary. For example, IWO0[4] would return
IWO0, IW2, IW4, and IW6.

For Hoat, DWord, Long, and Long BCD arrays, the base address + (rows * cols * 4) cannot exceed 65536.
Keep in mind that the elements of the array are DWord, located on a DWord boundary. For example, IDO[4]
will return IDO, ID4, ID8, ID12.

For all arrays, the total number of bytes requested cannot exceed the data portion of the negotiated PDU
size. For example, for a 960-byte PDU size, the largest single array that may be read or written is 932 bytes.
If arrays exceed the negotiated PDU size, they may fail to be read or written.

Timers

The Siemens TCP/IP Ethernet Driver automatically scales T values based on the Siemens S5 time format.
Timer data is stored as a Word in the PLC but scaled to a DWord in the driver. The value returned will
already be scaled using the appropriate Siemens time base. As a result, the values are always returned as a
count of milliseconds. When writing to T memory, the Siemens time base will also be applied. To assign a
value to a timer in the controller, write the desired value as a count of milliseconds to the appropriate timer.

Counters
The value returned for C memory will automatically be converted to a BCD value.

Examples
S7 Data Type Data Type Input Flags Data Blocks
IBO MBO DB1,B0
Byte
IBYTEO MBYTEO DB1,BYTEO
IBO.7 MBO.7 DB1,B0.7
Boolean
5 IBYTEQ.7 MBYTEQ.7 DB1,BYTEO.7
Byte
Strin IBO.64 MBO0.64 DB1,B0.64
8 IBYTEO.64 MBYTEO.64 DB1,BYTEO.64
Arra IBO[2][5] MBO[2][5] DB1,B0[2][5]
v IBYTEO[2][5] MBYTEOQ[2][5] DB1,BYTEO[2][5]
Char ICO MCO DB1,CO
ICHARO MCHARO DB1,CHARO
IC0.7 MCO0.7 DB1,C0.7
Boolean
c ICHARO.7 MCHARO.7 DB1,CHARO.7
Char
Strin 1C0.64 MCO0.64 DB1,C0.64
¢ ICHARO.64 MCHARO.64 DB1,CHARO0.64
Arra ICO[10] MCO[10] DB1,C0[10]
v ICHARO[10] MCHARO[10] DB1,CHARO[10]
DWord IDO MDO DB1,D0
D IDWORDO MDWORDO DB1,DWORDO
DWORD
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S7 Data Type Data Type Input Hags Data Blocks
1D0.31 MDO0.31 DB1,D0.31
Boolean
IDWORDO0.31 MDWORDO0.31 DB1,DWORDO0.31
Arra IDO[10] MDO[10] DB1,D0[10]
v IDWORDO[10] MDWORDO[10] DB1,DWORDO[10]
DATE String IDATEO MDATEQO DB1,DATEO
IDIO MDIO DB1,DIO
Long
IDINTO MDINTO DB1,DINTO
DI IDI0.31 MDIO.31 DB1,DI0.31
Boolean
DINT IDINTO.31 MDINTO0.31 DB1,DINTO0.31
Arra IDIO[4][3] MDIO[4][3] DB1,DI0[4][3]
v IDINTO[4][3] MDINTO[4][3] DB1,DINTO[4][3]
DT String IDTO MDTO DB1,DTO
Date IDT8 MDTS8 DB1,DT8
110 MIO DB1,10
Short
IINTO MINTO DB1,INTO
| 110.15 MI0.15 DB1,10.15
Boolean
INT IINTO.15 MINTO.15 DB1,INT0O.15
Arra 110[5][2] MI0[5][2] DB1,10[5][2]
s IINTO[5][2] MINTO[5][2] DB1,INTO[5][2]
Hoat IREALO MREALO DB1,REALO
REAL
Array IREALO[10] MREALO[10] DB1,REALO[10]
String String ISTRINGO0.10 MSTRINGO0.10 DB1,STRING0.10
TOD String ITODO MTODO DB1,TODO
T . ITO MTO DB1,T0
String
TIME ITIME4 MTIME4 DB1,TIME4
IWO MWO DB1,wW0
Word
IWORDO MWORDO DB1,WORDO
W IWO0.15 MWO0.15 DB1,W0.15
Boolean
Word IWORDO.15 MWORDO0.15 DB1,WORDO0.15
Arra IWO[10] MWO[10] DB1,W0[10]
v IWORDO[10] MWORDO[10] DB1,WORDO[10]
I1X0.7 MXO0.7 DB1,X0.7
X Boolean
IX0[10] MXO0[10] DB1,X0[10]

Note: The offset for an atomic type tag in a data block is denoted by the column "Address" in Step 7, as
shown above. This offset is denoted by the column "Offset" in the Siemens TIA Portal programming envir-

onment.
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Legacy S7-300/400

Item Syntax

The default data types for dynamically defined tags are shown in bold.

#® ror preferred item syntax, refer to Sandard S7-300/400/1200/1500 Item Syntax.

Address Type Range Type Access
Boolean .
10.b-165535.b Read/Write
.b is Bit Number 0-7
Byte, Char, String** .
. IBO-IB65535 Read/Write
Discrete Inputs Word, Short, BCD .
IWO0-IW65534 Read/Write
DWord, Long .
IW:KTO-IW:KT65534 Read/Write
Word, Short .
IW:KCO-IW:KC65534 Read/Write
DWord, Long, LBCD, .
ID0-ID65532 Read/Write
Hoat
Boolean .
E0.b-E65535.b Read/Write
.b is Bit Number 0-7
Byte, Char, String* * .
. EBO-EB65535* * Read/Write
Discrete Inputs Word, Short, BCD .
EWO0-EW65534 Read/Write
DWord, Long .
EW:.KTO-EW:KT65534 Read/Write
Word, Short .
EW:KCO0-EW:KC65534 Read/Write
DWord, Long, LBCD, .
EDO0-ED65532 Read/Write
Hoat
Note: | and E access the same memory area.
Boolean
Q0.b-Q65535.b Read/Write
.b is Bit Number 0-7
Byte, Char, String* * .
. QB0-QB65535 Read/Write
Discrete Outputs Word, Short, BCD .
QWO0-QW65534 Read/Write
DWord, Long .
QW:KT0-QW:KT65534 Read/Write
Word, Short .
QW:KC0-QW:KC65534 Read/Write
DWord, Long, LBCD, .
QD0-QD65532 Read/Write
Hoat
Boolean .
A0.b-A65535.b Read/Write
.b is Bit Number 0-7
Byte, Char, String* * .
. AB0-AB65535 Read/Write
Discrete Outputs Word, Short, BCD .
AWO0-AW65534 Read/Write
DWord, Long .
AW:KT0-AW:KT65534 Read/Write
Word, Short .
AW:KCO0-AW:KC65534 Read/Write
DWord, Long, LBCD, .
ADO0-AD65532 Read/Write
Hoat
Note: Q and A access the same memory area.
PI0.b-P165535.b Boolean Read Only
.b is Bit Number 0-7
Peripheral Inputs
PIBO-PIB65535 Byte, Char, String** | Read Only
PIW0-PIW65534 Word, Short, BCD Read Only
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Address Type Range Type Access
DWord, Long
PIW:KTO-PIW:KT65534 Read Only
Word, Short
PIW:KCO0-PIW:KC65534 Read Only
DWord, Long, LBCD,
PID0O-PID65532 Read Only
Hoat
Boolean
PEOQ.b-PE65535.b Read Only
.b is Bit Number 0-7
Byte, Char, String* *
. PEBO-PEB65535* * Read Only
Peripheral Inputs Word, Short, BCD
PEWO0-PEW65534 Read Only
DWord, Long
PEW:KTO-PEW:KT65534 Read Only
Word, Short
PEW:KCO0-PEW:KC65534 Read Only
DWord, Long, LBCD,
PEDO-PED65532 Read Only
Hoat
Note: Pl and PE access the same memory area.
Boolean .
PQ0.b-PQ65535.b Read/Write
.b is Bit Number 0-7
Byte, Char, String* * i
. PQB0-PQB65535 Read/Write
Peripheral Outputs Word, Short, BCD .
PQWO0-PQW65534 Read/Write
DWord, Long .
PQW:KT0-PQW:KT65534 Read/Write
Word, Short .
PQW:KCO0-PQW:KC65534 Read/Write
DWord, Long, LBCD, .
PQDO0-PQD65532 Read/Write
Hoat
Boolean .
PA0.b-PA65535.b Read/Write
.b is Bit Number 0-7
Byte, Char, String** )
. PABO-PAB65535 Read/Write
Peripheral Outputs Word, Short, BCD i
PAWO0-PAW65534 Read/Write
DWord, Long .
PAW:KTO-PAW:KT65534 Read/Write
Word, Short .
PAW:KC0-PAW:KC65534 Read/Write
DWord, Long, LBCD, .
PADO-PAD65532 Read/Write
Hoat
Note: PQ and PA access the same memory area.
Boolean
F0.b-F65535.b Read/Write
.b is Bit Number 0-7
Byte, Char, String* * .
FB0O-FB65535 Read/Write
Internal Memory Word, Short, BCD .
FWO0-FW65534 Read/Write
DWord, Long .
FW:KTO-FW:KT65534 Read/Write
Word, Short .
FW:KC0-FW:KC65534 Read/Write
DWord, Long, LBCD, .
FDO0-FD65532 Read/Write
Hoat
MO0.b-M65535.b Boolean Read/Write
.b is Bit Number 0-7
Internal Memory
MBO-MB65535 Byte, Char, String** | Read/Write
MWO0-MW65534 Word, Short, BCD Read/Write
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Address Type Range Type Access
DWord, Long .
MW:KTO-MW:KT65534 Read/Write
Word, Short .
MW:KC0-MW:KC65534 Read/Write
DWord, Long, LBCD, .
MDO0-MD65532 Read/Write
Hoat
Note: Fand M access the same memory area.
DB1-N:KM0.b-KM65534.b
1-Nis Block Number Boolean Read/Write
.b is Bit Number 0-15
Alternates
Data Block Boolean DB1DBX0.b-DBNDBX65534.b
1-N is Block Number Boolean Read/Write
.b is Bit Number 0-15
DB1DO0.b-DBND65534.b
1-N is Block Number Boolean Read/Write
.b is Bit Number 0-15
DB1-N:KLO-KL65535 . .
. Byte, Char, String** | Read/Write
1-N is Block Number
Alternates
Data Block Left Byte
DB1DBB0-DBNDBB65535 . .
) Byte, Char, String** | Read/Write
1-Nis Block Number
DB1DL0O-DBNDL65535 . .
. Byte, Char, String** | Read/Write
1-N is Block Number
DB1-N:KR0O-KR65534 . .
. Byte, Char, String** | Read/Write
1-Nis Block Number
Data Block Right Byte Alternates
DB1DRO-DBNDR65534 . .
) Byte, Char, String** | Read/Write
1-Nis Block Number
Data Block Unsigned DB1-N:KH0-KH65534 .
) Word, Short, BCD Read/Write
Word 1-N is Block Number
DB1-N:KF0-KF65534 .
) Word, Short, BCD Read/Write
1-Nis Block Number
Alternates
Data Block Signed Word
DB1DBWO-DBNDBW65534 .
) Word, Short, BCD Read/Write
1-N is Block Number
DB1DWO0-DBNDW65534 .
Word, Short, BCD Read/Write

1-N is Block Number
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Address Type Range Type Access
DWord, Long, LBCD,
DB1-N:KD0-KD65532 Hoat _
Read/Write

1-N is Block Number

Alternates
Data Block Signed Long

DB1DBDO0-DB1DBD65532 DWord, Long, LBCD, i

. Read/Write
1-N is Block Number Hoat
DB1DD0-DB1DD65532 i

. Read/Write
1-N is Block Number DWord, Long, LBCD,

Hoat

DB1-N:KG0-KG65532 .
Data Block FHoat . Float Read/Write
1-N is Block Number

DB1-N:BCD0-BCD65534 .
Data Block BCD . Word, Short, BCD Read/Write
1-N is Block Number

Data Block S5 Timer as | DB1-N:KT0-KT65534

. DWord, Long Read/Write
DB 1-N is Block Number
Data Block S5 Counter | DB1-N:KC0-KC65534 .
. Word, Short Read/Write
as DB 1-N is Block Number
. DB1S0.n-DB1S65535.n*
Data Block String* * * i . . .
.nis string length String Read/Write

0<n<=932

DB1STRINGO0.n-DB1STRING65535.n*

.n is string length

i 0<n<= 254 (PDU size of 480 and above) ) i
Data Block String* * * ) String Read/Write
0<n<=210 (PDU size below 480)
0<n<= 254 (Netlink S7300 and Netlink

S7400 Models)

Timer Current Val-

TO-T65535* DWord, Long Read/Write
ues* * % %
Counter Current Val- .
C0-C65535* Word, Short Read/Write
ues* * %k k%
Counter Current Val- .
Z0-7265535* Word, Short Read/Write

ues*****

*These memory types/subtypes do not support arrays.

**Byte memory types (like MB) support Strings. The syntax for strings is <address>.<length> where 0 <
length <=932.

***For more information, refer to Data Block Strings.

****For more information, refer to Timers.

*****For more information, refer to Counters.

Notes:

1. All offsets for memory types |, Q, and Frepresent a byte starting location within the specified memory
type.
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2. Use caution when modifying Word, Short, DWord, and Long types. For |, Q, and Feach address starts
at a byte offset within the device. Therefore, Words FWO0 and FW1 overlap at byte 1. Writing to FW0
will also modify the value held in FW1. Similarly, DWord, and Long types can also overlap. It is recom-
mended that these memory types be used so that overlapping does not occur. For example, DWord,
FDO, FD4, FD8 and so on can be used to prevent overlapping bytes.

Data Block Strings
Data block Strings can be referenced by using S subtypes or String subtypes.

S Subtype
The syntax for the S subtype is DBxSy.n where x is the data block, y is the byte offset, and n is the maximum

String length. String values read and written are stored at byte offset y in data block x.

y y+1 y+2 y+n-1

S Strings are null terminated. If the maximum string length is 10 and 3 characters are written, the fourth
character is set to NULL, while characters 5-10 are left untouched.

Note: For raw strings the total number of bytes requested cannot exceed the data portion of the nego-
tiated PDU size. If raw strings exceed the negotiated PDU size, they may fail to be read or written.

String Subtype

The String subtype follows the STEP 7 String data type definition. The syntax for the String subtype is
DBx.STRINGy.n, where x is the data block, y is the Byte offset, and n is the maximum String length. If n is not
specified, the maximum String length will be 254 characters when PDU size is >= 480, otherwise it will be
210. String values read and written are stored at Byte offset y+2 in data block x. The first two bytes contain
the maximum string length (n) and the actual string length. The actual string length gets updated with every
write based on the string length of the string being written.

y y+1 y+2 y+3 y+4 | y+2+n-1

maximum string length (n) actual string length

Notes:

1. String Strings are NULL padded. If the maximum string length is 10 and 3 characters are written, char-
acters 4-10 are set to NULL.

2. If a PDU of 240 is negotiated, STEP 7 strings with a length greater than 222 may fail to be read and
strings with a length greater than 212 may fail to be written.

Hex Strings

The HEXSTRING subtype is specific to the Siemens TCP/IP Ethernet Driver. The syntax for the HEXSTRING
subtype is HEXSTRINGy.n, where y is the byte offset and n is the length. The n value must be specified in the
range of 1 through 932. String is the only valid data type for a HEXSTRING tag.

The value assigned to a HEXSTRING must be an even number of characters. There is no padding, so the
entire string must be specified. For example, tag HexStr defined as DB1,STRING0.10 uses 10 bytes of stor-
age and has a display length of 20. To assign a value, the string must be 20 characters long and contain only
valid hexadecimal characters. An example valid hex string for this tag is “56657273696f6E353137".
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Note: For HEXSTRINGs, the total number of bytes requested cannot exceed the data portion of the nego-
tiated PDU size. If raw strings exceed the negotiated PDU size, they may fail to be read or written.

Arrays
All memory types/subtypes with the exception of those marked with an asterisk support arrays. The syntax
below are valid for declaring an array. If no rows are specified, a row count of 1 is assumed.

<address>[rows]|[cols]
<address>.rows.cols
<address>,rows,cols
<address>_rows cols

For Word, Short, BCD and "KT" arrays, the base address + (rows * cols * 2) cannot exceed 65536. Keep in
mind that the elements of the array are words, located on a word boundary. For example, IWO[4] would
return IWO0, IW2, IW4, and IW6. "KT" subtypes fall into the 16-bit category because the data stored in the PLC
is contained within a Word. For more information, refer to Timers.

For Hoat, DWord, Long, and Long BCD arrays (excluding "KT" subtypes), the base address + (rows * cols * 4)
cannot exceed 65536. Keep in mind that the elements of the array are DWord, located on a DWord bound-
ary. For example, IDO[4] will return IDO, ID4, ID8, ID12.

For all arrays, the total number of bytes being requested cannot exceed the data portion of the negotiated
PDU size. For example, for a 960-byte PDU size, the largest single array that may be read or written is 932
bytes. If arrays exceed the negotiated PDU size, they may fail to be read or written.

KL vs. KRvs. DBB
KL and KRdetermine whether the left byte or right byte of the data block word is returned.

Value 8 9 A B C

Byte 0 1 2 3

The following examples are from the table above.

Example 1
DB1:KH0=0x89
DB1:KLO=0x8
DB1:KRO=0x9
DB1DBB0=0x8

Example 2
DB1:KH1=0x9A
DB1:KL1=0x9
DB1:KR1=0xA
DB1DBB1=0x9

Timers

The Siemens TCP/IP Ethernet Driver automatically scales T and KT values based on the Siemens S5 time
format. Timer data is stored as a Word in the PLC but scaled to a DWord in the driver. The value returned for
either a T or KT memory type will already be scaled using the appropriate Siemens time base. As a result,
the values are always returned as a count of milliseconds. When writing to T or KT memory types, the
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Siemens time base will also be applied. To assign a value to a timer in the controller, write the desired value
as a count of milliseconds to the appropriate timer.

Counters

The value returned for either C or KC memory type will automatically be converted to a BCD value. DB1:KHO
@ BCD=DB1:KC0O @ Word.

Examples

« To access bit 3 of internal memory F20, declare an address as follows: F20.3

« To access data block 5 as word memory at byte 30, declare an address as follows: DB5:KH30

« To access data block 2 byte 20 and bit 7, declare an address as follows: DB2:KM20.7

« To access data block 1 as left byte memory at byte 10, declare an address as follows: DB1:KL10
« To accessinternal memory F20 as a DWORD, declare an address as follows: FD20

« To access Input memory 110 as a Word, declare an address as follows: IW10

Note: The offset for an atomic type tag in a data block is denoted by the column "Address" in Step 7, as
shown above. This offset is denoted by the column "Offset" in the Siemens TIA Portal programming envir-
onment.
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Event Log Messages

The following information concerns messages posted to the Event Log pane in the main user interface. Con-
sult the OPC server help on filtering and sorting the Event Log detail view. Server help contains many com-
mon messages, so should also be searched. Generally, the type of message (informational, warning) and
troubleshooting information is provided whenever possible.

Reason ='Frame contains errors'.

Error Type:
Warning
Possible Cause:
1. Anunexpected frame was received. The response code may be incorrect.

2. The frame sequence is out of order.

Possible Solution:
Cable noise may cause distortion in the frame, resulting in erroneous data or dropped frames. Verify the
cabling between the PC and the PLC device.

# See Also:
1. Error Matrix

2. Error Codes

Reason ='Device returned transport error'. Error code = <error>.

Error Type:
Warning

Possible Cause:

An RFC1006 (ISO over TCP/IP) error occurred. This is the portion of the packet that encapsulates the S7 Mes-
saging packet.

Possible Solution:
Follow guidance from the rest of the error message or contact Technical Support.

Note:
No protocol or data access errors can occur for this operation.

# See Also:
1. Error Matrix

2. Error Codes
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Reason ='Device returned protocol error'. Error class = <class>, Error code
= <error>.

Error Type:
Warning
Possible Cause:

1. An S7 Messaging error occurred. This can occur if a portion is malformed or contains incorrect
packet lengths.

2. Thetagistoo large to be read or written with the currently negotiated PDU.

Possible Solution:
1. Follow guidance from the rest of the error message or contact Technical Support.

2. Adjust the size of the tag, or check the Maximum PDU Size device property.

# See Also:
1. Error Matrix
2. FError Codes

3. Device Properties —S7 Comm Parameters

Reason ='Device returned data access error'. Error code = <error>.

Error Type:
Warning

Possible Cause:
Arequested address may be out of range or referenced incorrectly.

Possible Solution:
1. Verify the range is correct and correctly referenced.

2. Follow guidance from the rest of the error message or contact Technical Support.

# See Also:
1. Error Matrix

2. FError Codes

Reason ='Device is not responding'.

Error Type:
Warning

Possible Cause:
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The connection between the device and the host PCis invalid.
The named device may have an incorrect IP address assigned.

The response from the device took longer to receive than the amount of time specified in the
"Request Timeout" device setting.

The device CPU load is too high.

Possible Solution:

1. Verify the cabling between the PC and the PLC device.
2. Verify the IP address for the named device matches the actual device.
3. Decrease the tag group scan rate to reduce the load on the PLC CPU.
4. Increase the values for properties: Request Timeout, Scan Cycle Load from Communication, and/or
Scan Cycle Monitoring Time.
#® See Also:

Error Matrix

Reason ='Unknown error occurred'.

Error Type:
Warning

Possible Cause:
Process could not complete.

Possible Solution:
Follow guidance from the rest of the error message or retry the process.

# See Also:
Error Matrix

Reason = NetLink returned error. Error code = <error>.

Error Type:
Warning

Possible Cause:
An error was returned from the PLC or NetLink adapter.

Possible Solution:

1.

If error code is 0x11, an incorrect MPI ID may be set. Determine the MPI ID through which com-
munications are occurring and enter it in the MPI ID device property field.

If error code is 0x87, the requested data may be out of range for the device. Verify the device
address limits and correct the tag references.
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# See Also:
1. Error Matrix

2. Error Codes

Failed to resolve host. | Host ='<host name>'.

Error Type:
Warning
Possible Cause:
1. The named device may have been assigned an incorrect IP address.

2. Communication with the host failed. Connection may have been lost, a port conflict occurred, or
some communication parameter is not valid.

Possible Solution:
1. Verify the IP address given to the named device matches that of the actual device.

2. Verify or correct connections, port number, MPI ID, and other communication parameters.

Auto-generated tag names and descriptions may not appear as expected
due to string conversion error.

Error Type:
Warning

Possible Cause:
The Unicode character conversion failed.

Possible Solution:
Verify that the Step 7 language file is present and reflects a character set that can display the Step 7 tag and
comment strings.

Arequired code page is unavailable on this machine. Tag generation may
fail or tag names and descriptions may not appear as expected. |
Required code page = <page>.

Error Type:
Warning

Possible Cause:
1. The computer is not configured with support for the specified Windows code page specified.

2. The language file was not found.

Possible Solution:
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1. Install any language packs necessary for displaying the Windows code page character set.
2. Tryagain on a computer that supports the Windows code page specified.

3. Modify the Step 7 project to generate a Language file.

Note:
When Language file was not found the value of required code page will be: 0.

Unable to load the Step 7 language file.

Error Type:
Warning

Possible Cause:
The Step 7 language file is altered or corrupt.

Possible Solution:
Verify that the Step 7 project is not corrupt and can be opened in Simatic Step 7.

Memory exception reading the Step 7 language file.

Error Type:
Warning

Possible Cause:
The operating system has insufficient memory to read the Step 7 language file.

Possible Solution:
Ensure that the system resources are adequate for all applications running on the computer.

Step 7 language file failed to open. | OSerror ='<error>'.

Error Type:
Warning
Possible Cause:
1. The Step 7 language file is altered or corrupt.

2. The language file is missing.

Possible Solution:
1. Verify that the Step 7 project is not corrupt and can be opened in Simatic Step 7.

2. Modify the Step 7 project to generate a language file.
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Tag generation failure. | Data block name ='<block name>', data block
number = <block number>.

Error Type:
Warning

Possible Cause:
An unexpected data type or other issue occurred during the parsing of the Step 7 project for the specified
data block.

Possible Solution:
Compare the tags that were automatically generated with those in the project for the specified data block to
determine which tag caused the incomplete generation. Correct issues with the block and retry.

# See Also:
Error Codes

Created tagin group due to internal block size. | Tag address =
'<address>', tag name ='<name>', group hame ='<name>'.

Error Type:
Warning

Possible Cause:

While parsing the data blocks of the Step 7 project for automatic tag generation, an array variable was
encountered that exceeds the internal block size. Although all individual array element tags generate as
expected, the array tag itself is generated with a dimension that allows it to fit within the block size.

Possible Solution:

To use array tags and not the individual array element tags, determine the address where the array tag
ends, then manually generate another tag to address the remainder of the array. For example, if data block
1 begins with an array of 250 REAL, there would be 250 array element tags with addresses DB1,REALO;
DB1,REAL4;... DB1, REAL992; DB1,REAL996. Because the size of the array exceeds the maximum data pay-
load of 932 bytes, the array tag would only be created with 233 dimensions (DB1,REALO[233]). The array tag
does not provide the client with the data for the last 17 elements. If the client wants to use array tags and not
the individual array element tags, another tag with the address "DB1,REAL932[17]" must be created. This
warning message only occurs for tags of the first element of the complex type array during automatic tag
generation for arrays of complex types (such as structures, user-defined types, function blocks, or system
function blocks).

Tag not created because arrays are not supported with specified data
type. | Tagname ='<name>', group name ='<name>', data type = '<type>'.

Error Type:
Warning

Possible Cause:
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1.

2.

Atag address that has been specified dynamically has been assigned an invalid data type.

While parsing the data blocks of the Step 7 project for automatic tag generation, an array variable
was encountered with a data type for which the driver does not support arrays.

Possible Solution:

1.

2.

Modify the requested data type in the client application.

The client must access the data using the array element tags that were generated. Variables with the
Step 7 data types of DATE, DATE_AND_TIME, STRING, TIME, and TIME_OF DAY generate tags with the
string data type (for which arrays are not supported). During automatic tag generation for arrays of
complex types (such as structures, user-defined types, function blocks, or system function blocks),
this warning message only occurs for tags of the first element of the complex type array.

Unable to connect to device. |

Error Type:
Warning

Possible Cause:

1.

An RFC1006 error (ISO over TCP/IP) occurred. This is the portion of the packet that encapsulates the
S7 Messaging packet.

The device's CPU work load is too high.

This portion is malformed or contains incorrect packet lengths.

Possible Solution:

1. Cable noise may cause distortion in the frame, resulting in erroneous data or dropped frames. Verify
the cabling between the PC and the PLC device.
2. Reduce network traffic or increase the Request Timeout and/or Fail After Attempt count.
3. Decrease the tag group Scan Rate to reduce the load on the PLC CPU.
4. Increase the values for properties: Scan Cycle Load from Communication and Scan Cycle Monitoring
Time.
#® See Also:

Error Matrix

Unable to establish association with device. |

Error Type:
Warning

Possible Cause:
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An S7 Messaging error occurred. This will occur if this portion is malformed or contains incorrect
packet lengths.

An RFC1006 error (ISO over TCP/IP) occurred. This is the portion of the packet that encapsulates the
S7 Messaging packet.

The TPDU response size is incorrect.
An unexpected frame was received. The response code may be incorrect.
The frame sequence is out of order.

The device CPU workload is too high.

Possible Solution:

1. Cable noise may cause distortion in the frame, resulting in erroneous data. It may also cause
dropped frames. Verify the cabling between the PC and the PLC device.

2. Reduce network traffic. If this error occurs frequently, increase the Request Timeout and/or Fail After
attempt count.

3. Ifthis error occurs frequently, decrease the tag group scan rate to reduce the work load on the PLC's
CPU.

4. Increase the Scan Cycle Load from Communication and Scan Cycle Monitoring Time.

#® See Also:

Error Matrix

Unable to read from address on device. | Address ='<address>',

Error Type:
Warning

Possible Cause:

1.

2.

A data access error occurred. The requested address may be out of range or referenced incorrectly.
An S7 messaging error occurred. A portion is malformed or contains incorrect packet lengths.
A TCP/IP error occurred. A portion is malformed or contains incorrect packet lengths.

An attempt was made to read an array larger than the PDU size negotiated with the device.

Possible Solution:

1.

2.

Verify and correct the address range.

Verify and correct the packet format and length.

Verify and correct the communications configuration and connections.
Verify and correct the data type, values, and ranges.

Verify the device's address limits and correct the tag references causing the error.
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¥ See Also:

Error Matrix

Unable to read from address on device. Tag deactivated. | Address =
'<address>',

Error Type:
Warning
Possible Cause:
1. Adata access error occurred. The requested address may be out of range or referenced incorrectly.
2. An S7 Messaging error occurred. A portion is malformed or contains incorrect packet lengths.
3. ATCP/IPerror occurred. A portion is malformed or contains incorrect packet lengths.
4. The device CPU work load is too high.

5. If the tag address references a TOD data type, the DWORD value may be larger than the number of
milliseconds in a day. For example, 86400000.

6. If the error code=0x11, an incorrect MPI ID may be set.

7. Ifthe error code=0x87, users may be accessing data out of range in the device.

Possible Solution:
1. Verify and correct the address range.
2. Verify and correct the packet format and length.
3. Verify and correct the communications configuration and connections.
4. Verify and correct the data type, values, and ranges.
5. Reduce network traffic or increase the Request Timeout and/or Fail After attempt count.
6. Decrease the tag group scan rate to reduce the workload on the PLC CPU.
7. Increase the Scan Cycle Load from Communication and Scan Cycle Monitoring Time.

8. Change the value in the device to a valid DWORD that can be converted to a time that is less than or
equal to 23:59:59.999.

9. Determine the MPIID in use for communications and re-enter it in the MPI ID Device Property field.

10. Verify the device's address limits and correct the tag references causing the error.

# See Also:
Error Matrix

Unable to read data from device. | Data block ="'<block>', block start =
<address>, block size = <size>,

Error Type:
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Warning

Possible Cause:

1.

2.

A TCP/IP error occurred. A portion is malformed or contains incorrect packet lengths.
The device CPU work load is too high.

If the tag address references a TOD data type, the DWORD value may be larger than the number of
milliseconds in a day. For example, 86400000.

An error was returned from the PLC or NetLink adapter.

Cable noise may cause distortion in the frame, resulting in erroneous data or dropped frames. Verify
the cabling between the PC and the PLC device.

If the error code=0x11, an incorrect MPI ID may be set.

If the error code=0x87, users may be accessing data out of range in the device.

Possible Solution:

1.

2.

10.

Verify and correct the address range.

Verify and correct the packet format and length.

Verify and correct the communications configuration and connections.

Verify and correct the data type, values, and ranges.

Reduce network traffic or increase the Request Timeout and/or Fail After attempt count.
Decrease the tag group scan rate to reduce the workload on the PLC CPU.

Increase the Scan Cycle Load from Communication and Scan Cycle Monitoring Time.

Change the value in the device to a valid DWORD that can be converted to a time that is less than or
equal to 23:59:59.999.

Determine the MPI ID in use for communications and re-enter it in the MPI ID Device Property field.

Verify the device's address limits and correct the tag references causing the error.

# See Also:
Error Matrix

Unable to read data from device. Block deactivated. | Data block =
'<block>', block start = <address>, block size = <size>,

Error Type:
Warning

Possible Cause:

1.

2.

A TCP/IP error occurred. A portion is malformed or contains incorrect packet lengths.

The device CPU work load is too high.
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If the tag address references a TOD data type, the DWORD value may be larger than the number of
milliseconds in a day. For example, 86400000.

An error was returned from the PLC or NetLink adapter.

Cable noise may cause distortion in the frame, resulting in erroneous data or dropped frames. Verify
the cabling between the PC and the PLC device.

If the error code=0x11, an incorrect MPI ID may be set.

If the error code=0x87, users may be accessing data out of range in the device.

Possible Solution:

1.

2.

10.

Verify and correct the address range.

Verify and correct the packet format and length.

Verify and correct the communications configuration and connections.

Verify and correct the data type, values, and ranges.

Reduce network traffic or increase the Request Timeout and/or Fail After attempt count.
Decrease the tag group scan rate to reduce the workload on the PLC CPU.

Increase the Scan Cycle Load from Communication and Scan Cycle Monitoring Time.

Change the value in the device to a valid DWORD that can be converted to a time that is less than or
equal to 23:59:59.999.

Determine the MPI ID in use for communications and re-enter it in the MPI ID Device Property field.

Verify the device's address limits and correct the tag references causing the error.

i# See Also:
Error Matrix

Unable to read data from device. | Memory type ='<type>', block start =
<address>, block size = <size> (bytes),

Error Type:
Warning

Possible Cause:

1.

2.

An S7 Messaging error occurred. A portion is malformed or contains incorrect packet lengths.
The device CPU work load is too high.

If the tag address references a TOD data type, the DWORD value may be larger than the number of
milliseconds in a day. For example, 86400000.

An error was returned from the PLC or NetLink adapter.
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Cable noise may cause distortion in the frame, resulting in erroneous data or dropped frames. Verify
the cabling between the PC and the PLC device.

If the error code=0x11, an incorrect MPI ID may be set.

If the error code=0x87, users may be accessing data out of range in the device.

Possible Solution:

1. Verify and correct the address range.
2. Verify and correct the packet format and length.
3. Verify and correct the communications configuration and connections.
4. \Verify and correct the data type, values, and ranges.
5. Reduce network traffic or increase the Request Timeout and/or Fail After attempt count.
6. Decrease the tag group scan rate to reduce the workload on the PLC CPU.
7. Increase the Scan Cycle Load from Communication and Scan Cycle Monitoring Time.
8. Change the value in the device to a valid DWORD that can be converted to a time that is less than or
equal to 23:59:59.999.
9. Determine the MPIID in use for communications and re-enter it in the MPI ID Device Property field.
10. Verify the device's address limits and correct the tag references causing the error.
#® See Also:

Error Matrix

Unable to read data from device. Block deactivated. | Memory type =
'<type>', block start = <address>, block size = <size> (bytes),

Error Type:
Warning

Possible Cause:

1.

2.

An S7 Messaging error occurred. A portion is malformed or contains incorrect packet lengths.
The device CPU work load is too high.

If the tag address references a TOD data type, the DWORD value may be larger than the number of
milliseconds in a day. For example, 86400000.

An error was returned from the PLC or NetLink adapter.

Cable noise may cause distortion in the frame, resulting in erroneous data or dropped frames. Verify
the cabling between the PC and the PLC device.

If the error code=0x11, an incorrect MPI ID may be set.

If the error code=0x87, users may be accessing data out of range in the device.
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Possible Solution:
1. Verify and correct the address range.
2. Verify and correct the packet format and length.
3. Verify and correct the communications configuration and connections.
4. Verify and correct the data type, values, and ranges.
5. Reduce network traffic or increase the Request Timeout and/or Fail After attempt count.
6. Decrease the tag group scan rate to reduce the workload on the PLC CPU.
7. Increase the Scan Cycle Load from Communication and Scan Cycle Monitoring Time.
8. Change the value in the device to a valid DWORD that can be converted to a time that is less than or
equal to 23:59:59.999.
9. Determine the MPIID in use for communications and re-enter it in the MPI ID Device Property field.
10. Verify the device's address limits and correct the tag references causing the error.
#® See Also:
Error Matrix
Unable to write to address on device. | Address ='<address>',
Error Type:
Warning
Possible Cause:
1. The connection between the device and the host PCis broken.
2. The named device may have been assigned an incorrect IP address.
3. The device CPU workload is too high.
4. An attempt was made to write to an array larger than the PDU size negotiated with the device.
Possible Solution:
1. Verify the cabling between the PC and the PLC device.
2. Verify the IP address given to the named device matches that of the actual device.
3. Decrease the tag group scan rate to reduce the work load on the PLC CPU.
4. Increase the Scan Cycle Load from Communication and Scan Cycle Monitoring Time.
#® See Also:

Error Matrix
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Unable to write to address on device. HEXSTRING length is different from
tag length. | Address ='<address>', HEXSTRING length =<length> (bytes),
tag length =<length> (bytes).

Error Type:
Warning

Possible Cause:

The tag and hexstring length do not match. The syntax for the HEXSTRING subtype is HEXSTRINGy.n, where y
is the byte offset and n is the length. The n value must be specified in the range of 1 through 932. String is
the only valid data type for a HEXSTRING tag. The value assigned to a HEXSTRING must be an even number
of characters. There is no padding, so the entire string must be specified. For example, tag HexStr defined
as DB1,STRINGO0.10 uses 10 bytes of storage and has a display length of 20. To assign a value, the string
must be 20 characters long and contain only valid hexadecimal characters.

Possible Solution:
Correct the mismatch between the tag and hexstring length.

Unable to write to address on device. HEXSTRING contains a non-hexa-
decimal character. | Address ='<address>'.

Error Type:
Warning

Possible Cause:

The hexstring format is invalid. The syntax for the HEXSTRING subtype is HEXSTRINGy.n, where y is the byte
offset and n is the length. The n value must be specified in the range of 1 through 932. String is the only valid
data type for a HEXSTRING tag. To assign a value, the string must be 20 characters long and contain only
valid hexadecimal characters.

Possible Solution:
Correct the format and syntax of the hexstring.

Unable to write to address on device. HEXSTRING length must be an even
number of characters. | Address = '<address>'.

Error Type:
Warning

Possible Cause:
The hexstring length contains on odd number of characters, which is not valid.

Possible Solution:
Correct the hexstring to contain an even number of hexadecimal characters.
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Unable to write to address on device. Time of Day string contains a syn-
tax error. Expected 'hh:mm:ss.hhh' format. | Address ='<address>', Time
of Day string ='<string>'.

Error Type:
Warning

Possible Cause:
The string written is not in the correct hh:mm:ss.hhh format.

Possible Solution:
Format the string as hh:mm:ss.hhh and retry.
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Error Codes

NetLink Errors

Error Code |Source Description
0x00 Service could be executed without an error
0x01 Remote Station Timeout from remote station
0x02 Remote Station Resource unavailable
. Requested function of Siemens client is not activated within the

0x03 Remote Station .

remote station
Ox11 Remote Station No response of the remote station
0x12 Network Siemens client not into the logical token ring
0x14 Host Resource of the local FDL controller not available or not sufficient
0x15 Host The specified msg.data_cnt parameter is invalid

. Timeout. The requested message was accepted but no indication

0x30 Remote Station .

was sent back by the remote station
0x39 Remote Station Sequence fault, internal state machine error

Specified offset address out of limits or unknown in the remote sta-
0x85 Host i

tion
0x86 Device Wrong PDU coding in the MPI response of the remote station

Specified length to write or to read results in an access outside of lim-|
0x87 Host its

Transport Errors

Error Code |Description

0x00 Error reason not specified
0x01 Invalid parameter code
0x02 Invalid TPDU type

0x03 Invalid parameter value

Protocol Errors

Error Class |Description

0x00 No error

0x81 Error in the application ID of the request
0x82 Error in the object definition (e.g. bad data type)
0x83 No resources available

0x84 Error in the structure of the service request
0x85 Error in the communication equipment
0x87 Access error

0xD2 OVSerror

0xD4 Diagnostic error

0xD6 Protection system error
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Error Class |Description

0xD8 BuB error

OxEF Layer 2 specific error
Data Access Errors

Error Code |Description

OxFF No error

0x01 Hardware fault

0x03 lllegal object access

0x05 Invalid address (incorrect variable address)
0x06 Data type is not supported

0x07 Invalid data size / too much data
O0x0A Object does not exist or length error
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Siemens TCP/IP Ethernet Channel Properties

Below is a full list of all Siemens TCP/IP Ethernet channel-level properties.

{

"common.ALLTYPES_NAME": "MyChannel",
"common.ALLTYPES_DESCRIPTION": "",

"servermain.
"servermain.
"servermain
"servermain.
"servermain.
"servermain
"servermain.

}

MULTIPLE_TYPES_DEVICE_DRIVER": "Siemens TCP/IP Ethernet",
CHANNEL_DIAGNOSTICS_CAPTURE": false,

.CHANNEL_UNIQUE_ID": 2799355699,

CHANNEL_ETHERNET_COMMUNICATIONS_NETWORK_ADAPTER_STRING": "",
CHANNEL_WRITE_OPTIMIZATIONS_METHOD": 2,

.CHANNEL_WRITE_OPTIMIZATIONS_DUTY_CYCLE": 10,

CHANNEL_NON_NORMALIZED_FLOATING_POINT_HANDLING": ©

Siemens TCP/IP Ethernet Device Properties

Below is a full list of all Siemens TCP/IP Ethernet device-level properties.

{

"common.ALLTYPES_NAME": "MyDevice",
"common.ALLTYPES_DESCRIPTION": "",

"servermain.
"servermain.
"servermain.
"servermain.
"servermain.
"servermain.
"servermain.
"servermain.
"servermain.
"servermain.
"servermain.
"servermain.
"servermain.
"servermain.
"servermain.
"servermain.
"servermain.
"servermain.
"servermain.
"servermain.
"servermain.
"servermain.
"servermain.
"servermain.
"servermain.
"servermain.

MULTIPLE_TYPES_DEVICE_DRIVER": "Siemens TCP/IP Ethernet",
DEVICE_MODEL": 4,

DEVICE_UNIQUE_ID": 3569401335,

DEVICE_CHANNEL_ASSIGNMENT": "Siemens",

DEVICE_ID_FORMAT": @,

DEVICE_ID_STRING": "10.10.114.61",

DEVICE_ID_HEXADECIMAL": @,

DEVICE_ID DECIMAL": @,

DEVICE_ID_OCTAL": o,

DEVICE_DATA_COLLECTION": true,

DEVICE_SIMULATED": false,

DEVICE_SCAN_MODE": @,

DEVICE_SCAN_MODE_RATE_MS": 1000,
DEVICE_SCAN_MODE_PROVIDE_INITIAL_UPDATES_FROM_CACHE": false,
DEVICE_CONNECTION_TIMEOUT_SECONDS": 3,
DEVICE_REQUEST_TIMEOUT_MILLISECONDS": 2000,
DEVICE_RETRY_ATTEMPTS": 2,
DEVICE_INTER_REQUEST DELAY MILLISECONDS": @,
DEVICE_AUTO_DEMOTION_ENABLE_ON_COMMUNICATIONS FAILURES": false,
DEVICE_AUTO_DEMOTION_DEMOTE_AFTER_SUCCESSIVE_TIMEOUTS": 3,
DEVICE_AUTO_DEMOTION_PERIOD_MS": 10000,
DEVICE_AUTO_DEMOTION_DISCARD_WRITES": false,
DEVICE_TAG_GENERATION_ON_STARTUP": @,
DEVICE_TAG_GENERATION_DUPLICATE_HANDLING": O,
DEVICE_TAG_GENERATION_GROUP": "",
DEVICE_TAG_GENERATION_ALLOW_SUB_GROUPS": true,

"siemens_tcpip_ethernet.DEVICE_COMMUNICATIONS_PORT_NUMBER": 102,
"siemens_tcpip_ethernet.DEVICE_COMMUNICATIONS MPI_ID": @,
"siemens_tcpip_ethernet.DEVICE_S7_COMMUNICATIONS_MAX_PDU": 960,
"siemens_tcpip_ethernet.DEVICE_S7_ COMMUNICATIONS_ 200 LOCAL TSAP": 19799,
"siemens_tcpip_ethernet.DEVICE_S7_ COMMUNICATIONS_ 200 REMOTE_TSAP": 19799,
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"siemens_tcpip_ethernet.DEVICE_S7_ COMMUNICATIONS 300 400 1200 1500 LINK TYPE": 3,
"siemens_tcpip_ethernet.DEVICE_S7_ COMMUNICATIONS CPU_RACK": @,
"siemens_tcpip_ethernet.DEVICE_S7_ COMMUNICATIONS CPU_SLOT": 1,
"siemens_tcpip_ethernet.DEVICE_ADDRESSING_BYTE_ORDER": 0,
"siemens_tcpip_ethernet.DEVICE_TAG_IMPORT_TYPE": 1,
"siemens_tcpip_ethernet.DEVICE_TAG_IMPORT_CODE_PAGE": 4294967295,

"siemens_tcpip_ethernet.DEVICE_TAG_IMPORT_STEP_7 PROJECT_FILE": "",
"siemens_tcpip_ethernet.DEVICE_TAG_IMPORT_PROGRAM_PATH": "",
"siemens_tcpip_ethernet.DEVICE_TAG_IMPORT_TIA EXPORT_FILE": ""

}

Siemens TCP/IP Ethernet Tag Properties

Below is a full list of all Siemens TCP/IP Ethernet tag properties.

{
“common.ALLTYPES_NAME": "MyTag",

"common.ALLTYPES_DESCRIPTION": "",
"servermain.TAG_ADDRESS": "DB1,W0.00",
"servermain.TAG_DATA_TYPE": 1,
"servermain.TAG_READ_WRITE_ACCESS": 1,
"servermain.TAG_SCAN_RATE_MILLISECONDS": 100,
"servermain.TAG_AUTOGENERATED": false,
"servermain.TAG_SCALING_TYPE": @,
"servermain.TAG_SCALING_RAW_LOW": O,
"servermain.TAG_SCALING_RAW_HIGH": 1000,
"servermain.TAG_SCALING_SCALED_DATA_TYPE": 9,
"servermain.TAG_SCALING_SCALED_LOW": o,
"servermain.TAG_SCALING_SCALED_HIGH": 1000,
"servermain.TAG_SCALING_CLAMP_LOW": false,
"servermain.TAG_SCALING_CLAMP_HIGH": false,
"servermain.TAG_SCALING_NEGATE_VALUE": false,
"servermain.TAG_SCALING_UNITS": ""

}
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Appendix — Configuring Siemens Connections

How To Configure S7-200 Connections in Micro/WIN

How To Configure S7-300/400 Connections in STEP 7

How To Configure S7-1200 Connections with the Totally Integrated Automation (TIA)
Portal

How To Configure S7-1500 Connections

How To Configure S7-200 Connections in Micro/WIN

Configured connections are accomplished through the Ethernet wizard in Micro/WIN. The following instruc-
tions illustrate each step in the Ethernet wizard and also describe any precautions that should be taken. Fol-
low these instructions closely to use configured connections with the Siemens TCP/IP Ethernet Driver
correctly.

Note: The Micro/WIN software may require an upgrade before the Ethernet wizard is made available.

Step 1: Launchingthe Ethernet Wizard
1. In the Micro/WIN main menu, click Tools | Ethernet Wizard.

ET STEP 7-Micro/WIN 32 - Project] - [SIMATIC LAD]

@ File Edit “iew PLC Debug i Windows Help

4 : Ingtruction Wizard...
[=- = H |
JJ ;ﬁ ﬁ | %L TD 200 %Wizard... 2
i EI-- Praject1(CF = _ .
EI--- Pragrar Poszition Control ‘wWizard... ?}Ir

3 Ma EM 233 Control Panel..

.3 5Bl Modem Expansion Wizard..

Program Block i EH"IEffﬂEft wizard..
AT INT ASHWizard. l_
&-[=] Symbol :
;E (] Status | gus.tnmlze._.
Symbal Table T} Data p|__DAtians... —

l [T A |
ATk Sustern Rlack

2. Then, click Next.
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Ethernet Wizard x|

Thiz wizard waill help pou configure the CP243-1 Ethernet module in arder to connect an 57-200
PLC to an Ethernet network. Ethernet iz based on the [EEE B02.3 standard, with
communicationz protocals bazed on 150 and TCRAP. The CP243-1 module offers data
tranzmission up to 100 Mbitfs aver the network, and supparts up to 8 concument connections,

Induztrial Ethernet is designed for industm. [t can be uged with aither noize-free industrial
twisted pair [ITP) technology, or the Industre-standard twisted pair [TF) technology. Industrial
Ethermet can be implemented to offer a wide range of application zpecific usesz such as
zwitching, high-zpeed medium redundancy, fast connects, and redundant networks, Uzing the
CP243-1 module, the 57-200 PLC iz made compatible with a wide range of existing products
that zupport Ethernet. Click Mest' to configure a CP243-1 module for your program.

-
]
E
=
o

=
=

[}

|

Industrial

Fresz F1 for help on any Wizard screen.

<Brey Cancel

3. Click Yes to proceed.

STEP 7-Micro/WIN 32 | X

@ To use the wizard, the project must be compiled, and be in Symbaolic Addreszing Mode. Compile and use symbols now?

Note: The program must be compiled before the Ethernet wizard can execute. Correct any errors in the
program before continuing.

Step 2: Setting CP243-1 Module Position
1. Click Read Modules.
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Ethernet Wizard x|

Thiz wizard will help you define the parameters far the CP243-1 Ethernet module. The wizard will then
place thiz configuration in gour project.

— Specifiy Module Pozition

To configure the module, specity the module's position relative to the PLE. Click 'Read Modules'
to search for installed CP243-1 Ethernet modules.

Module Position

= Bead Maodules |

Position | Moduls 1D

-
[
=
e
i

=
=]

[}

|

Industrial

J | ©

<Prew I Mext> I Cancel

Note: While it is recommended that the Read Modules function be used, this does require that the PLC
be connected to the PC either serially or by Ethernet. In either case, the communications parameters for
Micro/WIN must be properly set for the Read Modules operation to occur.

2. To view the results of Read Modules, select the Ethernet module. Click Next.

Ethernet Wizard | x|

Thiz wizard will help vou define the parameters for the CP243-1 Ethernet module. The wizard will then
place thiz configuration in your project.

— Specify Module Position

Ta configure the module, specify the module's position relative ta the PLE. Click 'Read Modules'
ta zearch for installed CR243-1 Ethernet modules.

todule Position

[ o (Teadeae:

Fosition | Module 1D
0 CP243-1 ETHERNET
1] I

<Prev Mext: Cancel

Step 3: Assigning Module Address
1. Enter the IP Address, Subnet Mask and Gateway Address if applicable. Alternatively, enable BOOTP if
applicable.
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2. Select Auto Detect Communications to allow the module to automatically select either 10BaseT or
100BaseT. In rare cases where there may be a cable issue that does not allow the module to operate prop-
erly at 100BaseT, force the module to use 10BaseT. This will increase the modules' tolerance to a bad Eth-

ernet line.

Ethernet Wizard x|

—Module Address
Fleaze zelect the address to azsign to thiz CP243-1 module. IF your network, provides a BOOTP
zerver [a zervice that will automatically aszign IP addresses at startup), you may chooze to have an
IP address automatically azzigned.

IP A ddress: I . . ) EZ

Subnet Mask: I

Gateway Address: I . . O

™ &llow the BOOTP server ko automatically assign an IP address for the module.

@
E — Module Connection Tepe
ﬁ Specify the communications connection type for this madule.

Industrial

Auto Detect Communications j

<Prev I Mexts I Cancel

3. The image shown below contains demonstration values.

Ethemnet Wizard |

—Module Address
Flease select the address ta azsign to this CP243-1 madule. [F your network. provides a BOOTP
zerver [a gervice that will automatically azzign IF addrezses at startup), you may chooge o hawve an
IF addrezs automatically assigned.

IP &ddress: |192.1se_111.135 EZ:

Subnet Mazk: |255.255.255. i

Gateway Address: I 192 168 . 111. 1

™ &llows the BOOTP server to automatically assign an IP address for the module.

— Module Connection Type
Specify the commurications connection type for this module.

iy
o
B
|
d
£
r=1
fi}
|

Industrial

Auto Detect Communications j

<Prev I Mewxt> I Cancel

Step 4: Number of Configured Connections
1. Enter the number of desired available connections for this device. If 0 is entered, the only connection avail-
able will be the PG connection used by Micro/WIN.
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Ethernet Wizard x|

— Module Command Buyte

Dretermine the O-address by counting the output betes uged by any 10 modules attacked to the
PLC befare the CP243-1 module.

— Peerto-Peer Connections

The CP243-1 module will suppart & maximum of & azpnchronouse, concurrent connections. Select
b many connections you wish to configure far this module.

Mumber of connechions to configure for this module:
E =os

2
b
-
[¥T}
_ Click ‘Mext:' to edit the connections for thig configuration,

Industral

<Prev I M ent: I Cancel

Note: The number of connections selected determines how many simultaneous connections the PLC can
support. When intending to have only one OPC server talking to the PLC, set up only one connection. This will
ensure the best performance for the OPC server. When intending to have more than one active connection
to the PLC, use multiple connections. Keep in mind, however, that the performance of the module will be
impacted as each connection is used.

2. The image shown below contains 4 connections.

Ethernet Wizard x|

— todule Command Byte

Determing the @-addrezz by counting the output bytes uzed by any [0 modules attached to the
PLC before the CP243-1 module.

e |? =i

— Peerto-Peer Connections

The CP243-1 module will zuppaort a masimum of 8 asynchronouse, concument connections, Select
haw many connections you wizh ta configure for this module.

Humber of connections to configure for this module:
[+ = os

Click 'Mext:' to edit the connections for thiz configuration,

-
7]
[
=
I

=

]

]

|

Industrial

<Prev I Mexts I Cancel

Step 5: Configuring Connections
Each connection is configured individually. For this example, 4 connections have been selected.
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Step 5a: Connection 0

There are two types of connections, client and server. In a client connection, the device is a client and makes
request with servers (other devices). In a server connection, the device is a server and handles requests
from clients (such as the OPC server and other devices). The latter is required for communications with the
Siemens TCP/IP Ethernet Driver.

1. Select This is a Server Connection.

Configure Connections x|

Y'ou have requested 4 connection(z]. For each connection, specify whether the connection should act az a
client or zerver. and configure itz associated properties.

— Connection 0 [4 connections requested]

% Thiz is a Client Connection: Client connections request data transfers between the local PLC and a
remote zerver. !

" This iz a Server Connection: Servers rezpond to connection requests from remate clients.

— Local Properties [Client] — Remate Properties [Server]
TSAP TSAP

I 10.00 I 10.00

“ou may define up ko 32 data transfers between Specify the |FP address of the server for this
thiz connection and the remate server. cOnnechion.
Data Transfers... n.o0o.0.0 [EE:

¥ Enable the Keep Alive function for thiz connection.

Pleasze specify a symbolic name for thiz client connection. “'our program can reference this connection
gymbolically when initiating data transfers with the remote server.

ID::nneu:ti-:unEl_El

¢ Prew Connectian | M ext Connection > |

k. I Cancel |

2. From this standpoint, the CP243-1 is considered the Server (local) and the OPC Server Channel. The
device is considered the Client (Remote).

3. Enter a Remote TSAP or accept the default. This will be the Local TSAP in the OPC Server.

4. Optional: Accept all connection requests or limit to a particular remote machine. It is recommended that
Accept all connection requests be selected. If concerned about device security (or if intending to access
this device over the Internet) select a specific IP address. Users must ensure that the OPC server is running
on a PCthat has a known and fixed IP address.
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5. Select Enable the Keep Alive.

6. Click Next Connection.

Configure Connections x|

'ou have requested 4 connection(z]. For each connection, zpecify whether the connection zhould act az a
client ar server, and configure itz aszociated properties.

— Connection 0 [4 connections requested]

i~ Thiz iz a Client Connectior: Client connections request data tranzfers between the local PLC and a
remate server.

¥ iThic iz a Server Connection: Servers respond to connection requests from remate clients

— Local Properties [Server] — Remate Properties [Client]
TSAP TSAP

I 10.00 I 10.00

[ This server will connection with an
Operatar Panel [OF].

¥ &ccept all connection requests.

Aocept connection requests am the fallowing

clients il

[¥ Enable the K.eep Alive function for this connection.

Flease specify a symbalic mame fan thie client connestion,. Yaur pragram cat reference this connestion
sumbolicaly whes initiating data transfers with the remate semver.

% Prev Connectian | Mext Connection » |

(] I Cancel |

Step 5b: Connection 1
1. Select This is a Server Connection.
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Configure Connections x|

You have requested 4 connection(s). For each connection, specify whether the connection should act as a
client ar server, and canfigure its associated properties.

— Connection 1 [4 connections requested]

= Thiz iz a Client Connection: Client connections request data tansfers between the local PLC and a
remoke server.

™ This iz a Server Connection: Servers rezpond to connection requests from remate clients.

— Local Properties [Client] — Remate Properties [Server]
TSAP TSAP

I 11.00 I 10.00

“‘ou may define up ko 32 data transfers between Specify the |P address of the server for this
thiz connection and the remate server. cOnnechion.
Data Transfers... n.o0o.0.0 [E:

¥ Enable the Keep Alive function for thiz connection.

Please specify a symbolic name for this client connection. 'our program can reference this connection
gymbolically when initiating data transfers with the remote server.

IEl:unnecti-:unEl_'I

¢ Prew Connection |

] 4 | Cancel

2. Notice the Local TSAP automatically incremented to 11.00.

3. Enter a Remote TSAP or accept the default. This will be the Local TSAP in the OPC Server.
4. Optional: Accept all connection requests.

5. Select Enable the Keep Alive.

6. Click Next Connection.
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Configure Connections

x|

Y'ou have requested 4 connection(z). For each connection, specify whether the connection should act as a
client ar server, and canfigure itz aszociated properties.

— Connection 1 [4 connections requested)

rernoke server.

— Lozal Properties [Server]
TSAP

I 11.00

[T This server will connection with an
Operator Panel [OF].

¥ ‘Accept all connection requests. |

zlients oy

Aocept connection requests fram the following

TS4P

I 10.00

— Remaote Properties [Client]

£ Thiz is a Client Connection: Client connections request data transfers between the lozal PLE and a

% Thiz is a Server Connection: Servers respond to connection requests from remate clients.

¥ Enable the Keep Alive function for this connection.

Fleaze specify a symbalic name fon thiz client connestion. Yaur pragram can reference this connection
symbalically when intiating data transters with the remate senver.

< Prevy Connection |

M ext Connection » |

o]

Cancel |

Step 5¢: Connection 2
1. Select This is a Server Connection.
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Configure Connections x|

You have requested 4 connection(s). For each connection, specify whether the connection should act as a
client ar server, and canfigure its associated properties.

— Connection 2 [4 connections requested]

= Thiz iz a Client Connection: Client connections request data tansfers between the local PLC and a
remoke server.

™ This iz a Server Connection: Servers rezpond to connection requests from remate clients.

— Local Properties [Client] — Remate Properties [Server]
TSAP TSAP

I 12.00 I 10.00

“‘ou may define up ko 32 data transfers between Specify the |P address of the server for this
thiz connection and the remate server. cOnnechion.
Data Transfers... n.o0o.0.0 [E:

¥ Enable the Keep Alive function for thiz connection.

Please specify a symbolic name for this client connection. 'our program can reference this connection
gymbolically when initiating data transfers with the remote server.

IEDnnectinnEl_E

¢ Prew Connection |

] 4 | Cancel

2. Notice the Local TSAP automatically incremented to 12.00.

3. Enter a Remote TSAP or accept the default. This will be the Local TSAP in the OPC Server.
4. Optional: Accept all connection requests.

5. Select Enable the Keep Alive.

6. Click Next Connection.
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Configure Connections

x|

Y'ou have requested 4 connection(z). For each connection, specify whether the connection should act as a
client ar server, and canfigure itz aszociated properties.

— Connection 2 [4 connections requested)

rernoke server.

— Lozal Properties [Server]
TSAP

I 12.00

[T This server will connection with an
Operator Panel [OF].

¥ ‘Accept all connection requests. |

zlients oy

Aocept connection requests fram the following

TS4P

I 10.00

— Remaote Properties [Client]

£ Thiz is a Client Connection: Client connections request data transfers between the lozal PLE and a

% Thiz is a Server Connection: Servers respond to connection requests from remate clients.

¥ Enable the Keep Alive function for this connection.

Fleaze specify a symbalic name fon thiz client connestion. Yaur pragram can reference this connection
symbalically when intiating data transters with the remate senver.

< Prevy Connection |

M ext Connection » |

o]

Cancel |

Step 5d: Connection 3
1. Select This is a Server Connection....
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Configure Connections x|

You have requested 4 connection(s). For each connection, specify whether the connection should act as a
client ar server, and canfigure its associated properties.

— Connection 3 [4 connections requested]

= Thiz iz a Client Connection: Client connections request data tansfers between the local PLC and a
remoke server.

™ This iz a Server Connection: Servers rezpond to connection requests from remate clients.

— Local Properties [Client] — Remate Properties [Server]
TSAP TSAP

I 13.00 I 10.00

“‘ou may define up ko 32 data transfers between Specify the |P address of the server for this
thiz connection and the remate server. connechion.
Data Transfers... n.o0o.0.0 [E:

¥ Enable the Keep Alive function for thiz connection.

Please specify a symbolic name for this client connection. 'our program can reference this connection
gymbolically when initiating data transfers with the remote server.

IEDnnectinnEl_E

¢ Prew Connection | | [ ext Connection I

] 4 | Cancel |

2. Notice the Local TSAP automatically incremented to 13.00.

3. Enter a Remote TSAP or accept the default. This will be the Local TSAP in the OPC server.
4. Optional: Accept all connection requests.

5. Select Enable the Keep Alive.

6. Click Next Connection.
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Configure Connections x|

Y'ou have requested 4 connection(z). For each connection, specify whether the connection should act as a
client ar server, and canfigure itz aszociated properties.

— Connection 3 [4 connections requested)

£ Thiz is a Client Connection: Client connections request data transfers between the lozal PLE and a
rernoke server.

% Thiz is a Server Connection: Servers respond to connection requests from remate clients.

— Lozal Properties [Server] — Remaote Properties [Client]
TSAP TSAP

I 13.00 I 10.00

[T This server will connection with an
Operator Panel [OF].

V¥ ‘Accept all connection requests. |

Aocept connection requests fram the following

zlients oy

¥ Enable the Keep Alive function for this connection.

Fleaze specify a symbalic name fon thie client connestion. Yaur pragram can reference this connection
symbalically when intiating data transters with the remate senver.

< Prevy Connection | | [ ewt Connestion I

(] 4 | Cancel |

That completes the configuration of the four connections that were selected.

Note: Notice that the Local TSAP in the Connection dialog was automatically advanced for each con-
nection. This TSAP number will need to be used in the OPC server setup when defining a device as the
remote TSAP number.

Step 6: CRCand Keep Alive Interval
Optional: Enable CRC protection to monitor for accidental configuration corruption.

1. Set the Keep Alive Interval. The longer the interval, the longer the connection between the device and
the OPC server will exist during idle time. A long Keep Alive Interval may not be desirable if connections are
being shared (honconcurrent). Each remote client will need to wait this amount of time before it will be able
to connect with the device once the last connected remote client is finished communications. The 30 second
default is suggested.
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Ethernet Wizard x|

— CRC Protection
The wizard can generate a CRC to help protect the module configuration from unintertional
memnomny ovenwites, Howewver, thiz protection will alzo prevent vour program from making
modifications ta the configuration at run time.

% Yes gemerate CRC pratection for this configuration in the data block

" Mo, do not generate CRC protection for this configuration.

— k.eep Alive Interval

When connected with a remobe communications parther, or when communicating with STEP
T-tdicro M, the CP243-1 module can ensure the connection on a timed interval. Specify the
interval for the Keep dlive function, in seconds.

I a0 _| TEC,

-
7]
£
e
[

=
=

]

|

Industrial

<Prev I Mexts I Cancel

Step 7: Memory for Configuration
1. Click Suggest Address to let the wizard find the best available location to store the Ethernet con-

figuration.

Ethernet Wizard x|

—Allocate Memary for Configuration
The configuration block for this module requires 24 bytes of Y-k emor. With the options wou
hawve chosen, the total size of the configuration iz 159 butes. Pleaze specify & starting address
where the configuration will be placed in the Data Block.

T_he wizard can suggest an address that represents an unuzed block of Y-memary of the comect
zize,

{....ouggest fddiess

WBO  through WE158

"
']
=4
&
a

=
=

[T

|

Industrial

<Frev I Mexst: I Cancel

2. The image shown below displays the results.
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Ethernet Wizard

— Allocate Memor for Configuration
The configuration black for thiz module requires 24 butes of W-temaom. “with the options you
have chozen, the total size of the configuration iz 159 butes. Pleaze specify a starting address
where the configuration will be placed in the Data Block.

T.he wizard can suggest an address that reprezents an unused block of W-memony of the cormect
size.

{..ouggestoddess

YB153 through WYB317

-
7]
[
=
i

=
=]

]

|

Industrial

<Prey I Mest: I Cancel

Note: It isrecommended that the Micro/WIN software pick this location for the application. If a CRC was
not generated for the configuration data, please take steps to ensure that no other aspect of the PLC pro-

gram will overwrite this area of memory.

Step 8: Ethernet Wizard Summary
1. Click Finish or Prev to modify the Configured Connections.

Ethernet Wizard x|

aAW® = The Ethermet Wizard will now generate the project components for pour zelected
o e . configuration, and make that cods available for use by your program. 'our requested
%o @ configuration consistz of the following project components;

o
0 U

%

- Subroutine "ETHO CTRL"

The module configuration will be placed at (WB155 - WB317] inthe Data Block

< | i3

Call the initialization ahd control subroutine “"ETHO_CTRL" every scan,
The CP243-1 module configuration must be downloaded to the PLE before uze.

<Prew I Finizsh I Cancel

2. To review what the Ethernet wizard produced, double-click ETHO_CTRL under the Program Block. All
TSAPs configured are listed for future reference. Remember, the Local TSAP below is the Remote TSAP in
the OPC server and the remote TSAP below is the Local TSAP in the OPC server.
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3. The image below shows ETHO_CTRL.

B STEP 7-Micro/wIN 32 - tipD31b - [SIMATIC STL]

ﬂEile Edit “iew PLC Debug Toolz Windows Help

fhealen|ize|s Pz is|D) ICRE:N
i E|--tipDS1b[EF’U224F|ELD1.2‘I]--|---n---2---1---3---|---4---|--
=1+ Program Block Symbol ar Type | Data Type| Comment
4F OB_1 [OB1) IH
~-{f% ETHO_CTRL [SBRO) N OuT
Program Blo 4% ETHO_CFG (SBRT] ITAO|CP Ready [OUT  |BODL  |CP243 Module is ready
- Symbol Table Cwi1|Ch_Ready [OUT  |'WORD | Channel ready bits
= 53-(I Status Chart w3 Enor OUT  |WORD |Error word
= {0} Data Block ==
Symbol T ab gk System Block Thiz POU was generated by the Ethernet Wizard for uge with a CP24341
- E Cross Hna_fergnc:e module at pozition 0. TheETHx_CTRL [Control] instruction is used to enable
i g """ Communications and iritialize the CP243-1 Ethemet module. This instruction should be called
. = E-[£H Instuctions on every program zcan, and only be uzed once in vour program. The
Jtatus Chart (3] Favortes command byte far thig module was specified az QB2
: Bit Logic The fallowing connections have been configured for thiz module:
-5 Clack Conrection 0z a Server: Local TSAP: 10000 Remaote TSAF: 10.00
E Communications Client Addresses: 0.0.0.0
Q] Compare Comnection 1 iz a Server: Local TSAF: 11.00 Remate TSAP: 10.00
#l-(8g Corwert Client Addresses: 0.0.0.0

Conkection 2 iz a Server: Local TSAP: 12.00 Remate TSAP: 10.00

£-(ef] Counters Client Addresses: 0.0.0.0
Flaating-Foint b ath Connection 3 is a Server: Local TS&P: 13.00 Remote TSAP: 10.00
Client Addrezzes: 0.0.0.0

Eﬂfile Edit “iew PLC Debug Tool ‘Windows Help

[rea|lean|r=elo IE|a=|wn|n [» = |5
= B tpU3TBICPU 224 RELDT.21) =+ [+« - -+ 2 G4
EI'" Program Black Syrnbal| War Tupe | Data Tupe Commeht
L 0B_1 (0B L0.0| STARTIN BOOL  [Send commandtoLP243-11 ot active
{7 ETHO_CTRL [SERD) 0
Pragram Block. da ETHO CFG [SERT) IN_OUT
(3] Symbol Table L0 Done |OUT  |BOOL  |Highwhenthe CP243-1 completes the comm
= (] Status Chart LET | Emor |OUT  |BYTE  |Enar status from the CP243-1 madule
a - Data Block ==
ol Table ~4CF System Block Thiz POU wasz generated by the Ethermet wWizard for uze with a CP24341
- Cross Hgfergnce module at position 0. The ETHx_CFG [Reload Configuration] instruction
@ Communications cauzes the CP243-1 module ta read its configuration block from the: location
El-[£H Instructions specified by the configuration table pointer.

5. Now that the results of the Ethernet wizard have been confirmed, a connection can be made using the
OPC server.

How To Configure S7-300/400 Connections in STEP 7

To configure the S7-300/400 for communications with the Siemens TCP/IP Ethernet Driver, both the CPU and
the Ethernet module will need to be configured as well. To do so, follow the directions below.

1. From the Simatic Manager, launch HW Config by double-clicking Hardware under the SIMATIC Station.
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QSIMATIE Manager - [S7_Prol - C:\Program Files' Sie

55 File  Edit Insert PLC View Options Window Help

i =2 5 e O 8 T ™ Y ==

% S7_Pral
=8 SIMATIC 300 Station
=@ cPU N15-20P
#-{zz] 57 Program

2. If this is a new Simatic project, add the necessary modules to the Rack in HW Config. For the Siemens
TCP/IP Ethernet Driver to communicate with the CPU, there will need to be at least one Ethernet module cap-

[ < Mo Filter >

# CFU 3152 0P

able of S7 Communications. This may be built into the CPU.

Configuring an Ethernet Module

1. Right-click on the particular module in the rack and then select Object Properties.

I'\Ul_IICILU UUJULL- e
[ HW Config - [SIMATIC 300 Stalat Ry _ o =]
Eﬂ] Skation Edit Insert PLC Wiev  Disconneck Master System 5] x|
' Insert PREEINET L& System
2 E | ER
Elilil_lﬁl @I Disconnect PROFINET 10 Syskem
PROEINET 12 Manage Sync Lamain, . Elil
— PROFINET 10, Topalagy. . .
PS 307 - e it il
Isochrone Maode
CPU 21
Specity Module, .. : j
CP 343_— Delete Dl DD :I
Go To 3
j Filter. fssigned Modules
terface
LI—I i iy strial Ethemnet
it Symtacls, .. CF 3434
:l:l o um Object Prop Alt-+Return BGK7 343-1EX00-OED
BGKT 343-1E=10-0<ED
Slat Module i Product Support Information  Cerl+F2 BEKT 243-1Ex11-04EQ
1 PS 307 24 EES?‘_ Facs ChrHF7 ﬂ]:‘. Y20
2 L CPU 315 2DP BESR  Find manual Chrl4+Fe BGKT 343-1EX20-06ED
il BGK7 343-1EX21-04ED =
3 Edit Ethernet nodes CP 2431 150
4 2 b & CF 3431 PN
5 (I3 CF 3431 AdvancedT
6 - @0 CP 3431 Lean
: -1 PROFIBUS
g o) Portteran <]
1M BGRKT 343-1Ex11-0<E0 - f<|
T 57 CP for Industrial Ethemet 150 and TCRAP with —
SEMD/RECEIE and FETCHAWRITE interface. long data.
UDP. TCP. 150, 57 communication, routing, module
replacement without PG. 10100 Mbos. fived MAC j
Displays properties of the selected object For editing. Chg 4

2. The dialog should appear as shown below.
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Properties - CP 343-1 - (R0/S54) ﬂ

General I.ﬁ.ddressesl Dptiu:unsl Diagnostics

Shart Dezcription: CP 3431

S ¥ CF for Industrial Ethernet 150 and TCRAR with SERD/RECEE and;l
FETCH ARITE interface, long data, UDP, TCP. 150, 57

communication, routing, module replacement without PG, 104100 Mbps,
fimed MAC addresz, initialization over LAM, IP multicast, firmyarne W20 ;I

Order Ma. ¢ firmware BGE? 343-1Ex11-0<ED 4 V2.0

M arne:

— Interface Backplane Connection
Type: Ethernet MP Address: I K] = I
Addrezs: 10.10.110.70
Metwarked: Yes Properties. ..

Comment:

Cancel | Help |

3. From the General tab, click the Interface | Properties button.
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Properties - Ethernet interface CP 343-1 (RO;/S4) El

General  Parameters |

[T SetMALC address £ use [SO protocol

. If a zubnet iz selected
MAL address: : g
aadess I the next available addreszes are suggested.

¥ | IF protocal iz being used

IP address: [132.168.01 Giateway
%' Do not use router
Subnet magk: IEEE.EEE.EEE.D
™ Use router
Addiess:  [132168.0.1
Subnet;
--- hiot hiebworked -- MHew... |
Properties. .. |
Delete |

Cancel | Help |

4. Specify the IP and Subnet Mask for this module.

5. To network this module, click New under Subnet. Next, select the network created and the click OK.

6. Return to the HW Config main window.

Configuring Connections
1. Right-click on the CPU module in the rack and select Object Properties.
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[ Hw Config - [SIMATIC 3
@ station Edit Insert FL

= ERLACANE]

[isconnect Master System

Insert PROFINET I Sysken
Disconmec: PROFIMET I System
PROEINET TG Manage Syne Damaim, ..

=181 ]
=81 x]

Blx]

IStandard

-~

ROFIBUS DF
ROFIBLIS-Pa
ROFIKET 10
IMATIC 300
IMATIC 400

Displays properties of the selected object For editing.

IMATIC PC Based Contral 300/400
lIMATIC PC Station

=3(0] UR PRGEINET IE Topalamy. ..
] Fo a0 s Isochrone Mode
2 CPU 3 Specihy Modile, .,
N2 as
3 Delete Del
4 ai CP 343 Go Ta b
2 | Filber fssigned/Modules
: ~|
2 fanitarMadify
ﬂ—l Edit Symbals, ..
Dbject Prop alk+Return
4= | o R :
Product Suppork Information Ckrl+F2
FAQs Ckrl+F7
Find Manual Ckrl-+F&
IEPU315-2DP s
Aar Fa A
3
4 :li:‘ CP 3431 BEET|W2.0 |3 256|256,
5
B
7
o)
9
10
11

PROFIBUS-DP zlawes for SIMATIC 57, M7, and f(l
C7 [distributed rack] -

[ 4

2. The dialog should appear as shown below.
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Properties - CPU 315-2 DP - (RO;/52) 5[

General I Startup

Timne-of-Day [nterupts I

Connection Besources Reserved for
PG Communication:
0P Comrmunicaticn:
57 Standard Caornrnunication:

57¥ Communication: ] [already configured]

b aximum Humber of Connection Resources; 12

I Cycle/Clock Memary I Retentive Memaon | |Rtermupts |
Cyclic Interipts I Diagrostics/Clock I Pratection  Communication

1]

Cancel Help

3. Configure the desired n

umber of PG/OP and PC (S7 Communication) connections.

Type

Description

PG Communication

Used for program loading, diagnostics

OP Communication

Used for operator control and monitoring

S7 Standard Com-
munication

Communication connections not configured, MPI communications with PUT/GET
function blocks

S7 Communication
(PC)

Configured connections, data communications

Note: The maximum number of PC connections for the CPU equals the Maximum Number of Connection
Resources minus the S7 Standard Communication resources minus the OP Communication resources
minus the PG Communication resources. Note that the Maximum Number of Connection Resources is
based on the CPU/version/firmware.

In the example shown abo

ve, there are six S7 communication (PC) connections available (12-4-1-1=6). Like-

wise, the number of PG and OP connections can be increased using the same concept.

If the Device returned pr
Standard Communication

otocol [Class=0x83, Code=0x04] error is encountered, increase the number of S7
connections, thereby decreasing the number of S7 Communication connections.

4. After the connections have been configured, click OK. Next, in the main HW Config window click Station |

Save and Compile.
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5. Click PLC | Download to commit to the changes.

How To Configure S7-1200 Connections with the Totally Integrated Auto-
mation (TIA) Portal

To configure the S7-1200 for communications with the Siemens TCP/IP Ethernet Driver, an online connection
is required between the programming device and the target system. Users may have to configure the pro-
gramming device to talk to the target system. For more information, follow the instructions below.

Note: For new Simatic projects, refer to the PLC's documentation for information on the default IP
address settings.

1. Start the TIA Portal. In the Portal View, click Create new project.

x

Siemens — o

Totally Integrated Automation

Create new project

) - ) Project name:  Frojectl
' Open existing project

Path: <My Documentsliutomation an
. Create new project Author
Carnrment -
# Migrate project
Create

_. Installed products

& Help

# Project view Opened project:

2. Next, select the Online & Diagnostics tab and then click Accessible Devices.
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3. Select the appropriate PG/PC interface. This will prompt the TIA to scan the network for the device.

Siemens — X

Totally Integrated Autamatian

Accossible dovices

FGEIFC interface 1o show sccessible dewices for B untware sccelerated s8D F =

Acorapible devices in tamget ubnet

Online & Oevice Davics bype Fpe  hddress MAL addrans
Diagnostics VEFSTI200  CPUN2I2CACD. . TCRIF 100G 010150 O] C0b-0iB02F

@ Accessible devices

Refresh

Cloze

¥ Project view Opened project:

4. Once the scan is complete, select the device and then click Show. This will invoke the Project View.
5. Inthe project tree, locate the IP address and then open Online & Diagnostics.
6. Next, double-click Online & Diagnostics to invoke Online Access.

7. Select Functions and then click Assign IP Address.

Pragest  B#d Wew  (neadt  Oeine  Ophem Tesl  Wedlew  Salp

Fatally bteqr ated Autamatisn
i % e propa 4 * u na - MR -~ PORTAL
4 Y L]
[ = CLPU aperatar panel 2
- hislgr Paddress 1810110 190 mersTizosier [
i i daaghian Iy pmce ar -
' » _.I_l_l.. ’ P addicii AT wiEs i’
et L - — :
e . - & sauites
¥y ol 4 L:l
T p—"— [fa1gr P agdren] 1 T —
. e o lmcpor, semngs
bl
0 RRFST] w Cyils time
| o
| I g
e T
A - =
o Prepernes % life || Dlagmortics (WL e
Uravicw inPermation e =
1 Devices with probiems I -
i Dol % Dpara Dedceimodile Meisage Deraly Halp
- P-- R oo Jualatile EsLabifsh P ol (oo Weark rrem s
i *
o
b Details view -

A T T
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8. Enter the communication settings and click Assign IP Address.

Note: The device is now ready to be configured.

9. Return to the Portal View and then select the Device & Networks tab. Then, click Add new device.

Tatally Integrated Autamatisn

B Show all deviees

@ Add new device

P 121 2C ACIDORly

Order = 05T 20 = 1B0I0-050

Versios
Description

280 wark memary | 2002807 AL power supply
wath [« 24VIRC 58 ARCE. D06« relay and
412 crbsiid 4 Righ spaad csuntars
lespandable wokh degtal sigaal basnd ped 7
pulze cutpats onboard signal board sspands
ardodrd D g bo ) o Catsom iy dulet
dor senal commuimicaten up o
meadugies for 10 evpanson. & 1ms/1 800
oy PIORIET careacien ler
pragrasnrmeg. HuB and PLT o ALC
AT LA

ODpened prapedct  Ciocuments and Settingyildly DocumentsilutomatisnWProject 1 Wreject

10. Next, select the device's configuration and then click Add device. This will invoke the Project View,
where the device's hardware can be further configured.
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Frogacy  Bdit  Vew  maert  Ondne [ Toeks W H
L . - g Totally Integrated Automation
3 ¥ ) saw & KK E TS e bRR X PORTAL
» ]
& Hetwork view I Device view |+ Catalag Ez;l
& srasae - o B 8 e - Wy WP (E
571200 rack - I - = v M E'.
¥ Cormrmaine ateon medale E
v o E
¥ egriel board g
L e
=1 v moo W
2 g, L T 2
Drevice overview L B -
X "
Madule Shet laddress O addre Tipe Order ne Firmmyane: Carnnme ne : 2 B
103 [ -
1o = .
RS232_ 1 B 1240 (RS2E2) SEST 241-1AH30-0XB0 V1.0 % i
" + 3 AAR I L =
B - EERE TN SR el st B Comment = '-;
o Preperties | % Info | u) Diagnastics |[W
General l_.:‘
b Senesl = | General = -]
» FROFRIET wterdace E
¥ DERD0E | Froject information — =
L “|Snismation
¥ gh cpesd countsrs M5 B =
¥ Pulse qendramors (FTOFRAL =1 e L Dewie
tartug . Camenent =
T of day |
Peatactein , :
Cammunecason load - -

RO T T

11. Once finished, view the project tree. Locate Program Blocks and PLC Tags and then configure the
addresses that will be used in the PLC project.

Fropect  Ede  view isien  COelise  Opbens  Tesls  Wisdew  Help Tetally Integeated Astomatien

P ¥ Usemprama & M N ¥ M AME oo Foomtim @R N | PORTAL
W 1
Davicen PLC tags Comtamts | % Fled and Replace | r
3 Ee - "
o i Pt H
PLC tags
w | Pragt] Hoarra Dt mipw il Fatman  Corremam — L
-a - |
. 4
Lo
& i
« Mgich case
' e
: 'i:_-.lru-\.-nddf: of Prapertiss 'H Infe |y Disgeasticy % g
) Largaages & leiounces T —— |
» [l Onies scemen us
® i SRS Card| e ades 1 Devices: with problems
i Osine g Opera. Deacewnodube  Riesssge [RETE Hel =
R N T not avalable  Estableh revs onliss connec w Languages & Rasources —l
-
rabrg langusge
“ N _
Beleenie languaps
b Detaily view -
IR - T N

Note: The device is now configured and can be placed in Run Mode for communications.
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How To Configure S7-1500 Connections

The S7-1500 controller has an embedded Ethernet port that supports S7 communications over the Ethernet
protocol. It must be configured to allow access from the server, however. For more information, refer to the

instructions below.
1. To start, open the PLC project in the S7 TIA Portal software.
2. Next, open PLC Properties.

3. Inthe General tab, select Protection. Then, ensure that Full access (no protection) is enabled.

Note: At this time, the Siemens TCP/IP Ethernet Driver does not support the use of a password.

4. Next, check Permit access with PUT/GET communication from remote partner. Then, save the

settings.
PLC_T[CPUT5TT-1 PN] %
| General || 10 tags || System constants || Texts |
S}-nchrcuni: Access level Access Accen
Real time Hl Read Write Passwe
- Port [¥1 P1R] ®) Full access (no protection) ~ 7 v
General O Read access -~ ~
Port interc D HMI access '
Port optior O Mo access (complete protection)

Hardware IEI

w Port [X1 P2 R]

Gemj:ral Full access (no protection):
Fortinterc TA Portal users and HMl applications will have access to all functions.
Fort optior Mo password is required.

-

Systern diagnostics
Web server

-

Display Connection mechanisms

Userinterface lang

Time of day @Permlt access with PUTIGET communication from remote partner (FLC, HMI, OPC, ..}

Protection Izl
(<] i IEE il *

DK 1 | Cancel |

5. Inthe server, create a new channel. In Device Driver, select Siemens TCP/IP Ethernet Driver from
the drop-down list. Continue through the channel wizard, specifying channel properties as needed.
Then, click Finish.

6. Next, create a new device. In Model, select S7-1500 from the Device Model drop-down list. Continue
through the device wizard, specifying device properties as needed. Then, click Finish.

Note: The controller Protection settings are directly related to the device returning protocol error [Class-
s=0x81, Code=0x04]. If this error occurs, the controller's memory (such as the Simatic memory card) may
need to be reset. Once the controller's memory is reset, downloading the S7 project to the controller should
not prompt for a password.
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Appendix — Alternate Syntax Support

Limited addressing support is available for the following applications.

Applicom Direct-Link Item Syntax
INAT OPC-Server TCPIPH1 Item Syntax
Semens Smatic Net Item Syntax
Softing S7/S5 OPC Server Item Syntax

Note: All brand and product names are trademarks, registered trademarks, or service marks of their
respective holders.

Note: The offset for an atomic type tag in a data block is denoted by the column "Address" in Step 7, as
shown above. This offset is denoted by the column "Offset" in the Siemens TIA Portal programming envir-
onment.

Applicom Direct-Link Item Syntax

The following support for the Applicom Direct-Link OPC server is considered to be limited. Care must be
taken because the data type for a given S7 data type/suffix may differ from the data type for the same S7
data type/suffix in the specified product. Applicom ASCII strings are not supported by this driver. The fol-
lowing information is intended to be a guideline for users that are already familiar with and/or prefer the syn-
tax of the specified product. For preferred item syntax, refer to Standard S7-300/400/1200/1500 Item

Syntax.

Address Syntax

Input, Output, Peripheral, Flag Memory Types

<memory type><S7 data type><address>[<Data Type suffix>] [<Byte Switching suffix>]
<memory type><S7 data type><address>[<Data Type suffix>]<_row_col>

Timer and Counter Memory Types
<memory type><address>

DB Memory Type

DB<num>.<S7 data type><address>[<Data Type suffix>][< Byte Switching suffix>]
DB<num>.<S7 data type><address>[<Data Type suffix>]<_row_col>

where <num> ranges from 1 to 65535.

® See Also: Examples

Memory Types

Memory Type Description Address Range Data Type Access

|

E Inputs Read/Write

Q .

A Outputs Read/Write
Dependent on S7 Data Type

Pl

PE Peripheral Inputs Read Only

PQ . :

PA Peripheral Outputs Read/Write
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Memory Type Description Address Range Data Type Access

M .

F Hag Memory Read/Write

DB Data Blocks Read/Write

T Timers TO-T65535 DWord, Long Read/Write

C0-C65535 .

Counters Word, Short Read/Write

Y4 Z0-7Z65535

® See Also: Examples

S7 Data Types
The S7 data type is used to coerce the data type for a tag. It does not apply to Timers and Counters. The
default data types are shown in bold. Suffixes are not required.

Data . . | Data Type w/
Description |Address Range |Data Type Suffix )
Type Suffix
0.b-65534.b
DBX0.b-
None* . DBX65534.b
Bit Boolean
DBX**
.b is Bit Number O-
15
B Unsigned B0-B65535
Byte, Char
DBB** Byte DBB0-DBB65535
w Unsigned WO0-W65534
Word, Short, BCD
DBW* * Word DBWO0-DBW65534
D Unsigned D0-D65532 DWord, Long, LBCD, E Hoat
DBD** Double Word | DBD0-DBD65532 | Hoat
*No S7 data type specified. Applies to non-DB memory types only.
** Applies to DB memory types only.
® See Also: Examples
Data Type Suffixes
Suffix Description Data Type
F 32-bit IEEE floating point value Hoat

Byte Switching Suffixes

These suffixes are used to switch the bytes that compose data of type 16-bit Word, 32-bit DWord, or 32-bit
Hoat. The switching is applied after the device-level addressing option for byte Order is applied. For more
information, refer to Addressing Options.

Byte Switching Suffixes can be used with all memory types except Timers and Counters (T, C, and Z) and Peri-
pheral Inputs and Outputs (Pl, PE, PQ, and PA). For information on the various types of switching that depend
on the suffix and data type of the item, refer to the table below.
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. |16-Bit Data Types (Word, Short, :
Suffix BCD) 32-Bit Data Types (DWord, Long, LBCD, Hoat)
X1 01 02 -> 02 01 (byte switching) 01 02 O3 04 -> 04 03 02 O1 (byte switching)
X2 01 02 -> 02 O1 (byte switching) 01 02 O3 04 -> 03 04 01 02 (Word switching)
L 01 02 O3 04 -> 02 01 04 O3 (Switching bytes in the
X3 01 02 -> 02 O1 (byte switching) i)

Array Support
The <.array size> notation is appended to an address to specify an array (such as "MW0.10"). Boolean arrays
and string arrays are not supported.

Examples
S7 Data Type Data Type Input Flags Data Blocks
None Boolean 10.7 MO0.7
DBX Boolean DB1.DBX0.7
IBO MBO mes
Byte
—— DB1.DBBO
B
DBB
IBO_2 5 MBO0_2_5 ces
Array - -
DB1.DBB0 2 5
IWO MWO me
Word
DB1.DBWO
w IW0_X1 MWO0_X2 DB1.DBWO_X3
DBW
IW0_10 MWO_10 me
Array - -
DB1.DBWO_10
IDO MDO me
DWord
DB1.DBDO
IDO_X1 MDO_X2 DB1.DBDO_X3
D
IDOF MDOF DB1.DBDOF
DBD Hoat (F)
IDOF X1 MDOF X2 DB1.DBDOF X3
IDO_4 3 MDO 4 3 -
Array - -
DB1.DBDOF 4 3

All brand and product names are trademarks, registered trademarks, or service marks of their respective hold-
ers.

INAT OPC Server TCPIPH1 Item Syntax

The following support for the INAT OPC Server TCPIPH1 (V1.22 and up) is considered to be limited. Care
must be taken as the data type for a given S7 data type/suffix may differ from the data type for the same S7
data type/suffix in the specified product. S7 data type and suffixes not included below are not supported by
this driver. The following information is intended to be a guideline for users that are already familiar with
and/or prefer the syntax of the specified product. For preferred item syntax, refer to Standard S7-
300/400/1200/1500 Item Syntax.
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Address Syntax

Input, Output, Peripheral, Flag Memory Types

<memory type><S7 data type><address>[<suffix>]

<memory type><S7 data type><address><.string length>*
<memory type><S7 data type><address><.array size>[<suffix>]

Timer and Counter Memory Types
<memory type><address>

DB Memory Type
DB<num>.<S7 data type><address>[<suffix>]

DB<num>.<S7 data type><address><.string length>*
DB<num>.<S7 data type><address><.array size>[<suffix>]
where <num> ranges from 1 to 65535.

* Applies to S7 data types that support string.

® Sce Also: Examples

Memory Types

Memory Type Description Address Range Data Type Access
I
E Inputs Read/Write
Q .
A Outputs Read/Write
PI )
Peripheral Inputs Read Only
PE Dependent on S7 Data Type
PQ . .
PA Peripheral Outputs Read/Write
M .
F Hag Memory Read/Write
DB Data Blocks Read/Write
T Timers TO-T65535 DWord, Long Read/Write
C C0-C65535 )
Counters Word, Short Read/Write
z Z0-Z65535

# See Also: Examples

S7 Data Types
The S7 data type is used to coerce the data type for a tag. It does not apply to Timers and Counters. Default
data types are shown in bold. A suffix is not required.

Data o . |Data Type w/
Description | Address Range Data Type | Suffix i
Type Suffix
. X0.b-X65534.b
X Bit Boolean

.b is Bit Number 0-15

B Unsigned B0-B65535 Byte, Char |KF Char
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Data . . |Data Type w/
Description | Address Range Data Type | Suffix i
Type Suffix
Byte Byte BYTEO-BYTE65535
W Unsigned WO0-W65534 Word, BCD BCD
Word Word WORDO0-WORD65534 Short, BCD | KF Short
| . 10-165534 Word,
Signed Word BCD BCD
INT INTO-INT65534 Short, BCD
. DWord, BCD LBCD
D Unsigned D0-D65532
Long, IEEE Hoat
DWORD | Double Word | DWORDO-DWORD65532
LBCD, Hoat | KF Long
. DWord,
DI Signed DI0-DI165532 Lon BCD LBCD
DINT Double Word | DINTO-DINT65532 g IEEE Hoat
LBCD, Hoat
R R0-R65532
IEEE Hoat Float
REAL REALO-REAL65532
G0.n-G65532.n
STRINGO0.n-STRING65532.n
.nis string length
G . 0<n<= 254 (PDU size of 480 and .
. S7 String String
String above)
0<n<= 210 (PDU size below 480)
0<n<= 254 (Netlink S7300 and Netlink
S7400 Models)
® See Also: Examples
Suffixes
Suffix Description Data Type
Two-byte packed BCD for Word references T
Value range is 0-9999
BCD
Four-byte packed BCD for DWord references UBCD
Value range is 0-99999999
IEEE 32-bit IEEE floating point value Hoat
Char
KF Signed Short
Long

Array Support
The <.array size> notation is appended to an address to specify an array (such as MWO0.10). Boolean arrays
and string arrays are not supported.

Examples

S7 Data Type |Data Type |Input Fags Data Blocks
X Boolean IX0.7 MXO0.7 DB1.X0.7

B Byte IBO MBO DB1.BO
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S7 Data Type |Data Type |Input Flags Data Blocks
IBYTEO MBYTEO DB1.BYTEO
IBOKF MBOKF DB1.BOKF
Char (KF)
Byte IBYTEOKF MBYTEOKF DB1.BYTEOKF
Arra IBOKF.10 MBOKF.10 DB1.BOKF.10
v IBYTEOKF.10 MBYTEOKF.10 DB1.BYTEOKF.10
IWO0 MWO DB1.WO
Word
IWORDO MWORDO DB1.WORDO
IWOBCD MWOBCD DB1.W0OBCD
BCD (BCD)
W IWORDOBCD MWORDOBCD DB1.WORDOBCD
Word
IWOKF MWOKF DB1.WOKF
Short (KF)
IWORDOKF MWORDOKF DB1.WORDOKF
Arra IWOBCD.10 MWOBCD.10 DB1.W0OBCD.10
Yy IWORDOBCD.10 MWORDOBCD.10 DB1.WORDOBCD.10
110 MIO DB1.10
Short
IINTO MINTO DB1.INTO
I II0BCD MIOBCD DB1.10BCD
BCD (BCD)
INT IINTOBCD MINTOBCD DB1.INTOBCD
110.10 MI0.10 DB1.10.10
Array
IINTO.10 MINTO.10 DB1.INTO.10
IDO MDO DB1.D0O
DWord
IDWORDO MDWORDO DB1.DWORDO
IDOBCD MDOBCD DB1.DOBCD
LBCD (BCD)
IDWORDOBCD MDWORDOBCD DB1.DWORDOBCD
D IDOIEEE MDOIEEE DB1.DOIEEE
Hoat (IEEE)
DWORD IDWORDOIEEE MDWORDOIEEE DB1.DWORDOIEEE
IDOKF MDOKF DB1.DOKF
Long (KF)
IDWORDOKF MDWORDOKF DB1.DWORDOKF
Arra IDOIEEE.10 MDOIEEE.10 DB1.DOIEEE.10
v IDWORDOIEEE.10 MDWORDOIEEE.10 DB1.DWORDOIEEE.10
Long IDIO MDIO DB1.DIO
IDINTO MDINTO DB1.DINTO
DI LBCD (BCD) | IDIOBCD MDIOBCD DB1.DIOBCD
DINT IDINTOBCD MDINTOBCD DB1.DINTOBCD
Hoat (IEEE) | IDIOIEEE MDIOIEEE DB1.DIOIEEE
IDINTOIEEE MDINTOIEEE DB1.DINTOIEEE
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S7 Data Type |Data Type |Input Hags Data Blocks
P IDIOBCD.10 MDIOBCD.10 DB1.DIOBCD.10
/ IDINTOBCD.10 MDINTOBCD.10 DB1.DINTOBCD.10
IRO MRO DBL.RO
Hoat
R IREALO MREALO DB1.REALO
REAL
P IR0.10 MRO0.10 DB1.R0.10
i IREALO.10 MREALO.10 DB1.REALO.10
G - 1G0.10 MGO0.10 DB1.G0.10
String 4 ISTRINGO0.10 MSTRINGO0.10 DB1.STRING0.10

All brand and product names are trademarks, registered trademarks, or service marks of their respective hold-

ers.

Siemens Simatic Net Item Syntax

The following support for the Siemens Simatic Net OPC server is considered to be limited. Care must be
taken as the data type for a given S7 data type may differ from the data type for the same S7 data type in
the specified product. S7 data types not included below are not supported by this driver. The following

information is intended to be a guideline for users that are already familiar with and/or prefer the syntax of

the specified product. For preferred item syntax, refer to Standard S7-300/400/1200/1500 ltem Syntax.

Address Syntax

Input, Output, Peripheral, Flag Memory Types

<memory type><S7 data type><address>

<memory type><S7 data type><address><.string length>
<memory type><S7 data type><address><,array size>

Timer and Counter Memory Types
<memory type><address>

DB Memory Type
DB<num>,<S7 data type><address>

DB<num>,<S7 data type><address><.string length>*

DB<num><S7 data type><address><,array size>

where <num> ranges from 1 to 65535.

* Applies to S7 data types that support String.

# Sce Also: Examples

Memory Types

Memory Type Description Address Range Data Type Access

|

E Inputs Read/Write
Dependent on S7 Data Type

2 Outputs Read/Write
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Memory Type Description Address Range Data Type Access
Pl :
Peripheral Inputs Read Only
PE
PQ . :
PA Peripheral Outputs Read/Write
M .
F Hag Memory Read/Write
DB Data Blocks Read/Write
T Timers TO-T65535 DWord, Long Read/Write
C0-C65535 .
Counters Word, Short Read/Write
z Z0-Z65535

® See Also: Examples

S7 Data Types
The S7 data type is used to coerce the data type for a tag. It does not apply to Timers and Counters. The
default data types are shown in bold.

Data Type |Description Address Range Data Type
. X0.b-X65534.b
X Bit . Boolean
.bis Bit Number 0-15
B . B0-B65535
Unsigned Byte Byte, Char
Byte BYTEO-BYTE65535
Char Signed Byte CHARO-CHARG65535 Byte, Char
W . WO0-W65534
Unsigned Word Word, Short, BCD
Word WORDO-WORD65534
INT Signed Word INTO-INT65534 Word, Short, BCD
D Unsigned D0-D65532
DWord, Long, LBCD, Hoat
DWORD Double Word DWORDO0-DWORD65532
Signed
DINT DINTO-DINT65532 DWord, Long, LBCD, Hoat
Double Word
REAL IEEE Hoat REALO-REAL65532 Float
STRINGO0.n-STRING65532.n
String S7 String .nis string length. String
0<n<=254.

# See Also: Examples

Array Support

The <.array size> notation is appended to an address to specify an array (such as MWO0.10). Boolean arrays
and string arrays are not supported.

Examples
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S7 Data Type Data Type Input Fags Data Blocks
X Boolean 1X0.7 MX0.7 DB1,X0.7
IBO MBO DB1,B0
Byte
. IBYTEO MBYTEO DB1,BYTEO
Byte
A IBO,10 MBO0,10 DB1,B0,10
4 IBYTEO,10 MBYTEO,10 DB1,BYTEO,10
Char ICHARO MCHARO DB1,CHARO
Char
Array ICHARO,10 MCHARO,10 DB1,CHARO,10
WO MWO DB1,W0
Word
o IWORDO MWORDO DB1,WORDO
Word
A IW0,10 MWO,10 DB1,W0,10
d IWORDO,10 MWORDO,10 DB1,WORDO0,10
Short [INTO MINTO DBL1,INTO
INT
Array [INTO,10 MINTO,10 DB1,INTO0,10
IDO MDO DB1,D0
DWord
o IDWORDO MDWORDO DB1,DWORDO
DWORD
. ID0,10 MDO0,10 DB1,D0,10
g IDWORDO,10 MDWORDO,10 DB1,DWORDO,10
Long IDINTO MDINTO DB1,DINTO
DINT
Array IDINTO,10 MDINTO,10 DB1,DINTO,10
Hoat IREALO MREALO DB1,REALO
REAL
Array IREALO,10 MREALO,10 DB1,REALO,10
String String ISTRING0.10 MSTRINGO.10 DB1,STRING0.10

98

All brand and product names are trademarks, registered trademarks, or service marks of their respective hold-
ers.

Siemens STEP 7 Item Syntax

The following support for Siemens STEP 7 Variable Table (VAT) syntax is considered to be limited. Care must
be taken as the data type for a given S7 data type/suffix may differ from the data type for the same S7 data
type/suffix in the specified product. S7 data types not included below are not supported by this driver. The fol-
lowing information is intended to be a guideline for users that are already familiar with and/or prefer the syn-
tax of the specified product. For preferred item syntax, refer to Standard S7-300/400/1200/1500 Item

Syntax.

Address Syntax

Input, Output, Peripheral, Flag Memory Types
<memory type><S7 data type><address>

Timer and Counter Memory Types
<memory type><address>
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DB Memory Type
DB<num>.<S7 data type><address>

where <num> ranges from 1 to 65535.

® See Also: Examples

Memory Types

Memory Type Description Address Range Data Type Access
I
E Inputs Read/Write
Q :
A Outputs Read/Write
Pl )
Peripheral Inputs Read Only
PE Dependent on S7 Data Type
PQ . :
PA Peripheral Outputs Read/Write
M .
F Hag Memory Read/Write
DB Data Blocks Read/Write
T Timers TO-T65535 DWord, Long Read/Write
C0-C65535 .
Counters Word, Short Read/Write
z Z0-Z65535

® Sce Also: Examples

Accessing Structured HBementsin STEP 7

For the Siemens S7-1200 model, STEP 7 accesses the Counter and Timer structured elements as complete
whole structures instead of individual tags. For more information on the element offset and its server
address equivalent, refer to the tables below.

Counters
BHement Data Type Offset Server Address Equivalent
Count_UP Boolean 0.0 DB1,C00.0
Count_Down Boolean 0.1 DB1,C00.1
Reset Boolean 0.2 DB1,C00.2
Load Boolean 0.3 DB1,C00.3
QUP Boolean 04 DB1,C00.4
Q_Down Boolean 0.5 DB1,C00.5
PAD Byte 1.0 DB1,B1
Preset Value Short 2.0 DB1,12
Count_Value Short 4.0 DB1,l14

Timers
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Hement Data Type Offset Server Address Equivalent
Start DWord 0.0 DB1,DO

Preset DWord 4.0 DB1,D4

Elapsed DWord 8.0 DB1,D8

Running Bool 12.0 DB1,DBX12.0

IN Bool 121 DB1,DBX12.1

Q Bool 12.2 DB1,DBX12.2

PAD Byte 13.0 DB1,DBB13

PAD_2 Byte 14.0 DB1,DBB14

PAD_3 Byte 15.0 DB1,DBB15

# For more information, refer to Sandard S7-300/400/1200/1500 Item Syntax.

S7 Data Types

The S7 data type is used to coerce the data type for a tag. It does not apply to Counters and Timers. The

default data types are shown in bold.

Data . . |Data Type w/
Description [ Address Range |Data Type Suffix i
Type Suffix
0.b-65534.b
None* DBXO.b-
DB Bit DBX65534.b Boolean
.b is Bit Number 0-
15
B Unsigned B0-B65535
Byte, Char
DBB** Byte DBB0-DBB65535
w Unsigned WO0-W65534
Word, Short, BCD
DBW* * Word DBWO-DBW65534
D Unsigned D0-D65532 DWord, Long, LBCD, F Hoat
DBD** Double Word | DBD0-DBD65532 | Hoat

*No S7 data type specified. Applies to non-DB memory types only.
** Applies to DB memory types only.

# See Also: Examples

Examples
S7 Data Type Data Type Input Flags Data Blocks
None 10.7 MO0.7

Boolean
DBX DB1.DBX0.7
B IBO MBO

Byte
DBB DB1.DBBO
W IWO MWO

Word
DBW DB1.DBWO
D DWord IDO MDO
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S7 Data Type Data Type Input Fags Data Blocks

DBD e RS DB1.DBDO

All brand and product names are trademarks, registered trademarks, or service marks of their respective hold-

ers.

Note: The offset for an atomic type tag in a data block is denoted by the column "Address" in Step 7, as
shown above. This offset is denoted by the column "Offset" in the Siemens TIA Portal programming envir-

onment.

Softing S7/S5 OPC Server Item Syntax

The following support for the Softing S7/S5 OPC server is considered to be limited. Care must be taken as
the data type for a given S7 data type/suffix may differ from the data type for the same S7 data type/suffix in
the specified product. The following information is intended to be a guideline for users that are already famil-
iar with and/or prefer the syntax of the specified product. For preferred item syntax, refer to Standard S7-

300/400/1200/1500 Item Syntax.

Address Syntax

Input, Output, Peripheral, Flag Memory Types
<memory type><S7 data type><address>:[<suffix>]

Timer and Counter Memory Types
<memory type><address>

DB Memory Type
DB<num>.<S7 data type><address>:[<suffix>]

Where <num> ranges from 1 to 65535.

® Sce Also: Examples

Memory Types

Memory Type Description Address Range Data Type Access
I
E Inputs Read/Write
Q .
A Outputs Read/Write
PI i
Peripheral Inputs Read Only
PE Dependent on S7 Data Type
PQ . .
PA Peripheral Outputs Read/Write
M .
F Hag Memory Read/Write
DB Data Blocks Read/Write
T Timers TO-T65535 DWord, Long Read/Write
C0-C65535 .
Counters Word, Short Read/Write
z Z0-Z65535
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® Sce Also: Examples

S7 Data Types

The S7 data type is used to coerce the data type for a tag. It does not apply to Timers and Counters. The

default data types are shown in bold. Suffix is not required.

Data . . |Data Type w/
Description |Address Range |Data Type Suffix )
Type Suffix
0.b-65534.b
DBX0.b-
None* .
Bit DBX65534.b Boolean
DBX** R
.b is Bit Number 0-
15
Byte Byte
B Unsigned B0-B65535 v v
Byte, Char Char Char
DBB* * Byte DBB0-DBB65535 . .
String | String
) Word | Word
W Unsigned WO0-W65534
Word, Short, BCD INT INT
DBW* * Word DBWO0-DBW65534
BCD BCD
DWord | DWord
D Unsigned D0-D65532 DWord, Long, LBCD, DINT DINT
DBD* * Double Word | DBD0O-DBD65532 | Hoat BCD BCD
REAL | REAL
*No S7 data type specified. Applies to non-DB memory types only.
** Applies to DB memory types only.
#® See Also: Examples
Suffixes
Suffix Description Data Type
Byte Unsigned Byte Byte
Char Signed Byte Char
Word Unsigned Word Word
INT Signed Word Short
DWORD Unsigned DWord DWord
DINT Signed DWord Long
Two byte packed BCD for Word references BCD
Value range is 0-9999
BCD
Four byte packed BCD for DWord references LBCD
Value range is 0-99999999
REAL 32-bit IEEE floating point value Hoat
String S7 String String
Examples
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S7 Data Type Data Type Input Hags Data Blocks
None 10.7 MO0.7
Boolean
DBX DB1.DBX0.7
IBO MBO
Byte
—- e DB1.DBBO
B
DBB . .
) ) IBO:String MBO:String
String (String) :
DB1.DBBO:String
W0 MWO
Word
- S DB1.DBWO
wW
DBW
IW0:BCD MWO0:BCD
BCD (BCD)
— e DB1.DBWO0:BCD
IDO MDO
DWord
— e DB1.DBDO
D IDO:BCD MDO:BCD
LBCD (BCD)
DBD - -—-- DB1.DBDO0:BCD
IDO:REAL MDO:REAL
Hoat (REAL)
—- oo DB1.DBDO:REAL

All brand and product names are trademarks, registered trademarks, or service marks of their respective hold-

ers.
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Index

A

A required code page is unavailable on this machine. Tag generation may fail or tag names and descrip-
tions may not appear as expected. | Required code page = <page>. 48

Address Descriptions 26

Address Syntax 31, 90, 93
Addressing Options 18

Allow Sub Groups 15

Appendix — Channel Properties 62
Appendix — Device Properties 62
Appendix — Tag Properties 63
Applicom Direct-Link Item Syntax 90
Array Support 35,92, 94

Arrays 43

Attempts Before Timeout 12
Auto-Demotion 13

Auto-generated tag names and descriptions may not appear as expected due to string conversion
error. 48

B

BCD 25

Big Endian 18

Bits 18

Boolean 25

Byte 25

Byte Order 18

Byte Switching Suffix 91

C

Channel Assignment 10

Channel Properties — Advanced 9

Channel Properties — Ethernet Communications 8
Channel Properties — Write Optimizations 8

Char 25
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Communications Parameters 15
Communications Timeouts 12
Configured connection 16
Configuring Connections 68
Configuring Siemens Connections 64
Connect Timeout 12

Counters 36, 44, 93

CPU Rack 17

CPU Slot 17

Create 15

Created tag in group due to internal block size.| Tag address = '<address>', tag name = '<name>', group
name ='<name>'. 50

D

Data Access Errors 61

Data Block 25

Data Blocks 93

Data Collection 10

Data Types Description 25

Date 25

DB Memory Type 31,93

Delete 14

Demote on Failure 13

Demotion Period 13

Device Properties — Auto-Demotion 13
Device Properties — Redundancy 20
Device Properties — Tag Generation 13
Device Properties — Timing 11
Discard Requests when Demoted 13
Do Not Scan, Demand Poll Only 11
Driver 10

Duty Cycle 9

DWord 25

E

Error Codes 60
Ethernet Settings 8
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Ethernet Wizard 64
Event Log Messages 45

F

Failed to resolve host.| Host ='<host name>'. 48
Hag Memory 93
Hoat 25

G

General 10

Generate 14

H

Help Contents 5

Hex Strings 35, 42

How To Configure S7-1200 Connections with the Totally Integrated Automation (TIA) Portal 85
How To Configure S7-1500 Connections 89

How To Configure S7-200 Connections in Micro/WIN 64

How To Configure S7-300/400 Connectionsin STEP7 79

ID 10

INAT OPC Server TCPIPH1 Item Syntax 92
Initial Updates from Cache 11

Inputs 93

Inter-Device Delay 9

Internal Tags 30

LBCD 25

Legacy S7-300/400 Item Syntax 38
Link Type 17

Little Endian 18

www. ptc.com



107 Siemens TCP/IP Ethernet Driver

Local TSAP 16
Long 25

M

Memory exception reading the Step 7 language file. 49
Memory Types 31,90, 93

Micro/WIN 17

MicroWwin 64

Model 10

MPIID 15

N

NetLink 15

NetLink adapter 15

NetLink Errors 60

NetLink: S7-300 Address Descriptions 30
NetLink: S7-400 Address Descriptions 30
Network Adapter 8

Non-Normalized Hoat Handling 9

O

On Device Startup 14

On Duplicate Tag 14

On Property Change 14
Operating Mode 10
Optimization Method 8
Optimizing Communications 24
Outputs 93

Overview 6

Overwrite 14

P

Parent Group 15
Peripheral Inputs 93
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Peripheral Outputs 93
PG connection 16
Port Number 15
Program Path 19

Protocol Errors 60

R

Reason ='Device is not responding’. 46

Reason = 'Device returned data access error'. Error code = <error>. 46
Reason ='Device returned protocol error'. Error class = <class>, Error code = <error>. 46
Reason ='Device returned transport error'. Error code = <error>. 45
Reason ='Frame contains errors'. 45

Reason ='Unknown error occurred'. 47

Reason = NetLink returned error. Error code = <error>. 47
Redundancy 20

Remote TSAP 16

Replace with Zero 9

Request Timeout 12

Respect Tag-Specified Scan Rate 11

S

S7-1200 Address Descriptions 29
S7-1500 Address Descriptions 29

S7-200 Address Descriptions 26

S7-300 Address Descriptions 29
S7-300/400/1200/1500 17

S7-400 Address Descriptions 29

S7 Communications Parameters 16

Scan Mode 11

Setup 6

Short 25

Siemens Simatic Net Item Syntax 96
Siemens STEP 7 Item Syntax 98
Simulated 10

Softing S7/S5 OPC Server Item Syntax 101
Standard S7-300/400/1200/1500 Iltem Syntax 31

www. ptc.com



109 Siemens TCP/IP Ethernet Driver

STEP7 79

Step 7 language file failed to open.| OSerror ='<error>'. 49
STEP 7 Project 19-20

STEP 7 Tag Import 19

String 25

String Subtype 42

String Support 35

Suffixes 94

Supported Devices 6

Supported Models via Siemens STEP 7 19
Supported Models via Siemens TIA Portal 19
Supported NetLink Cables and Gateways 6
Syntax 90

T

Tag Generation 13

Tag generation failure. | Data block name ='<block name>', data block number = <block number>. 50
Tag Import 19

Tag Import Type 19-20

Tag not created because arrays are not supported with specified data type.| Tag name ='<name>',
group name ='<name>', data type ='<type>'. 50

Third-Party 90

TIA Portal 85

TIA Portal Tag Import 20
Timeouts to Demote 13
Timers 36, 43,93
Timing 11

Transport Errors 60

TSAP 17

U

Unable to connect to device.| 51
Unable to establish association with device.| 51
Unable to load the Step 7 language file. 49

Unable to read data from device.| Data block ='<block>', block start = <address>, block size =
<size>, 53

Unable to read data from device.| Memory type = '<type>', block start = <address>, block size = <size>
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(bytes), 55

Unable to read data from device. Block deactivated. | Data block ='<block>', block start = <address>,
block size = <size>, 54

Unable to read data from device. Block deactivated.| Memory type = '<type>', block start = <address>,
block size = <size> (bytes), 56

Unable to read from address on device.| Address ='<address>', 52
Unable to read from address on device. Tag deactivated. | Address ='<address>', 53
Unable to write to address on device. | Address ='<address>', 57

Unable to write to address on device. HEXSTRING contains a non-hexadecimal character.| Address =
‘<address>'. 58

Unable to write to address on device. HEXSTRING length is different from tag length. | Address =
‘<address>', HEXSTRING length = <length> (bytes), tag length = <length> (bytes). 58

Unable to write to address on device. HEXSTRING length must be an even number of characters. |
Address ='<address>'. 58

Unable to write to address on device. Time of Day string contains a syntax error. Expected 'hh

mm
ss.hhh'format. | Address = '<address>', Time of Day string = '<string>'. 59

Unmodified 9

w

Word 25
Write All Values for All Tags 8
Write Only Latest Value for All Tags 9

Write Only Latest Value for Non-Boolean Tags 8

www. ptc.com



	Siemens TCP/IP Ethernet Driver
	Table of Contents
	Siemens TCP/IP Ethernet Driver

	Overview
	Setup
	Channel Properties — General
	Channel Properties — Ethernet Communications
	Channel Properties — Write Optimizations
	Channel Properties — Advanced
	Device Properties — General
	Operating Mode

	Device Properties — Scan Mode
	Device Properties — Timing
	Device Properties — Auto-Demotion
	Device Properties — Tag Generation
	Device Properties — Communications Parameters
	Device Properties — S7 Communication Parameters
	Device Properties — Addressing Options
	Device Properties — Tag Import
	Device Properties — Redundancy
	Configuration API — Siemens TCP/IP Ethernet Example
	Enumerations
	Device Model Enumerations



	Optimizing Communications
	Data Types Description
	Address Descriptions
	S7-200 Address Descriptions
	S7-300 Address Descriptions
	S7-400 Address Descriptions
	S7-1200 Address Descriptions
	S7-1500 Address Descriptions
	ep - NetLink: S7-300 Address Descriptions
	NetLink: S7-400 Address Descriptions
	Internal Tags
	Standard S7-300/400/1200/1500 Item Syntax
	Legacy S7-300/400 Item Syntax


	Event Log Messages
	Reason = 'Frame contains errors'.
	Reason = 'Device returned transport error'. Error code = <error>.
	Reason = 'Device returned protocol error'. Error class = <class>, Error code ...
	Reason = 'Device returned data access error'. Error code = <error>.
	Reason = 'Device is not responding'.
	Reason = 'Unknown error occurred'.
	Reason = NetLink returned error. Error code = <error>.
	Failed to resolve host. | Host = '<host name>'.
	Auto-generated tag names and descriptions may not appear as expected due to s...
	A required code page is unavailable on this machine. Tag generation may fail ...
	Unable to load the Step 7 language file.
	Memory exception reading the Step 7 language file.
	Step 7 language file failed to open. | OS error = '<error>'.
	Tag generation failure. | Data block name = '<block name>', data block number...
	Created tag in group due to internal block size. | Tag address = '<address>',...
	Tag not created because arrays are not supported with specified data type. | ...
	Unable to connect to device. |
	Unable to establish association with device. |
	Unable to read from address on device. | Address = '<address>',
	Unable to read from address on device. Tag deactivated. | Address = '<address>',
	Unable to read data from device. | Data block = '<block>', block start = <add...
	Unable to read data from device. Block deactivated. | Data block = '<block>',...
	Unable to read data from device. | Memory type = '<type>', block start = <add...
	Unable to read data from device. Block deactivated. | Memory type = '<type>',...
	Unable to write to address on device. | Address = '<address>',
	Unable to write to address on device. HEXSTRING length is different from tag ...
	Unable to write to address on device. HEXSTRING contains a non-hexadecimal ch...
	Unable to write to address on device. HEXSTRING length must be an even number...
	Unable to write to address on device. Time of Day string contains a syntax er...
	Error Codes
	Siemens TCP/IP Ethernet Channel Properties
	Siemens TCP/IP Ethernet Device Properties
	Siemens TCP/IP Ethernet Tag Properties

	Appendix — Configuring Siemens Connections
	How To Configure S7-200 Connections in Micro/WIN
	How To Configure S7-300/400 Connections in STEP 7
	How To Configure S7-1200 Connections with the Totally Integrated Automation (...
	How To Configure S7-1500 Connections

	Appendix — Alternate Syntax Support
	Applicom Direct-Link Item Syntax
	INAT OPC Server TCPIPH1 Item Syntax
	Siemens Simatic Net Item Syntax
	Siemens STEP 7 Item Syntax
	Softing S7/S5 OPC Server Item Syntax

	Index

