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Server ﬁ1

General |DE13i|S | Certification Path

: ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
* Proves your identity to a remote computer
« Al issuance policies

Issued to: ServerflJA Server

Issued by: ServerfUA Server

Valid from 5/ 3/ 2016 to 5/ 1/ 2019

Learn more about certificates Issuer Statement

& % 7 bt YR 3 B P AIE A5 I, 0 G AE LA R

-

.
Client Driver M

General |DE1Bi|S | Certification Path

: ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
* Proves your identity to a remote computer
« Al issuance policies

Issued to:  Server/UA Client Driver

Issued by: Server/UA Client Driver

Valid from 5/ 3/ 2016 to 5/ 1/ 2019

Learn more about certificates Issuer Statement
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Bk

B K 22 3 AT 04 50 (R 30 W R TR L B 5 Ky W B OB 41 G 1 4138 £27)
ASRE B (06 AR« 1T OPC UA AR 75 32 1, B8k 1A 25 98 S 0L 76 5247 51

SERINISh VRSB U SR AT DL S

1. B, BT | "84T8 51 Windows B k5% . 48 )5, # A firewall.cpl.

f = [ B [

—
u@v|0 v Control Panel » All Control Panel Itemns » Windows Firewall - | ¢,| | Search Control Pane! yel |

Control Panel H . . .
el Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.

Change notification settings How does a firewall help protect my computer?

®
r@

%
%

Turn Windows Firewall on or What are network locations?
off

Restore defaults

Advanced settings o ) —
. a Domain networks Connected (&)
Troubleshoot my network =

.@. For your security, some settings are managed by your system administrator.

MNetworks at a workplace that are attached to a domain

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the
list of allowed programs

-

Active domain networks: "3

MNotification state: MNotify me when Windows Firewall blocks a new
program

. @ Home or work (private) networks Not Connected ()

. @ public networks Connected (#)

Metworks in public places such as airports or coffee shops

Windows Firewall state: On
Incoming connections: Block all connections to programs that are not on the
list of allowed programs
Active public networks: = Umbrella
See also
Setem T MNotification state: MNotify me when Windows Firewall blocks a new
program

MNetwork and Sharing Center
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2. Hif T FH e M Windows B K35,

= | B [ |

@Uv|ﬂ‘ <« All Control Panel Iterns » Windows Firewall » Customize Settings |41>| | Search 0 |

Customize settings for each type of network

You can modify the firewall settings for each type of network location that you use,

What are network locations?

l@l For your security, some settings are managed by your system administrator,

Domain network location settings

[ Fi @ Turn on Windows Firewall

[] Block all incoming connections, including those in the list of allowed programs
Motify me when Windows Firewall blocks a new program

f@ (71 Turn off Windows Firewall (not recommended)

Horme or work (private) network location settings
[ 5 @ Turn on Windows Firewall

[]Block all incoming connections, including those in the list of allowed programs

Motify me when Windows Firewall blocks a new program
f@ () Turn off Windows Firewall (not recommended)
Public network location settings

r@ @ Turn on Windows Firewall

[] Block all incoming connections, including those in the list of allowed programs
Motify me when Windows Firewall blocks a new program

f@ (7 Turn off Windows Firewall (not recommended)

OK ] [ Cancel

b

3. KERT KA S E A
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4, Rl mEBE"

-
@& Windows Firewall with Advanced Security

= | i |

File Action View Help

«=|EBE

&3 Inbound Rules

Qutbound Rules

5‘1. Connection 3ecurity Rules
i3 'EI Maonitoring

@ Windows Firewall with Advancy BRI el tr b LT e Security on Local Computer

ﬁ Windows Firewall with Advanced Security provides network security for Windows computers.

-

Overview

@ For your security, some settings are controlled by Group Pelicy

Domain Profile is Active

@ Windows Firewall is on.

O Inbound connections that do net match a rule are blocked.
'@' Outbound connections that do not match a rule are allowed.

Private Profile

@ Windows Firewall is on.

O Inbound connections that do not match a rule are blocked.
'@' Outbound connections that do not match a rule are allowed.

Public Profile is Active

@ Windows Firewall is on.

Q Inbound connections that do not match a rule are blocked.
'@' Outbound connections that do not match a rule are allowed.

Windows Firewall Properties

m

5. #E“Windows Bk 3% & f:".

6. 7E /5 I B A% h ok PN TR
7. AEA IR AE AR P BRI

www. ptc.com



OPC UA it & & i 8%

8. XU KA, wE O,

gF New Inbound Rule Wizard

L

L

[

-

Rule Type

Steps:

Fule Type
Protocol and Ports
Action

Profile

Mame

Select the type of firewall rule to create.

What type of ule would you like to create?

") Program

Rule that controls connections for a program.

@ Port

Rule that controls connections for a TCP or UDP port.

' Predefined:

BranchCache - Contert Retrieval (Uses HTTF)

Fule that controls connections for a Windows experience.

Custom rule.

< Back [ Mead = ][

Cancel
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9. FEURFSE KA HiNE O

10.

11.

12.

13.

14.

g New Inbound Rule Wizard @

Protocol and Ports

Specify the protocols and ports to which this nule applies.

Steps:

@ Fule Type Does this rule apply to TCP or UDP?
& Protocel and Ports @ TCP

@ Action ) ubp

@ Profile

@ MName

Does this rule apply to all local ports or specific local ports?
1 All lecal ports

@ Specific local ports: |
Example: 80, 443, 5000-5010

| <Back || Ned> || Cancel

e

i N 73 e 4 o ) UA 3 5

LR N

IR £ 7 IR T AP BROABEE Ny TCP.

LER T

W 2R EOR 2 A o 2 EE 48 IR 55 A%, DUAE T DL INE AT . S8 i, i Bl R iR i

WEEF

OPC UA % 7 i IR 3h 72 5 8 i

“EIE R 3RS T ER AR R OPC UA RS 2%, BLE S UGN, LA EHNRMEH E R . F R UA
7 i W E S S, R DL U AT R

1.

2.

3.

H, AT RGPS R R R SRR R, R mE".
W | R R E .

E R BRI EERE T h L, LFE"OPC UA B P 3", AFHE"F—35".
"4 SE MR R BN IR, B EE AR, R E R

BT R — 3B R A] DR B BN RAL R BRI I E

FE"UA BR 55 88", 5 I 55 &5 ¥ 3 A5 URL =3 iy A\ 3“3 ;) URL" 5= B .
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7. B, AT LR R B L) bR SRS R T SEHL B R B .
a. Wir2Z2A“ER KM URL"S H,

b, TE“RILME O"SHb, N8RS 58 T AL L 6 2 Ao A0 115 o BRIN 15 N 20 il , IF
BRI S 2
VER A E A & TR O 4840, A, 0 IE A A R BUIR& A, WE T L B
N IR 0 LS.

C. WIS T M, TR
d. B BITENL. L4 "localhost" (15 fi H B /E“AHb T B4 X T T,
e. BIFHENLLE R RS 2M51%, AR5 R TT IR 5% 88 I 3% B 15 7 10 5 A

f. Bk AT b o TR R L UA 55 45 1 75 08 16 4E T8 1 R L2 Hoh s R R 3L
URL". IX & 4 Jaj 5 280, B3 52 T 47 HoAll UA 25 77 i SR B R 1

g. i HasE". i AR BRI UA RS & DU b . TR — B
8. T —B R A R “UA SIE" P IECABLE . WRF L AR DUE X HaE AT Al .
9. BN —B", SRR 1 H A B RS OR B S . AR T AT
10. BEHENCA" RJ5 P2

OPC UA & P i #t %

V& 1A AT G 5] BB AT B OF H SR S AT SN OPC UA IR 5% 2% v i 330 . 8 % v 1 T A5 300 40 AR 40 T 4
B BT R T 2 AR B[R — I8, DA LA [F) 09 5E B (A B AL . A ORI I UA & P i &
WS, HIRB LT Ui AT R

1. ES, wEEHAEE, R)E R R R A
2. fE"ZFR", BN OPC UA % i B4 R 4 85, AR B i T — 28"
3. REEARE, RIERE T B ksl IR, AR LS X AT

4, FE"A", B EEER NI, M55 & IR TS R R AR 0 YA s RN, U 4 i T R
AIEW . AR EHE S, 52 SRR .

5. HE T A 00, 4 St RIS RN A S S B . ST IR B
&l T —

6. BEEMCE", RGP AT S8R TN M IURE 42 [ IR 55 4% 1038 30 A0 B4 44 PRI 2 L AE e R AT I AR

e
FE OPC UA % /7 i Hh 78 0 ) T AE 7Tl OPC DA %% 7 3 il W o DA A8 3801, ¥ #4 DA R Bt W BEAT #R 4 .

1. ®H“TER"|"F3) OPC Quick Client”. 2 3. 5 A 3y OPC DA fiRk 5% #% 1 £z, I H T i I 1) T4 3
AHAE
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[E5 oPC Quick Client - Untitled *
File Edit Wiew Tools Help

=10/ x|

M=o

LEe® FmeX

[+ OPC.Server.ProgID
UA Session. _System

LA Session.UA Subscription. _System

@ UA Session.UA Subscription.Channell

Item ID

& |Da13 Typel'.l’alue |T|mes13mp| Qualit!_fl

LA Session.UA Subscrip... Word

10726 05:09:18 Good

2. W55 OPC UA GHIE H 30T SR )5, 36 UE 204 it i R 4 JF HE IEAE 58T

b YAl

OPC UA [ TE A 5 A&7 ity , T2 B ) T 281 G St 1t e o T 46 A i 7 5% o E BB T Y IR 55 % — ), OPC
UA ik 55 #5 75 B S 38 45 e 55 4% 77 i b 55 OPC DA JF A7 1 % 45 11 o A2 % T8 1) % 7 3 — 1), OPC UA %% ™ i 4K
B R e T A e % 0 T — A SO0 ) K Sh A A AR . /RO — Rl TR, OPC UA ML & B 88 v] 75 Bh (i B 52
{5 AR RIE A5 A0 UA IR 55 % i 200 DA 25 )7 S B S R Fp & — A B I 3R s A% e 4 1F » mT 3k — 20 19 5t UA 538 8 ok
T % BT IBAE RSS2 — AR SS AR, R Z IR AR 3R 1 5 HoAt OPC DA iR 55 4% (13 4% .

R B N T 2R A A% 3 B m R & U
S £ M 95 4 A MG B2 OPC DA % F 3 B G 5OHR o UA WA We 7 55 B 0t 2 4 10 32 L i e

THELA
SR
: DA % J™
1 Jiig (HMI)
[ DA
DA k% %5 DA % [ : T - UA %K -
:| UA
T S
|
B !

REKE S8 DARFE BN ZERATRE
SB35 % 55 23 P OPC DA % i K 5 i 5K JE 45 OPC DA R 45 2% . 445, ' % b % 4 J7 53 A% OPC DA %

T 2

SEREIE
: DA%
: T 3 (HMI)
|

UAEFﬁﬁ%il UA
|
|
|

TEM 2

- UA FEJE -

BEMRS

[or

J7 o B A B A AR -
HEBL

HE R %
|
|
|

DA

DA R % %% DA ’@)‘:iﬂ” : :

: UA
|
|
DA i %% DA ”@?Fﬁ%:

UA ”@?Fﬁﬂ: [ ua
|

DA &P
B (HMI)
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AR HE B 4R

AL o B e AT B I A

WO HERR SR
ERERE N EET AN LEERE VARG

MUAZFPomdl B EEE 3 UA RS &

ZB1T UA MRS 28 B #n it EHLA H A UA B 7 3w BT 3 38 B9 X 4%

T T IE# B3R A URL #E#3) UA R 8

ERUARZENZABESHBIEH LN EH)

Xt Tl i DB R A UA IR B 48 RIZER BBt 2%, T H BT ping #R1F

BERET VANEREERRABISHAHE

AR XIEE D AT LR EE UA RS H

T BE AR IR -

1.

2.

W T AN IE T ) % 4 Bl B U
A JE R B A A

3. UA IR 55 % A1/8 UA % s iiE 1 A ROH BT 4980 R4 H .

FERTT R+

1.

2.

3.

4,

5.

BRI TE UA iRk 55 & 2 S e B AN B A & .

U RN T 2z Ak, ) AR T R R T AE e TR D 2 4 R
PATIE A 22 e

SR LI AE

T AURAE 5 LA A R 1 R I IE S

M UA Z - S i B i B V5 F £ UA R % 4%

T RE FRI AR IR -

—_

R B 1 B ) A S e AN TR

i AR AE UA JIR 55 45 B R

UA JIe 55 #4835 D AT H & " 25 H

UA I 55 s At 53 20 F L IE 88 o (E 3 ARORE B S0P 77 B I 55 AR 18 AT I .

FERTT R :

1.

TN AR UA AR 55 4% o ST S o i 11, JF 85 I o 1 "5 B N 17 I8 1) 3 11 o R0 5 BT AL
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4
2. 7 UA R4 #8541 EJE 3h OPC UA Fid B 45 F 8%, LASG RS S 2 s .
3. AR AECE . BT " HE R, 7 OPC UA JE R4 b i e s e # "B .
4. HINE AT E R
5. MECERAFIUH . JFAE R GE 5 QR A7 R 38 AT I BT A0 B o5 o e ™

24T UA REZ B0 B AR THEN A HILAE UA & P i Bridl I8 5 B 4

] RE B AR IR -
FLBR T SEHL 0 A 5 0 B0 4 5 LR U SEHLAT B OB T TAR AL, T A28

R YTT R

A UA R 5 38 08 S0 B UA BC B 2 38 (13 20 URL. 2R )5, 76 UA % 7 B DK ) 72 57 8 T8 o T 30 i\ 3 1
URL.

Touk @it IEA A3 A URL 83 UA R 5%

] BEHI AR IR -
1. R R v A Al B I8 AT RE A A8 VI I B i (1 4 8080) AT 2
2. R 55 4% i B b A /52 S HLIC B O R AR N P I 1 SR B R B UA R 55 A i SEL .
3. Windows i K3 BH 1ok B UA %57 i i 4% A1 K .

fBRRTT R
1. AE AL kG 9 UA BEIEE AT I — o o B0, J0HT BB UA IR 55 4 10 3 3 11 DL il
B K 35 BT eV 1R i 11 AH DG

2. AE g H A G B e k. SRS, UA B S ) URL RS A % i 2 1P skl DL T UA IR 9% 6% o s
() 3 115 (% e A TR R T e 1 R OR R )

3. 53 I T 914 70 E] Windows 9 K 8

EE UVARFZFSBNZATESHRIEIZNEN)

] RE H AR IR -
UA I 55 8 [11% /13 22 16 S M R B 4 BRI T WA N B
FRYTT R

AR S5 AR, RS ERDRILIE P U H o "9 | BB, KA OPC UA & 20 rh i) % ) i 2 1 i
B, MLV RTFELER"ENR"

ERE:
B AT S O BT, 7 IR S5 A BSE (AL T R AT R P B, DURCE 2
5.
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T b DR UA R S5 #8 KIS 18 R I BE B 2%, X H 34T ping ##1E

] BB B AR IR -
B ph 52 P10 SRR T A O R I ping.

RRTTR
TINS5 28— S 19 B 111 28 PR RIS Ping”. 4 AR I 3K 45 ping WIS L 5 P W

BERET OPCUAKERIEBRABEHAEE

I RE BT AR IR -

OPC UA IR & 282 W & Ja H .

FRPRTT R -
T 30 25 08 R AR Y o R G| U R 6 DR 9 9 K9 UA S
A T R
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HHEWHE R

LU AG B ROk A 2 3 R 7 i vh s A HE BRI e o 5T B e R L AN HE R A H RS B
K, 20 OPC ess as Bl MRS &M H B S 2 W WAH S, BB TR @w, Hpha R
REFR ALY BRI RE (5 B &) MR e 2 .

RN R BB IR (B =07 PR, BAE RE AE) B VR A R o R R A RN A A AE A
A R B SCRY A 7T X LS R .

kP <BAR> WA RRIBIT N AHERF .

HIRRA.

Hix

HREKI SR -
4 5 R P AT A2 B
] RE BRI TT R «
R EE DU S
2. VSR GUE B GU R o DI AT 6 B LR
3. UE A B 4 0 TR 06 S SR H 065 T RO B A7 5

e UEE:

Application Data ("B H & )7 24", IR 2% 45 5 W), PA 2% <a
href="https://www.ptc.com/support/help/kepware_doc_resources">Secure Deployment Guide ( € 4 ff] i &
6 7 ))</a> 1 ) Application Data User Permissions (“I Fi T2 ¢ $4i F F AR ") & 45

UABRFB/IEFCEFHFMER. UAZ PSR UBFEEFIES 4 BT EE.

HRRA
%4

UAZFPHEIEFEBECETRHR. UAIRSEUFELETIER, BPEIRS
BREARHETEE.

BIRRA:
%4

UAZFHIES <B WA R> CRIEL. REBSLTERZE WK EE.

HiRRE.
7

UAZFRIES <BFRAR> OREE. RESTURRE PR EE.

HRRA
%4
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UA IR % 88 iEH '<HR 55 28 44 7R >
iR 2% 2% .

"EREL VAR ESNEFTEEER

HiRRA:

73ES

UA IR %5 38-E 5 <R 55 28 48 7% >
%8

'EREE VAR EESIEF T ERER

R R .

7oA

UA iz 55 83 3E 5 '<HR 5% %% 4 k>
BRFATEREZERSS.

'ERMERGAERRS " “UA F 7 i IR 3

iR KA.
7 de o

UA & P 3 iE 45 <% F 3 44 7% >
WURRE K EE.

'ERMERGENZ " UA RS IE

HiRRA

E73e 5

UA & P 5 iE 5 <% P 35 46 9K >
REERRE b EE.

'ENRGERNE PRSP B UA RSB

HIRRE.

K73

UA IR % 88 E 5 <R 55 28 44 7R >
NEFLEERERSH.

"ENREENREHE T BER. UA Z iR

HiRRA

7ge o

WA <url> BRIME UA RS

o

R R .

7oA

Y R '<url>' B\ UA RS2

B

HIRRE.

7o

UA RELIR 55 2% <R 5% 2% 45 7R >
&N

"B, UA AR % 2 im R LR VT DAY B Bk UA

HiRRA

73e o
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UA RBLIR 55 38 '<HR 55 B A& > BB . UA IR 5538 4 = A B8 BRI AT 2t UA
RIS

HIRRA:
%4

AR '<url>' o2 H.

HIRRA.

73S

UAZFIRBSBFIERS A UAIRF[BLAGEEFIES, B REHESF
A ReHATEE.

HRRA:
%4

UABRFB/IEFC I UAZ b FUEEFIES A RR#TERE.

HIRRA:
%4

WA <url>'2EH.

HIRRA.

73S

N Z 45 42 B & P o

UA 2 7 i UE 45 <k 5 4 8K >" QORI 2 52 5 AE (K % 7 3 o UA AR 35 2 DLFE R 45 52 0Kk B & 7 i ) B4 4%

B ZEEKE S R

UA & 7 S E 15 <3 A4 K >' © S A8 AR 1 2 )7 i R RS Bk o UA IR 55 4 45 AN 52 % 7 o (38 4%

EAZFEENES N

UA % P i iE 45 "<UEF5 A4 FK>" B 46 . ARk 55 385 A 12 32 7% 7 i 1) I 4%

BEZEENE 5

UA 2 /7 i IE 45 <UiE 2 FR>" CAHUE . IR 55 a5 R 45 52 % 7 o A 32

SMZEERRS R

UA iz 55 #8 IE 45 "<UiE 5 4 FK>" QOSN3 52 45 A R 55 4% o UA )7 i SR B A% e BILAE AT DL ¢ 310 R 55 4% -
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B B A5 AE B9 R 55 2%

UA JI 55 88 IE 45 "<UE 5 4 K>" B S A5 AR IR 55 4% th R B o UA %2 ) s B 5l 12 P T vk 3 4 21 IR 55 4%

16 4 25 A B9 R 35 2%

UA IR %5 28IE 4 "<UEB 2 FR>' SRR 4 . UA % 7 o IR0 12 /5 T VB R B IR 55 3% .

EHERGAER RS S

UA IR %5 25 IE 45 '<UE B 2 K> SRS . UA % 7 i IR 30 A2 /7 7l DAIE 2 B IR 45 3% .

7 hn ¥

C0 K 3 A "< 8 SO RN E] UA IS5 25

J& F ¥ R

i < A E > A

R I R

i < L E > DR

B R ¥

CURF i i "< 108 > M UA S5 8% A% ER

B hn R IR 5 2%

LA I A BLR 55 4% "<UE A5 44 FK>"o UA Jik 55 4% diit s B AE R A e 0k 55 2 b v M .

% bR R B 55 4%

RIS A% <UEAS 44 FR> O BR o UA AR 55 &5 S 15085 AS B 21 0 5 B0 AR 55 s

EHBEE 7 WE T

UA %5 )7 S K 5l B2 P IE 45 © 59T U« B4 % 7 i B BN 72 1 RE 63 3%, UA IR 55 4% 5 25 AR HEF

HHF AR RS A EH

UA IRk 55 @ UE 15 BB UK « UA 28 ) Sy if 2245 A8 E 15 A4 RE BEAT % .
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OPC Foundation 6
OPC UA #(#2 15
OPCUARBLEEHE 6
OPC %45 15 IF] (DA) 6
OPC 4t —24&#4 (UA) 6

U

UA KDk 55 4% "<HR 55 4% 44 PR >" LS o UA B 35 4% i sl BLAE W] DO 20 UA R B 55 2% . 29
UA KD AR 55 4% "<HR 55 o 44 PR >" A% B o UA B 35 4% i sl AS BE FEVE M 2 88 UA B BAR 55 4% - 30
UA IR %5 35 IE T '<HR 55 #5  FR>' CRIE L . "UA % P ol IR ) R P ek e B k55 #8 . 29

UA il 55 85 EF5 <P 55 28 A4 PR >' © M52 (5 AF B0 M 55 4 P B B o UA %0 7 i SR 30 B2 e To i HE e R 55 4%
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UA R %5 25 1E 1 <R 5% 38 & FK>' D2 54T . "UA % P i IRBNAR 7l E# 2R % 3. 29

UA JI 55 8 UE 15 "<IR 55 8% 44 FR>" SOl I 222 5 AR 1 55 287 “UA %7 i 3R Bl AR 5 "B ) 0 42 28 I 55 4%
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UA I 55 25 IE 5 2 3 N o UA % ) Siig b ZUE AR BIE 5 4 Re EAT E#2 . 30

UA R 55 83 30F 15 B H R - UA 728 P i & U5 AR 8E B A Re kAT 4 9% . 28

UA %7 i BRE R P AE 5 2 N o UA ST 85 i VS AR BT IE 3, %7 o SR % 5 A RE AT 4% . 30

UA % 7 3 3R 2l 7 FPAIE 45 © 8T UK « UA IR 55 4% 0 UE AR B+, &7 im Sl i 4 e b AT i # . 28
UA % o UE 15 < )7 o 44 k> SRR 4 . IS5 a8 Tk 2% ) i i i % . 28
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