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General |De13ils I Certification Path

ﬁ Certificate Information

» All issuance polices

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
* Proves your identity to a remote computer

Issued to: Server/lJA Server

Issued by: Server/JA Server

Learn mare about certificates

Valid from 5/ 3/ 2016 to 5/ 1/ 2019

Issuer Statement
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This certificate is intended for the following purpose(s):
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4., WHLE, HB Y RERE WE. B TXERRESH/MEE, KX —F sk RrimE o)a HE
W ) 5 o X B R BRI 0 AU X RV B L N e . WRAF B2, Fik#H
“To”. BULIEFIIH P TR T B &2 2 2R .

5. Xf HENEBEAT AH N RS, BT

A
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6. ZHMim L, WAESIRPIESRE, REETBR".

7. hfg R RGFE A B EER, R E L IR S N B R 55 A s AT . i R ST
WARIZAT, WA B B B by, AR E LR BB AT

RIS (TiE)
P& OPC DA [f FH /' 1 it 4 #4 2% OPCEnum, %N F 2 /7 76 IR 45 i S ML B A Hig 17,
55 s B UL AR E BN % P v o B v WL B HE R 55 T SEHLAE 2% B AL E

H—ABR% AT OPC UA AR %5 28 REMBTE “CL 40700 B 4 R B, AT 7E 2 F°F & B0 B0 T 32 45 20l 1 m] A 1 o
RSO AR H R BLIR S (LDS), Bl % 2 3 £ 1847 OPC UA IR 45 #% 4 & iF E ML £ (5L T OPCEnum Bt
KZHMAH OPC IR %48 —il2 % 3%). T LDS B JF &K FIsLifi 7 A5 OPC UA A& 5 B FER N, TRt iZ Ik %
BB 2B A

VR RS SN AR T AL LDS, (B Lo H L B A 7E LDS HiE .

Bi7 K 3%
B o 2 2 1 AR BUB A9 A2 NGB AR R (PR 8 “IE 1 8h 16 R &) LR 5 B k5 9 i B B Ah (B8 “Bil 4138 15 )
ANKE R AR NGB AR . BT OPC UA ANTG ZE[al i, [A it AT I 55 &% 1 AL 24 61 4h

BRI A, 1 7 IR S5 2 AL B AT LR R .
1. B4k, wETFH"4E4T7E 5 Windows 5 k1% . 2R )5, B firewall.cpl.

¥ 7T HI i) OPC DA Jik

= [ [ |

- | 3 | | Search Control Panel [

u@v|ﬁ v Control Panel » All Control Panel Items » Windows Firewall

o
Control Panel Home @
Help protect your computer with Windows Firewall

Allow a program or feature

! ! Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall

through the Internet or a network.
[/ Change notification settings How does a firewall help protect my computer?

H Turn Windows Firewall on or What are network locations?

off
'{g' Restore defaults

.@. For your security, some settings are managed by your system administrator.

l '@-‘ Domain networks

Metworks at a workplace that are attached to a domain

'{g' Advanced settings
Connected (#)
Troubleshoot my network

Windows Firewall state: On

See also
Action Center

MNetwork and Sharing Center

Incoming connections:

Active domain networks:

Motification state:

. '@-‘ Home or work (private) networks

l '@-‘ Public networks

Block all connections to programs that are not on the
list of allowed programs

-

&

MNotify me when Windows Firewall blocks a new
program

Not Connected V

Connected A

Metworks in public places such as airports or coffee shops

Windows Firewall state:

Incoming connections:

Active public networks:

Motification state:

On

Block all connections to programs that are not on the
list of allowed programs

= Umbrella

MNotify me when Windows Firewall blocks a new
program
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2. HT IR ER H Windows B K 35”7

-

ESREEN)

@Uv|0 <« All Control Panel Items » Windows Firewall » Customize Settings ‘¢f| | Search 0O |

Customize settings for each type of network

You can modify the firewall settings for each type of network location that you use,
What are network locations?

l@l Faor your security, some settings are managed by your system administrator,

Dormain network location settings
I % @ Turn on Windows Firewall

[ Block all incoming connections, including those in the list of allowed programs

Motify me when Windows Firewall blocks a new program

f’?] ) Turn off Windows Firewall (not recommencded)

Home or work (private) network location settings
I %i @ Turn on Windows Firewall

[] Block all incoming connections, including those in the list of allowed programs

Motify me when Windows Firewall blocks a new program

f@ () Turn off Windows Firewall {not recommended)

Public network location settings
I Ji @ Turn on Windows Firewall

[] Block all incoming connections, including those in the list of allowed programs

Motify me when Windows Firewall blocks a new program

f@ ) Turn off Windows Firewall (not recommencded)

(8]34 ] [ Cancel

A

3. WUEP kI A .
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4. Bl RHAEARE"
' B
& Windows Firewall with Advanced Security E@g

File Action View Help
@

" A EE R R W ) Windows Firewall with Advanced Security on Local Computer

&3 Inbound Rules
Outbound Rules
¥ Connection Security Rules

-

‘ Windows Firewall with Advanced Security provides network security for Windows computers.

» B Monitoring

Overview

® Foryour security, some settings are controlled by Group Policy

m

Domain Profile is Active

@ Windows Firewall is on.

Q Inbound connections that do not match a rule are blocked.
'@' Outbound connections that do not match a rule are allowed.

Private Profile =
@ Windows Firewall is on.

Q Inbound connections that do not match a rule are blocked.

'@' Outbound connections that do not match a rule are allowed.

Public Profile is Active

@ Windows Firewall is on.

O Inbound connections that do not match a rule are blocked.
'@' Outbound connections that do not match a rule are allowed.

Windows Firewall Properties

5. i “Windows B X 5% & 1.
6. FEZANE M R FECNTEHI .
7. FE A0 B AR A% P R BT R L
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8. XF TR S, i e 17

g# New Inbound Rule Wizard

=]

Rule Type

Steps:
Rule Type
Protocol and Ports

Select the type of firewall rule to create.

What type of rule would you like to create?

") Program

Rule that controls connections for a program.

@ Port

Fule that controls connections for a TCP or LDP port.

1 Predefined:

BranchCache - Contert Retrieval (Lses HTTF)

Rule that controls connections for a Windows experience.

) Custom

Custom rule.

< Back [ Mext = ][

Cancel
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9. EFEREE A HLdE K7,
ﬁ' Mew Inbound Rule Wizard
Protocol and Poris
Specify the protocols and ports to which this rule applies.
Steps:
& Rule Type Does this rule apphy to TCF or UDP?
@ Protocol and Ports @ TCP
@ Action ) UDP
@ Profile
M
@ rame Dioes this rule apply to all local ports or specific local ports?
1 Al lecal ports
@ Specific local ports: |
Bample: 80, 443, 5000-5010
| <Back || Ned> || Cancel
10, N 53 BE 265 B A PR UA S 2o
A
12, WUF DI T IE# M. BN E N TCP.
13. HEHHE",
14, WRCOHZ A S IEA RS %, BUER LR INEAT. 5Bk, BHHWE™ R H .
RE R I
OPC UA & J Ui IR B 72 /7 B 18

“MIE ) S H T AR AAR I OPC UA IR 95 4%, BC B i I, DL AE 1E I 4R 4 P (5 8 . A R4 m UA

7 i E IE )5 D AL M LUT W EEAT R A

1.

N o &~ e N

HE, AR T RGN EEER RS R R e, LR RE.

W R TR EE.

fE R B RARIEE R R s &, L OPCUAZR PG, R Bl F—H"
FE“48 58 X B ETAR IR, SN TE ) 4B, RS R —

FL R — BRI AT R B AR BN

FE“UA IR 287, 45 IR 55 43 10 3 s URL =3 A\ 1“8 | URL™ - B .

o, P AT DR R (L) E R, AR S LR T E L B3R B
a. WiIrcZA“ERARE URL" S 4.

b. FE“RIEE O"SHH, Hi NAE MRS & v AL L6 - 1 s 1S o BRI S N 2 RS, O

5 BRI s — B
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TER: WU S IR i o 1 4840, [R Uk, n S IEAE AR Y R B 55 4%, O 7 AE Uh T B
i N IE T B i 1S

NS R ST
d. s %5 B S HLL 49 RL 4 Mocalhost 3 A 5 e {E“ b BEBL A S T 4R 3.
e JE T SEHL LR TR 25 B8 0091 e, 4R R T A 55 9 0 6 05 5

f. Bk SR Mo RO B UA I 55 4%, 35 78 X 15 HE T8 i) R B2 Hoh | T “BE R R 3L URL”.
T4 Ry B R T A A UA % 7 s IS AR Y

g. R ERE”. un S B I UA IR S5 & DU o BT — 287
8. BT BRIl fR B UA & BN B o R 2, mIAE DUR ek AT IR A
9. BT —B", B AR K F AL A R B S o W AR T B AT
10. BEYCHE" RGBTSR

OPCUAZ PR %

WA R S5 H A B E T, I H SRR A S N OPC UA AR 25 2% A i T 152 & 0 10 BT A T00 0 4 98 T 2
PERI R E AT ES . v 2 NI F — @, PR HEAS [R5 B 8] B A AR . A ST I UA & i 1%
R, TH IR DL U B AT R AR .

1. S, W REE, R)5 R RET R TR R A
FE“ZFR™ R, SN OPC UA % ) i ¥ 4 [ 4 Bk, AR5 B i F — 287
TR BRIV E, A5 B R —2Brdk gk . i R F 2, W 7E DUJS 5 gt A7 AL .

RN, $$"ﬁ?¥$)\ﬁ” JIR 5% 4% F T O ST s AR 0 B T T b A SR AN, U 72 4 TG B AT RE
EHi. AREMEER, 1§ W BEFRRES .

5. EFETFIILE, K5 B IR I S L R AR R S . SN B , T, AR
Ja B2

6. EHEYGCE" K5 B AT SER" TN TURE A% 1R 55 45 30 30 A5 % 44 R 20 27 o6 R HEAT SRE .

gl
£ OPC UA % J7 3iig T 75 N (4 TRUELZE W] (1 OPC DA %% J7 3 il U5 o DA T~ 3aniiE , 5 4% DUR U8 I EAT #R 1 «

1. %I E"“E3h OPC Quick Client”. % & 37. 5 4 Hs OPC DA A 4% 28 BI3E 35, I H BT ¥ 0 i iUk 38 78
.

> DN

[E8 oPC Quick Client - Untitled * - 10| x|
File Edit View Tools Help

L e ] BEX

- OPC.Server ProgD Item ID - | Data Type| value | Timestamp | Quality|

A Session._System EZIUA Session,UA Subscrip... Ward 10726 05:09:18 Good
A Session.UA Subscription. _System

UA Session.UA Subscription.Channell

2. WY OPC UA EIE 5. 2R )5, 6 4 5t & W 47 IF HAE IR 78 0

BB

OPC UA B¥ 38 2 5 AR 77 5, 10 2 I 1 AT B 4L 60 2 1) om 8 38 432 Mt v 7 9 o A P 38 1 IR %% 28 — I, OPC
UA RS BN BEERS R MF S OPCDA A RO, fﬂﬁ‘ﬁimzmﬁ“ﬁﬁwu OPC UA % J7 i B
SR E A T B H A W 48— AR I RS B AR . /E N —FP T E, OPCUA BB & 3s nf s &M

ZASATMIAE TR UA 55 88 35 5 DA % 7 i SRS RE 55 & — AN B 0 3R 3 A2 48 4, AT gk — 25 1 9 UA B i

WhHZ. I TEERESRE DRSS, NI ZWE TR T 5 H Al OPC DA IR % 28 .
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BERENT] EREBEBEEER S 5
TAE R4S 28 N ARt A1 IE FE OPC DA & 7 i R I 804k « UA BB T fif v 7 R ARk 22 2 (N Im F 7 42
Computer 1 Computer 2

Communications Server Communications Server

1
| interfaces DA client

interfaces DA client
' ! ivers HMI
oA ._| drivers | IT"_ (HMI} drivers A — { )
s DA client |1
server - UA Tunnel -

|

|

|

|

|

| |
1| ua UAclient]| | UA

Device Driver B :

|

|

|

Device

KRB/ DARFBHLZLEREEHHE
IBAE IR %5 2518 ] OPC DA & J7 i WX B A2 SR 7% $2 OPC DA 45 2% . AR5, B2 bl 45 X i 2 OPC DA
B PR AR A A .

Computer 1 Computer 2

Communications Server Communications Server

| | '
| interfaces | interfaces DA client
drivers | drivers | (HMI)
1 DA | DA
|

DA | -
DA client
server 'E - UA Tunnel - |
UA UAclient]| | UA

DA | -
server _DA client

Bi7 K 58 R 8 R 22 7

B 7 BEAE 3 5 7 o T T3 8k, FH LR IE 7 B A VR U SOHL 1 19 Windows B o i A 3 1 81
(1 UA JI 55 9 36 AHO3 1) o VS0 2 LR S1A7 26X Windows B o3k i 4 1 0 e fELZ S 48 o 0 % 7 3 —
(0 1 41 25 7T 6 7 T I 365 11 ( SR 35 0 R )

Computer1 Computer2
Communications Server Communications Server
interfaces L terfaces
_ interfaces | \windows | interfaces
drivaers

. drivers |
DA firewall router I DA

|
I
Diriver A i :
[ UA »—a——%—@—%— UA client]i [ UA
i |
|

[
Driver B corporale I
[
[

Windows

firewall .
firewall

R B 3R R

A ol % AT R )

R HEER R
FE R &R P AR R\ TN Rk UA R % &
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M UAZ P i3l Wi T EE B UARF &

1217 UA Iz 55 %% B9 B A5 7 S LAt BL7E UA %% 7 3 Bt 300 B 9 I3 4% o

T B IR K% A URL 2 3 UA IR % 2

ER VAR SN ZATESHBRIE(H L NEG)

Xt 38 i OB Rl UA R 95 8% 8 18 SR B B B 4%, B vE Xt H AT ping #:1E

BERETUANBREERAMBEHHSE

B R PR AR P A\ YR UA IR 4%

T BE AR IR -

1.

2.

HFE T ALK 2% AT E S .
A5 JE R B AN AE

3. UARS Z A/, UAE P EiE BA R T4 e /8 H .

FERTT R :
1.

o &~ W DN

B UEEE UA R 55 4% % 4 ic B S0 B Ui B .
USRS T 2z Ak, ) A I T R R T A ek £ TR e A R
PATUE A5 HHe

AR BAE .

FHT AR AE A5 LA A G 1 R T IE S

M UAZ P il SR Bk F B UA IR& 28

I BE BT AR B -

1.

e B s 175 B B H R i e A IR

2. Ui RURTE UARS 4 EEH .
3. UA IR 55 4% 5 1T H JE " 45 .
4. UA IR 55 & Msi nd C8 ) HLIE®f o E, i R H 50 S50 A7 B IR 55 38 38 47 I .
FERTT R+
1.0 BN CAE UA IS5 a8 e SCT S i i H, JFAE R Bl 107 BER AN T 15 A 1 3 11 o 28 a3 AL
K.
2. 7E UA %5 #8 7 HHL )5 3l OPC UA it & 4 #1345, LAIGIF i si )8 .
3. HBRSHIE. £ GE B B, k7 OPC UA J& 1241 i) “Jik 55 & 4 1B B
4. WHINR BB E DR,
5. MECERAFIH , I 4 R GUHR 7R TR A7 KT 32 47 I T 50 A0 B i B o ™

BAT UA BR 2% 19 B A5 iH B LA B I UA 5 7 3 B B2 B9 ) 4% o

] BE AR IR -
L BREFSL 0 A R0 I 4 o o B SR AT R A T T AR Lo, TR 7R
FRRTTR -
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A UA IR 55 38 08 S0 B UA BC B B 887 (13 2 URL. SRS, 76 UA &) b B 3) F2 5 3 38 v T 20 %\ 3 1
URL.

To 8 S IE ) ¥ R URL E# 3] UA R % 2%

] BE KR IR -
1. EEI 7 i A Aol B ks AT RE 0 ATV I A B (1 4 8080) AT L
2. T BRI 55 A i A A L B DR AR N B P i SR B R B UA IR 55 A% T 5L
3. Windows i K3 BH 15Kk B UA %7 i i) A% A1 oK

fRRTT R

1. AR KGOy UA BEIEE AT IT — i 1o B0, BH s B UA IRSS &% 1 i s 5w 1 DL 4ol
B J< 85 BT o VF B i AR DG

2. {EH &G E I DR . AR E, UA % P s i) URL K3 6 e 4% 1P Mtk DA T T UA IR 55 4 3 150
3 5 (e s P R T o 1 e A e 1 ) .

3. H s 5w R B 405 N E) Windows 7 K 55 .

ER UARS SN 2R T ES 6 (8 2 MED)

] RE B AR IR -
UA % 810 % P ol 2 i S AT B4 B R TR E NS
BRI R +

AN 25 B AU T BOAR VLB o 01 F L 7R TR B L KB OPC UA R Lo 1% 7 40 1
B, AR E AR R R

TR

R AT B YO E A R S5 S (G T RGO ) o 0T A LU B A
(=

Xt T B s O # R W UA R S5 28 RIE 78 R i B8 R 2%, Tk x 34T ping B 1E

] RE B AR IR -
Bt e 25 O BR O B W B K O R W ping.

JRPRTT SR+
TINS5 5 — Sk 0 B 111285 PR ORI Ping”. 15 W DD 343 ping W BLIS , 4% Ptk

BERBET OPCUAKSERHEERABEIEZEMHAE

] R IR IR -
OPC UA & #i2Wr K 5 H -

FRRTT R+
JE B 5 BT T, O R AR ML P o i PO B LR R P B 5 48 S ) UAE IR
IWH BRI R

www. ptc.com

22



23

OPC UAfic & & # &}

FHEHEE

PURAE B Rk A B 1 R P Fiin bR B S BRI R . o ST I R R 2k AN HE S R AE B A
K, S OPC Ik s as i B MRS HBHBAEHZH WAL, bt R Kt r R, @, Ko Rl
RESR ALV B i RA (5 5 L &) Ml HEBR (5 2 .

P <BHRSBERRBTHEMNAER.

B IR R

iz
T R A R A -
50 8 R PR R
T Rl A R TT SR
1 RE R B R
2. W5 RO AR, AT 560 AE 5 T BUR
3. i B0 E 125 P45 T TR 0 7S SR 0 RUR EAT T IE

P LLEE:

Application Data (“M 2 7> 885", W AR %5 %% 35 Bh), LA K <a href="https://www.ptc.com/supporthelp/kepware_
doc_resources">Secure Deployment Guide ( ¢ 4x ¥ &5 & $8 74 »)</a> # ) Application Data User Permissions
(“FLFH A2 7 ot P BB ™) 55

UARRFFJIEFCEHRFTKR . VAR P S D REEFIES A RETER.

HIRRA.

E73e S

UAZ PR BEFIERCERME. UAIRSBLFEEFIES, ZFRES
BT RHEITERE.

B IR KA.

K73

UAZ FIRIER <B P IRAR> CHREL REBLEEIT RN ER.

HIRRA
%4

UAZ P SE <B P mAR> EREME. RESTUEZE ) WHRER.

IR RA.
7y

;A REBIED <REBLHR> CHREL . VAZ P mENEF"TEEEZER
o

B IRRA .

74

UABRESRIED <BREBLHK>EZGE. VAR RENEF TEEZRS
®,

HRRR
%4
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UARSBIEH <BEBELHK>" CHEMNE“ZELERNRE R “UAZ P IR IKS)
EFRATEEE RS H.

HRRA:
%4

UAZFIRIES <B P RAR> CHRNEZEENEZ . UAIRS BIAAER
DARR R P 3 K E &

BiRRA.
wA

UAZE PIRIES <F P IRE K> TN REBENE P I HBER. UAIRS S8
BREFIRKEE.

HiRRE.
A

UA R 55 S IEH <REB[EBHR> BN REERNRSHEFBER . UAZ F in K3
BRFLEEEZERS S

HRRA:
%4

Ui A <url>' ERINE UA RS2,

HIRRA
%4

WA <ur>'EMN UABRZEBHBR.

HiRRAL
7

UA R IR % 2% ‘<R %38 2 R > TN . UA iR 55 8% 3% 5 L 7E W) DL A 3 ik UA
RIS 2.

HIRRA.
%4

UARIIRFH <BREFBELHR> CBBR. UAIRS BN SR EEM R UAR
DL AR 55 8% o

HIRRA:
%4

W R <ur>' 2.

HRRA:
%4

UAZFREFBFERC A UARRSBLREEFIES, TP REHESF
A REHTERE.

HIRRA:
%4

www. ptc.com

24



25

OPC UAfic & & # &}

UA R SEFE RN . UAZ P i b UEEFE B A BT ER.

HiRRA:
7y

WA <url>'2 8 8.

HIRRE,

e

&I ZAEAERZ P ¥R

UA % P SIE 5 <43 44 B> ELV 0 B S 4551 108 B o UA TR 55 38 B E 4 B 20k 11 367 SO e B
BB ZEERNE S N

UA % 3miE 45 '<UEF5 44 57> N RABAE B3 7 I A% R o UA IR 55 48 1 A3 32 20 7 o 3 4%

EAZEENE ) 5

UA 22 )7 S UE 45 '<UE 45 44 FR>" COAE 48 o I 55 2 4 AN 3552 7% 7 o A 42

EEREENE P IR

UA 57 e 45 '<UIE 45 44 FR>" LA A o e 55 4% 08 45 52 %0 7 i FR) S 4%

& 0 A5 42 B9 AR 55 2%

UA I 55 48 UE 45 '<UE 45 44 FR>" S I 21 32 A5 F H9 IR 55 4% - UA %0 7 i 38 30 £ 7 BILAE AT DO 35 3 IR 55 4%

BRZEERRSE S
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ELZEERRE SR
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CUH 3 A "< a8 > UA IR 55 8 TP R Bk

I R BR 55 2%

SR I A DR 55 4% '<UE A5 44 Bk >"e UA IR 55 5 i sl DL AE 4 76 30 5 DR 55 4% 3 M o

% B R L AR 55 2%

KRB S5 &% <UE 3 A>T B o UA 55 4% i 00 AN R 0 M 280 0k 5 B AR 55 %
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UA K IR % 88 ‘<R %5 85 2 Fr>" BRI . UA IR 55 85 o S U7E v DAV I 39 8k UA R BLIR %5 %8 . 24
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