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WD EAHY. /\RAT—F TRESNTVDEEHHYET

D547k

T9S5A4 TR SA I\ —DREBARER T 1. CORIVEII9ITDE 9FATUNR AN —DFIRENFEUH ShE
T ZDFAT7OJIE. SEEBAE O/ SRADIENZ. SEBAEDO—RIFREFMIFHROE A HNE T TONET . MO0
Tl FFEAE DEFES B LT,

TOS4F RS —DREBAEEIIRR—F 1. CORILED )T HE VAT S 1\—DFEHEAE 8 D5
FTICTORR—rENFET .

TREBAE DB RATL: CORIVEDIIITRE VFATUNRE 41\ —DFEAEAE R ITENFES . OPC UA
Configuration Manager [Z&k>TE B SNDIEBHAE (FE S E A THY. rsa-sha256 7ILTVXLEZFERALTER S
N.3ETHRAVINET. BRITEZETIHE BFEOEEBRNAENITAVET.

TEEBR M EAR—b 1 CORELED VT HE. SEAEDNIUR—hENET . AUR—FShIZOZ1 T DA E
I&. PKCS12 Z4—=vb (pfx k3R F) THRIFNIEEVERA. ThLIZE. AVREVRIAE L ZE F—Om A HEF
NTWBLHELHY. NRT—F TREINTNSEELIHYFET.

FTIOXIVNDECERIIAE

F271IVA:

o <H B 2> ua_server.der
o <H B &> ua_client_driver.der

B HMR:
. BBDODREEHMNMNIF
BLZT7ITIXL:

e rsa-sha256

iL B F DR R
Y—N—IEREERTTHE ROLIHAAFOIHNRTESNET.
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-

Server

General |De13ils I Certification Path

: ﬁ Certificate Information

» Ensures the identity of a remote computer
* Proves your identity to a remote computer
» All issuance polices

This certificate is intended for the following purpose(s):

Issued to: Server/lJA Server

Issued by: ServerfUA Server

Valid from 5/ 3/ 2016 to 5/ 1/ 2019

Learn more about certificates

Issuer Statement

DFGATUNR ZAN—DFEAEER R DE FATATRIIAMRDELIITR RENFT .

-
Client Driver

=

General |De13ils I Certification Path

: a Certificate Information

» Ensures the identity of a remote computer
* Proves your identity to a remote computer
» All issuance policies

This certificate is intended for the following purpose(s):

Issued to:  Server/UA Client Driver

Issued by: Server/UA Client Driver

Valid from 5/ 3/ 2016 to 5/ 1/ 2018

Learn mare about certificates

Issuer Statement
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OPC UA Fa—kU7IL

SOF2—hUTLTIE BIEY—/\—EETLTS 2 DOYE—FaAVE1—2M T, X2 )T TRESNT=OPC UA
BRSERA I HH EITOVTRBALET .

aE =51 O Ea—H2
{3 N
1 I -
| DA 7 A | DA 7 A
| Tb | Tk
DA *— (HMI) DA *— (HMI)
. 1 I
s | SUA R gk - |
| UA uw%%?yh l UA
Fo1/7—8 : :
[ I
1 I
|

RDFEA LAVR—R UM HWLATT .

o« IVEa—%1MDUAServer 12 871— A& RALISEEY—/—.
e OVEa1—4%2 M UA Client Driver 2 AL=&{E —/\—.

3¥82: OPC DA Client Driver (E MR TavEa1—% 1 &L TERR) [&. 4488 OPC DA Server ~D&E K [ A 954
T aroariR—xr Uk TI,

AR &
HATTHHII. ROBIEERTIIBENHYET.

1. Y—=N\—TFI)r—230FH54T7ob AV E2a—RIAVA—)LLET . T#FEER8 IR |44 7OJRYIRT,
OPC UA Client Driver (BB F S4/\—1DT IZH2) & HFT .

2. Y—=—n\—TF )r—2a3vFY—N\—aUE1—FIAV R —ILLET . UA DB EEDE EN TS, 1V Rb—
VR ISE I O EEZEIR T AL EIFTHYFEEA.

SR BEOI—H—TT)r—30TlE £AVE 140 —N—EB VIS4 7o EL TR LTI S
BEBBYET . ZDHE . TATLIZJE—FT7OERT 20 EH$H 5L E1—42120PC UA Client Driver 4>
Ak—ILLET .

t¥al)7s

OPC UA (&, OV Ea—3DARL—TAV TV AT LIARTE L TP I Ir—avE X747 350D TIEE<, X.509
RIABEMEEALES. COREMIL EEERILTIEIVTATA L TARF—EME XT—DEIr TH BRI T
WET. MEX—IHMRESFTH, 2T —FEMADIEREIFBINET . IS4 7o EF—/—IL X2l
TACRESNIIEMEREIL T H-OIFIREER B ITILELNHYET. COXRBRIE FEHEOHEHHBMNIZT
TSR ENHYET .

FEOX#ICE. FaVE1—2 L DFEBAZE I7M ILDIHIRR— EAUR—b NEFNTONET . KB EFITIITL. Y
L—N\TNWATFAT (FHEFH OI7ANVEERR) 2ERATIHENDYET. FETOERTIE. ZO7TVr—an
EEEBATNSIZA TR ES—/—R CHEAZEEX R TEHIEETEET .

LETAOBETHENMS A (L. B E DR RERFVTTEET . £F1UTADLAILIE. H— S~ DI KAV £
EHTHEECI—H kTR ESLET. [HLIASRREW TGS & | S E (R OOIFrovsh e
hoo HHATACEEENTOENERE DEM IO TIE. Y—/ — DB £S5 BLTHEL,

xim
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1. AN VRATLNADINER | 7A4aV%FE 9L T, Y—/\—aUE2—42E T OPC UA Configuration
Manager 28 L3 . XIZ. TOPC UA R 1ZRIRLET

2. EBIT TAVREVAGREIERRLET . [ Y=/ \—1)L—TT. [—/\—DIREETIRR— 1Y)y
ILES. SEAEI7MNVOEBITFVERATESSMEERL TS 1 —H—IF. B BITELTT 74 DT7
INBEEETEFY.

3. H—N\—DFRAE I7AIVEY—/N\—aVE1—INSFEITIE—L . V54 TUbAVE2—R2BELET .
4. RIZ. 954 F72barEa—5T OPC UA Configuration Manager #2281 L £ .
5. TMEESINF-Y—\—12T%&RL. T1oR—M1E7)vILET.

6. Y—N\—fEAEI7MIVER DITT. TBIIEY)VILET . —\—EAE L. [EEShf=b—/\—] o1k
IR IR SN URNZK-THE A TEET

7. SBISTAVRAVAGERE | ZRBIRLET . 954 FURRSL/8—1 I —TT. 15954 7RS4/ —DFEHA
WEIHOAR— | 5EIRLET . SIAET7MIIVOB BEICFIEATERSMEERLET . 2——F. L E
IS CTT I DI7A VB EEE TEET

8. UFATUNDEEREIFANEIFATURAVE2—OF B TIE—L ., Y—/\—a E1—3RLEFT.
9. RIZ. H54FbarE1—4T OPC UA Configuration Manager 2 81 L E9 .
10. TEBEENIDSM4T7UR15TEERL. T4VR—b1%20)vILET.

1. 9SATUREBRE 7/ IILER DI T TBALIZEDIVILET . VSATURERZE (X, {EBINIF/4T7UR]
4R HIZR R EN., URI LT R TEET

H—/\—DER E

IVRARAUb

OPC UA Client A OPC UA Server IZH it 3 5I2E. 947U —/N\—DIG AT L Fa )T BB 232 H L TWL5i0
ENHYFET. ZOEMER KX T, VSATUNIERER—BE BE IR RAUNSFEEND) ZEAL T U—
N—IBETHEMERELET . RIS =1 —(E B EIN TSI RTOIVR RA UM & 54T TER B
BEXa)T(BEHEELES. TOERZHIRIL 750, RE IVRRA UM EF—/N—TURRA U E (ZDH—
N=TT)r—23 LREHKR) RCBFISEETIEE 1HUET.

BRI DIVRRAUM . A—HIUER DY —/N\—TFTVr—230 DA VA —)UE TR S ET . UVE—R IS/ 7ok
MY —N—FHE L TUER TEDESITTBIUL. I TS5 E R DEBHIWNEBETY . —/\—(F. O—HIUEHKEZFITS
FONEBEBHELLFREA. BEDIVRRAUE DB EEE QFEMIZONTIE. LT OFIEIHREVET.

1. BRI SRATLNLADI & | 7422 %H 9')v9L T, OPC UA Configuration Manager ##281L F3 .
FTOPC UA R 1 EZIRLFET

2. TH—1—DIRRALUb1ED)vI0  FEO—HILE S DA VAR —ILE ITE RSN =T 74 DIUR KAV
FEEIRLET

3. T&&KI1Z9)0ILFET,
FRAR—FBE I B TIFPATIA—IUZB I TESKSITAEL TS,

4. BEIISLT. ISecurity Policies] DB EEEELFET . ChblEH—/N\—FE THD=H. COBHEDIY
FARAVME BRGRIS—ERDOTRTOEREFALET . DFY. TIHLDIUR RA U FE B i
BIUEERALT EFa)TATRESNIEFOHFEHFALET . FXa)T W B THEMEE & "HL" #
BIRLET. COBRETIA—Y—IE Fa)T R —EZ L ITEHITHIENTEET .

5. RUL—AE SR B SN TS, TOKIZD)VILET .
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6. IVFRAVFERMITTBICE VAN TIURRAUMERIRL . THERE 124 VILET .

7. DRTLNLVADTER | 7422087 )9IL T TBAREIERIRTHIET, Y—/\—S A LAIZE B EE
BALFET. Y=/ —HIEFTINTUVVEWNG S (X TEBEB | 71 558 0oL TS84 L —ERERR 1%
BIRLET.

BHEY—ERX (AT 3av)

OPC DA ITZEE L T3 a—H—I&. H—EREE#T5a0E1—4 E TO—HILTET SN, {E AT 5% OPC DA
H—N\—F)E—FTEHELTWBISM TN T 37— 30 THSH OPCENUM [SHFEEL TLVSEE ZHN
FI. ITATURE RO T— L DY—ERZR B TE5I0E1—2DEFMERBITILEIHYFET

TV T —LITRTF T HEERH DR EHEERIR I 57=HIZ. OPC UA Server 1 BEAN | D5 FF TR H TES
H—EZRDME RSN FEL = A—HILEH Y—EX (LDS) L [EN D DH—ERIE. OPC UA Server 2E£17LTW%F
RTOAVE1—BRITA VAR —ILENTNBH E A HYET (OPCEnUM MIFEAE DI 94 OPC H—N—kbd (2>
AR —ILENTWVDIE S LR L% T). LDS DB $ £ % (X OPC UA BARITETIER ATLEW =D, H—ERDEEE
OfF BIRR TR EVET

FER COY—N\—TT)r— 3l LDS FRELETAN, ThIZBE R THLIIAE M TE=FT .

TPATIA—IL

T7ATIA—IUE FEILGWRIERS T ("EEEFERNST00" U IENET) FET071 7 o0+—ILIN TR E
SNTWLBHISN TG LIEWDRST097 ("BRA R RS S5D099") 2R AYTLET . OPC UA [Fa—IL/\whEB B ELE
WDT. H—/\—a E1—3EHW 4\ 25 Db BEHAHYET .

Blor#EB NS BITE H—/ " —aEF1—42 L TU T OFIBIZREWLNET .

1. WA TRE—R] | TIPANEEHEELTERITIZEIRL TWindows Z7A47o+—ILERBBLET . RIZ,
firewall.cpl EA ILET .
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= E S |

—
u@v|0 v Control Panel » All Control Panel Itemns » Windows Firewall - | Ju,| | Search Control Pane! yel |

Control Panel H . . .
el Help protect your computer with Windows Firewall

Allow a program orfeature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.

@ Change notification settings How does a firewall help protect my computer?

'@ Turn Windows Firewall on or What are network locations?
off

.@. For your security, some settings are managed by your system administrator.

Restore defaults

Advanced settings = —
. @ Domain networks Connected (#)
Troubleshoot my network =

&
&

MNetworks at a workplace that are attached to a domain

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the
list of allowed programs

-

Active domain networks: "3

MNotification state: MNotify me when Windows Firewall blocks a new
program

. '-@ Home or work (private) networks Not Connected

. '-@ Public networks Connected (&)

Metworks in public places such as airports or coffee shops

Windows Firewall state: On
Incoming connections: Block all connections to programs that are not on the
list of allowed programs
Active public networks: = Umbrella
See also
Setem T MNotification state: MNotify me when Windows Firewall blocks a new
program

MNetwork and Sharing Center
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2. TWindows 2747 04+— I OBE L E-ITESIL 1Z0)0ILFES

-

e[S

@Uv|0 <« All Control Panel Iterns » Windows Firewall » Customize Settings | 3 |

Search |

Customize settings for each type of network

You can modify the firewall settings for each type of network location that you use,

What are network locations?

l@l For your security, some settings are managed by your system administrator,

Domain network location settings

I&] @ Turn on Windows Firewall

[] Block all incoming connections, including those in the list of allowed programs
Motify me when Windows Firewall blocks a new program

u@] (71 Turn off Windows Firewall (not recommended)

Horme or work (private) network location settings
u,-a] @ Turn on Windows Firewall

[]Block all incoming connections, including those in the list of allowed programs

Motify me when Windows Firewall blocks a new program

u@] () Turn off Windows Firewall (not recommended)

Public network location settings

|a] @ Turn on Windows Firewall

[] Block all incoming connections, including those in the list of allowed programs
Motify me when Windows Firewall blocks a new program

.@] (7 Turn off Windows Firewall (not recommended)

OK ] [ Cancel

b

3. DPATIA—IIDE Ao TNBRIEEERLET.

www. ptc.com



OPC UA Configuration Manager

4. THMBREIZV)VILES.

F R
@& Windows Firewall with Advanced Security E@g

File Action View Help

@ Windows Firewall with Advance KU el e R T e ] Security on Local Computer

&3 Inbound Rules

Qutbound Rules

5‘1. Connection 3ecurity Rules
' lﬂ Maonitoring

-

ﬁ Windows Firewall with Advanced Security provides network security for Windows computers.

Overview

@ For your security, some settings are controlled by Group Pelicy

m

Domain Profile is Active

@ Windows Firewall is on.

O Inbound connections that do net match a rule are blocked.
'@' Outbound connections that do not match a rule are allowed.

Private Profile m
@ Windows Firewall is on.

O Inbound connections that do not match a rule are blocked.

'@' Outbound connections that do not match a rule are allowed.

Public Profile is Active

@ Windows Firewall is on.

Q Inbound connections that do not match a rule are blocked.
'@' Outbound connections that do not match a rule are allowed.

Windows Firewall Properties

5. TWindows 774 74— OF0/8F1 1% )vILEFF .
6. ERIOXRTHT. IREORMAIEZEIRLET.
7. GRIOEERTIHLULMRRIIZERLES.
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8. T#AIDELE | TIAR—+IZEBRLET.

gF New Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:

» Rule Type What type of ule would you like to create?

@ Protocol and Ports

@ Action ) Program

@ Profile Rule that controls connections for a program.
@ Name @ Port

Rule that controls connections for a TCP or UDP port.

71 Predefined:

BranchCache - Contert Retrieval (Uses HTTF)

1 Custom
Custom rule.

Fule that controls connections for a Windows experience.

< Back [ Mead = J[

Cancel
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9. M¥EOO—HILR—+IZRERLET.
g New Inbound Rule Wizard @
Protocol and Ports
Specify the protocols and ports to which this nule applies.
Steps:
& FRuls Type Does this rule apply to TCP or UDP?
@ Protocol and Ports @ TCP
@ Action - Upp
@ Profile
@ MName ) .
Does this rule apply to all local ports or specific local ports?
All local ports
@ Specific local ports: |
Bample: 80, 443, 5000-5010
| <Back || Ned> || Cancel
10. ITURFRAVMBIYYE TENTNS UA TR RAUNEASILET .
1. TRNEDIVILET.
12 ELWSORLASEBIRSN TSI LERER LET . TIAHILEDFREIFTCPITT .
13. TOKIZ)vILFET
14, —N\—IBHDIVFRAVEHEIYE TONTWSIGE & X ChEBmMLES. £ T LS. TOKIZS)vIL
THRTLES.
DATU DRE

OPC UA Client Driver Fv®JL
Frp Lo HF—R ZFE AL T. OPC UA Server #R DITTHEHAIL . £vavDAA LTI EERL . HEIISCT
A—H—EHREI/ELET . UA Client FrRILEBMTBHEITONTIE. LT OFIEIZHREWVET.

1.

2.

3.

AN DRTLNADTER | 7AaVEGR )L T TBRBIEEESLET. RIS TEBRIZRRLES.
TR&R] | Mt | THLOFYRILIEEIRLET.
TMERLTHFrRINDEILTERIR 1IN OvTHZH )X TTOPC UA Client] 2 RL . TRAIZV)VILET .
TCOATOOt DHAFEREEBELETIT. FYRILDELFTEAALT TRAIZVIVILET .
TRAIED VIS HIET. [EBEAHRBILI DT ISR EEHFLES .

l'UA Server] ©. H—/\—DIVK KRSk URLEZIIVRRAL2h URLI Z—ILRIZFEITAALET.
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7.

10.

F-lE. ——DTITS59X(...) FAAVZEI)IL T A 12— L TR EBETHIEETEET.
a. THRH URL ZFERIMNENITH-oCWSIEEHRLET.

b. TRHAR—FIT. y—/\— 21— EI[TERENF-TORRA DR BESEADLFET. T
THILE DIR—R BB (TFTTIZN YL Toh, TIHILNDIVRRA U E—BIL TV FNIFREVEE
Ao
SERD: AR—b 4840 [TE 12D 50HIZkoTRIF Yo ENFET . LI=AoT. B H—/\—ZFE R L TL
BIHEE . CDT—IFICZELWR—FESEZA N TDIBEIIHYELA.

. R—+rBESHERSNGEIE TERTIZVIVILET.

d. H—/N\—a F1—4FHRELFET. "localhost”" IZE|YLH TENTWWAIVRRAUk & TER—HILTY
VITSUFOTFIZDHEELET.

e. AVEaA—REERRALTEARRELGY—/\—DYRFERRTLTHS, Y—/—ZERLTELWLTIUF
RAVNERRLET .

f. BIEHECDOIVRRAVFEHERALTUAServer 28 B $5I21&. #4705 DL & IHETEH 1/
SA—4TIEH URL #FERIZERIZLET. ChEFO—/ULEZ ETHY. FDMTTDH UA
Client Driver IS &% 5 2F7.

g. TOKIZYUWILET . TR RAUMERHR A UA Server R—=UITRRENET . TRANIZEHDVILE
EE

TRAIED)VILT. TUA Y23V ITT AN R EZZDEEFRALFET . CholPB B IS L TR TR#E
fETEFT.

TRA1ED )L T TRE1DA——B L \RT—FZZ B OFFILFES. o3 ZEITELTERETE
F9.

r4<)—12&RR"L. [T TI1Z0)ILFET.

OPC UA Client 7/3f R

[T/ R 949 —K Tl a—F—HIHTRYYTL 3% R F L. OPC UA Server ™7 A TLETSIAL TIUR—k
TEHELRBEINFT . HBELEREIN ST T/MRARNDITRTDTATLNEHFINETT . B LFrrIUAEHK
DTIMREEBMLT. BHSEHMRBEE—FEFERITHIENTEET . UA Client T/ ROB N IR I 55
DNTIE T OFIBIHNET.

1.

2.

3.

BRI FHLOFvRIVEEIRL. THRE | TEEEL | THLLT/ MR 1E9)9ILET .
I Z /1112 0OPC UA Client T/NA ZADZ RBiTZA AL . TRAIZDIVILET

TIANREEZDEEEAL. [RAIZVIVILTRITLET . CholR B IS TR TRIB L TEE
ER

T R—r 1T TAR—bPATLERIR 1)L ET . TSOX IR AN — I\ —DE R B TAT
LBRRENET. RRENBME S | EX1UTHE R AE LBV AT B HHYET . HMISOLTE F5T
W a—F4 Dk ES B LTS,

BELBTATLEERL. [PATLERMIFFN TS5FERBMIZED )IIL T 9S4 ToMAR—LE
T TRTCOTATLAAVR—kSnt=5. TOKIZY IvIL . TRAIZEDIVILETS .

r4<)—12&RRL. B TI1Z9ILET . AUIR—bLETATLIE U=/ "—DFvRILETINA R ES
I—FELTERL. TN AD T IR EBEINET .

OPC UA Client IZEMI SN I=7 A TLlE. OPC DA HS5A T UM &2 TITIRTESESIAYELT=. BEITRIL TSI
I U TOFIEIHENET .
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1. I'v—Ju1 | TOPC Quick Client Z#E &) 12:#iRLFF. O—HJL OPC DA H—/\—IfE A RELSh . 7A4T
LHEI—IZRREINET .
[EB oPC Quick Client - Untitled * - O] x|
File Edit Wiew Tools Help
DEPueed % BEX
El- 5 OPC.Server.ProgID Ttem ID | Data Type| value | Timestamp | Quality|
' A Session._System #ZILA Session.UA Subscrip... Waord 10726 05:09:18 Good
A Session.UA Subscription._System
=
2. OPCUA FyRIADTATLEITZIVALET . RIZ. T—EREHINBRF T ENEHIN TSI EERHEEL
9.
& $5% fl

OPC UA b IUFEN B R HE & T3, BEF O A Al gE@arR—R o b o lE Eh =) E—F Y )a—>a
UTY . boRILDB—/ ] Tl&. OPC UA H—/—(F. BEY—/\—HE2ADF TOPCDA [TMAT/ \Wor—>
{EENI=A2BTT—RATT . boRILDIZA T A TlE. OPC UA Client Driver . [ZDDT /1 AF v I)LEELITE
MTEBRS54/—TF55 1> T$ . OPC UA Configuration Manager I&. SN =3EBAZE & UA Server DIUR R
AU EEE TE5Y—ILTT. DA Client Driver (LB DK S4/3—F55 12T UA Tunnel Y1)2— 3485258
ELFET . BIEY—/\—F"Y—/—" THSDT=. ZOF 54 /3—IFF] D OPC DA H—/\—~Di &Rt LF 7.

EEBRIZGHISUTE—FIFA TR ANDT—E DR
BIEHY—/\—(F. O—AHJL OPC DA 54721+ THL YE—F OPC DA 95A TN T 3% LFET . UA
Tunnel Y)a—23avid, €Fa )T TCRESN-VE M ERZREBELET.

Ty Ea—#1 AU Ea—#2
HE Y — s WG s
DA 7 7 A DA 7 74
P T b
| DA *~— (HMI) DA *~— (HMI)

DAY — " a IDAZ D77 I

SUA gL -

UA7547‘/I | UA

= T ————

X )T TR B IN-E 5 T—2D5 & DA H—/\—H DR
11§ Y—/\—I& OPC DA Client Driver %{# FAL T OPC DA H—/\—IZ¥EHELET. ThizkY. JE—k OPC DA 45
ATUMNEH T AN IR SINET.
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kST IV a—TF1 7 DEN
YRS T BEZOR E QR B NE R ESNET.

rST IV a—T19DEVE

[ FI M RTSTL I FAT AT TTATLEAR— LESEL TLVBEEIT UA Server [T TS0
UA Client 1575 2XL &5&L TLVREEIZ UA Server A& & ShiiLy

UA Server % 17 L TL\38—4 vk arEa—4h% UA Client HSDRYE 7—5T5HRIZHK R Shizly
IE LLWIVRRA Uk URL %48 B LT UA Server [Z# # TE4 L

UA Server ~DiE & R TICKRE AR E (A—5—F &/ \RT7—F)

R—b 85X %45 FH L T UA Server [CE R %% (§ $5/L—%I< ping £E {7 TEL LY

UA B OI5—Avt—C ARV RIS R Shigy

[T RTQIST A1 FL 7T TPAT LA R—k LES5EL TLVAEEIZ UA Server [
8 TEA0
FEABNDREA:

1. FEHEFUTATOTPALPRR ENEL -

2. (IAENESTHLIL. BELELA-
3. UAServer H&U/FE=IF UA Client OFFBRE (. IBRE DL RTLDA 1 KYLBTOE S EA B ABHYET .

fRRE:
1. F¥2JLUA Server DX a)T4TO77M I EAE—CE— R DE R ZHERLET

2. EFAVTADRBETHEWNGE S L T FrRNTaANTAITATATTEX TR —EL T EL 1 ZBIRLF
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