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The “JAR” Problem

Experienced Java developers know that “Java ARchive” (JAR) files commonly used to deploy applications are
vulnerable to reverse-engineering. Free de-compilers can turn JAR files back into source code at the click
of a button. This is a serious problem if the code is proprietary or classified, such as in defense or critical
infrastructure systems. Java obfuscator tools try to make it harder to de-compile JARs, but they break key
Java features and make testing and debugging the application nearly impossible. Now there is a better way.

The PVM Protect Solution

PTC Perc is a Java virtual machine and tool chain that links the contents of JARs, resources and files with

the Perc virtual machine runtime into a standalone executable. It will Ahead-of-Time compile code to native
instructions. This eliminates the need to deploy JAR files to the field. But executables still contain symbol
strings that could reveal sensitive information. The PVM Protect tool uses RSA and AES algorithms to encrypt
a Perc executable and wrap it in a self-decrypting launcher. The launcher prevents any attempts to examine
its contents until it is executed on a target system with TPM 2.0 hardware provisioned with the correct RSA
secret key. The key is “sealed"” to allow decryption only when the target system's bootstrap, kernel, and other
critical software have been validated. Code and data are decrypted directly into memory where it is then
executed. No decrypted code or data is saved on disk where it could be captured by a threat actor.

Were you avoiding Java because of the JAR problem? If so, it's time to reconsider PTC Perc and PVM Protect
to get all the benefits of Java, plus real-time performance (yes, Perc is a real-time Java), and end-to-end
security for your mission-critical applications.

Check us out at ptc.com/perc.
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